Informatica forense

Le 5 fasi

Qualche esempio di attivita di analisi:

disk forensics e network forensics

Michele Ferrazzano

Identificazione

» Rilevare/scovare cosa € effettivamente utile per
I'indagine
= Sistemi informatici
= Sistemi di comunicazione
= Supporti di memorizzazione esterna

= Supporti non digitali e informazioni

= Documenti, post-it...

= Password, modalita di accesso a sistemi complessi...

= |dentificazione

Acquisizione

Analisi

Valutazione

Presentazione

Acquisizione

= Duplicare le informazioni in maniera fedele all’originale

= Cloni
= Immagini bit-a-bit
= Es: DD
= |Immagini bit-a-bit compresse
= Es: EWF (Expert Witness Format)
= Obiettivi
= Acquisire il maggior numero di dati (possibilmente tutti)
= Rendere I'attivita di acquisizione ripetibile

= Limitare i tempi di inattivita di server “importanti”



Analisi Analisi

= Mettere in evidenza i dati con contenuto informativo = Principali funzioni svolte durante I'analisi

importante per lI'indagine » Visualizzazione dei dati

= A favore = Ricerca per parola chiave
= A sfavore » Decompressione di archivi
= Documentare il processo di analisi = Carving
» Decifratura

Calcolo della timeline

Valutazione Presentazione

» |nterpretare i dati evidenziati in fase di analisi per = Documentare

sostenere le proprie tesi = Cosa & stato fatto

= A favore = Come é stato fatto

= A sfavore = Cosa € emerso

= Che significato hanno i dati emersi
= Adattare il registro all'interlocutore

= Tecnico

= Giurista



Analisi forense con Autopsy Autopsy e Sleuth Kit

= Lo Sleuth Kit &€ una collezione di programmi a linea di
comando che consente di realizzare analisi forense di dischi
e file system. Il tool pud essere incorporato in un gran
numero di sistemi per analisi forense che possono utilizzare
tali comandi per accedere direttamente ai dati.

= Autopsy Forensic Browser ¢ un’interfaccia grafica verso i
comandi dello Sleut Kit. Assieme consentono di condurre
un’analisi forense di dischi e di file system di computer.

http://www.sleuthkit.org

Autopsy e Sleuth Kit (architettura) Avvio di Autopsy

File Edit View Terminal Tabs Help

ubuntu@ubuntu: ~ &3 | ubuntu@ubuntu: ~
root@ubuntu:~# autopsy

D

Autopsy Forensic Browser
http://www.sleuthkit.org/autopsy/
ver 2.08

Evidence Locker: /var/lib/autopsy
Start Time: Thu Mar 24 12:35:22 2011
Remote Host: localhost

Local Port: 9999 -

Open an HTML browser on the remote host and paste this URL in it:

http://localhost:9999/autopsy

Keep this process running and use <ctrl-c> to exit

Linux




Avvio di Autopsy Autopsy — Creazione di un nuovo caso

History Tools Help

aw History Tools Help

e o t [‘lhttp:lﬂocalhonmwmnopsy l'] [Q'|Google ' ° t [.lL flocalh d iew=1 Ij ['|G°°9|e

P Getting Started [Latest Headlines ~

d~ @Getting Started [Latest Headlines ~

Autopsy — Creazione di un nuovo caso

File Edit View History Bookmarks Tools Help
e o - ° o ﬂ [‘|http:/ﬂocalhost:9999[autopsy?mod=o&view=2&case=PP_1234_2011&des

[ Most Visited > @b Getting Started [f]Latest Headlines ~




Autopsy — Aggiunta di un host

The name of the computer being investigated. It can
s, numbe

ription or note about this

alue (i.e

ist of time

Autopsy — Aggiunta di un host

Fle Edit View History Bookmarks Tools Help

[ Most Visited v @b Getting Started [§Latest Headlines ~

Autopsy — Aggiunta di un host

Autopsy — Aggiunta di un’immagine

[ Most Visited~ @ Getting Started [ Latest Headlines ~

Symlink




Autopsy — Aggiunta di un disco Autopsy — Aggiunta di un disco

_Ele Edit View History Bookmarks Tools Help

Autopsy — Aggiunta di un disco Autopsy — Aggiunta di un disco
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Autopsy — Aggiunta di un disco Autopsy — Aggiunta di un disco

File Edit View History Bookmarks Tools Help

Ele Edit View History Bookmarks Tools Help
@ - @ B (@ ntpocal d=08&view= 15&img_path=%2Fdev%s2Fsdg&num_img= 1&sort=1&do_mds=1. |v]@ @ b -6 OB [Brpuonn —

»_1234_2011&host=PC-01&inv=unknown [~] @

[ Most Visited v @ Getting Started [ Latest Headlines ~

[ Most Visited > @b Getting Started [§)Latest Headlines ~
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Autopsy — Timeline Autopsy — Timeline

Tools H"P File Edit View History Tools Help

@ (] meputocat poyTcase=pP_1234_20116host=PC-0l6inv=un d=snien=1 [=) [E=Tceose @0 -e DB Ehon st b 103 stshos=pCorsimmuknon [ <] (Gl

[ Most Visited > g Getting Started [§)]Latest Headlines
e

ng Started [)Latest Headlines ~




Autopsy — Timeline Autopsy — Timeline

File Edit View History Bookmarks Iools Help File Edit View History Bookmarks Iools Help

Autopsy — Timeline

File Edit View History Bookmarks Tools Help




33

Autopsy — Timeline

35

Autopsy — Timeline

CREATE DATA FiLE CREATE TIMELINE VIEW TIMELINE ViEw NoTES HELe  Crose
2 X

<-Feb 2011 Summary Apr2011 ->
Mar $ (2011 | ok

2011 23:52:30

432301
1490663
Tue Mar 22 501951
2011 23:52:32
4103042 a
Tue Mar22  1343877( "
2011 23:52:34 a..
76579 |A..
Tue Mar 22 16384 |g
2011 23:52:36 15
16384 (8-
341 a..
75776 (.~
Tue Mar 22 212988 (g..
2011 23:52:38
233851 (8-
G
377497 al
414012
Tue Mar 22 150044
2011 23:52:40
110252 - rwxrwx 0 0 9068576 C:/12345/Ricerca/da sistemare/j.1747-9991.2010.00292.x.pdf
764108 .| J-rwxrwxrwx 0 O 9068584 C:/12345/Ricerca/da sistemare/Liu, Uehara, Sasaki - Development of digital

forensics practice and research in Japan.pdf
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Autopsy — Timeline

CREATE DATAFILE CREATE TIMELINE VIEW TIMELINE ViEW NoTES Here  Close
2 X

<-Feb 2011 Summary Apr2011 ->
Mar (2011 | ok

TUE [VIar 3YA0SY  ..C_TTWXIWXIWX U U SOI2877 CYIZSEORICET JTAITE/INUOVE Car telayZ. pat
2011 23:52:30

432301 ..c
1490663 ..c

Tue Mar 22 501951 ..C
2011 23:52:32

4103042 ..c

Tue Mar 22 1343877 ..c
2011 23:52:34

76579

Tue Mar 22 16384
2011 23:52:36

o

16384
341
75776

Tue Mar 22 212988
2011 23:52:38

o o o o

233851 ..c

377497 ..c
414012 ..c

Tue Mar 22 150044 ..c
2011 23:52:40

110252 ..c /| prxrwxrwx 0 0 9068576 C:/12345/Ricerca/da sistemare/j.1747-9991.2010.00292.%.pdf

764108 ..c --rwxrwxrwx O O 9068584 C:/12345/Ricerca/da sistemare/Liu, Uehara, Sasaki - Development of digital
forensics practice and research in Japan.pdf

36
Autopsy — Analisi
File Edit View History Bookmarks Tools Help
& - e = | @ httpi/localhost:9999/autopsy?mod=0&view= 16&case=PP_1234_2011&host=PC-01&inv=unknown ~ | HE

[& Most Visited v @ Getting Started [§)Latest Headlines ~

Case: PP_1234 2011

Host: PC-01
Select a volume to analyze or add a new image file.
CASE GALLERY HOST GALLERY HOST MANAGER
£\
S
mount name fs type
O disk sdg-disk raw details
® c/ sdg-32-1966079 fatlé details
ANALYZE ADD IMAGE FILE CLose HosT
HeLP
FILE ACTIVITY TIME LINES IMAGE INTEGRITY HASH DATABASES
ViEw NOTES EVENT SEQUENCER



Autopsy — Analisi

mmarks Tools Help
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Autopsy — Analisi
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|Lr‘ ™ 4- i 17&h

_1234_2011&i k I=vol

| v l ['lGoogIe

arted [f)Latest Headlines ~

Autopsy — Analisi

File in chiaro
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Autopsy — Analisi

40

Calcolo hash file

File Edit View History Bookmarks Tools Help

- @ O @ [l

itopsy?mod=_2&

_1234_2011&host=PC-(

u Most Visited ~ @ Getting Started [§]Latest Headlines ~

[®) http://localh...meta=9486858 &=

MDS Values for files in C:/12345/Ricerca/Dottorato - emuleforensic/emuleforensic 0.50a/ (sdg-32-1966079)

8d8a310S0ec99ad9691aSflceae6e499
052509b3bb6ecc48c02d965e691 faee9
23e2fod9lafSasbbde8e7c2el3acf4a0
f715fb701ce38019c2c9205189817b64
53df1lc357e1c9d0ea8l316d587e42634
3261ebfbad735b33dab20c5a3434b361
93ec7de95d514sf93bSeec4beelssdss
fc3f3df73374ccl
c613544677dbad8cc7855b3dc9b5453d
37374fe977a33c88lef43ebcclen9edd
e262alb6dddd9a63316803c1258cd409
cbfo26 7cb783e309fc6a2
edfad7acdlfoabfcl1fSfofd19bdo24b
f07c31c7cbab6cbfbOeb8dc8333bf7d8
eec0f2e9e6fdf739cﬂ)b09d49dd5f670
S53e7912f
115c3efc2150c4418cbS21770b8aasS54
d5675el2bcel7c00fS9aea980edfab60
f15abb3a0716b4c9e156chST069f4506
a8dfacca71b00f884090d2dbeSba70d9
f4fd1deSd2dbb31cbc88033b93cbSeeb
2d19de fb6db4cf0b228079083dcbc37b
2dfc7c2445f1465badcfa6fdSaS7ede2
197088e9a49ebf9a773af6f213175954
Sac3b9f7adefs536fdff1896ef5156143
8c7325707e4bebl15f0d4e52e0518c860
34d82ae2006564c7dbdeScd1db876b6T

ACSearchStringsDat.c
ACSearchStringsDat.h
ACSearchStringsDat.o
clientsMet.c
clientsMet.h
clientsMet.o
connetti.xsl
constant.h
emuleforensic
emuleforensic.c
emuleforensic.o
esempiomaster.xml
knownMet.c
knownMet.h
knownMet.o

Makefile
output-7.xml
preferencesDat.c
preferencesDat.h
preferencesDat.o
report.html
schema.xsd

struct.h
transform.xsl
util.c

util.h

util.o
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Autopsy — Analisi — File cancellati

Fle Edit View History Bookmarks Tools Help &
@D -6 08 E 18submod . 1234_20116h0st=PC-016i Iz [ ~] [Gl=]coogle Q)

[ Most Visited v g Getting Started [ Latest Headlines

Contents Of File: C:/_IVCE.tmp
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Autopsy — Ricerca per keyword nel
contenuto

story Bookmarks Tools Help
(%X X~ ) |L flocalh d=1&submod: _1234_2011&host=PC-01&inv=unknownsvol=volz [ ~| [[G]~ cooale

P Getting Started [fLatest Headlines ~

Autopsy — Analisi — Ricerca per keyword nel
nome del file

Fle Edit View History kmarks Tools Help b
@9 -¢08E bmod: _1234_20118host=PC-018i iz [ ~] [G=]coogle Q)

[ Most Visited ~ @b Getting Started [§)Latest Headlines ~

Contents Of File: C:/_IVCE.tmp

> 1234_2011&host=PC-01&inv=unk I=vol 26dir=1 ; -
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Autopsy — Ricerca per keyword nel
contenuto

ory Bookmarks Tools Help
0 @ [@]httpiocalh mod=1&submod
Getting Started [§Latest Headlines ~

3 |[o)A

_1234_2011&host=PC-01&inv=unknown&vol=volz [~ (G~ Google

J1:vol2




Autopsy — Ricerca per keyword nel

contenuto

FILE ANALYSIS | KEYWORD SEARCH

ON

FILETYPE

IMAGE DETALS

META DATA DATA UNIT

HELe | Ci
2

LosE
X
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Autopsy — Ricerca per keyword nel

contenuto

Searching for ASCII: Done
Saving: Done
1620 hits- link to results

Searching for Unicode: Done
Saving: Done
553 hits- link to results

New Search

1620 occurrences of emile were found
Search Options:

ASCII

Case Insensitive

There were more than 1000 hits.
Please revise the search to a managable
amount.

The 1620 hits can be found in: /var/lib/autopsy.
/PP_1234_2011/PC-01/output/sdg-32-1966079-0. srch

553 occurrences of emile were found
Search Options:

Unicode

Case Insensitive

Sector 21960 (Hex - Ascii)
1: 114 (anmi\eMule\Tenp)

Sector 21992 (Hex - Ascii)
2: 114 (anmi\eMule\Tenp)

Sector 609291 (Hex - Ascii)
3: 174 (ENTE EMULE: ANA)

Riga di comando

= Calcolo hash tutti i file

find .

type —-f —-exec mdbsum

= Cancellare tutti i file *.md5

= find

\{}I

./ —iname \*.md5 —-exec rm {} \;
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FILE ANALYSIS  KEYWORD SEARCH

FILETYPE IMAGE DETALLS

oS

META DATA

DATA UNIT

Here  Ci
2

LosE.
X
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Search Options:
Unicode
Case Insensitive

Sector 21960 (Hex - Ascii)
1: 114 (anmi\eMule\Tenp)

Sector 21992 (Hex - Ascii)
2: 114 (anni\eMule\Tenp)

Sector 609291 (Hex - Ascii)
3: 174 (ENTE EMULE: ANA)

Sector 609341 (Hex - Ascii)
4: 64 (9eMuleForen)
5: 168 ( con eMule)

Sector 609347 (H
6: 0 (eMuleForen)

7: 104 ( con eMule)
8: 116 (emule )

Sector 609348 (Hex - Ascii)
9: 92 (e di eMule )

Sector 609349 (Hex - Ascii)
10: 270 (tivo eule e al)

Sector 609351 (Hex - Ascii)
11: 106 (e di emule.)

Sector 609352 (Hex - Ascii)
12: 396 (o ad eMule. Que)

Sector 609358 (Hex - Ascii)
13: 2 (e di eMule all')

Sector: 609347
Status: Allocated
Find Meta Data Address

4mPREVIOUS
EXPORT CONTENTS. ADD NOTE

Bl ASCII (display - report) * Hex (display - report) * ASCII Strings (display - report)
File Type: data

NexT =

Hex Contents of Sector 609347 in sdg-32-1966079

0 65004d00 75006c00 65004600 6f007200
16 65006200 73006900 63003300 20006100
32 62006100 6006900 73006900 20006600
a8 6007200 65006200 73006500 20006400
64 65006c00 20006600 69006¢00 65002000
80 73006800 61007200 69006600 67002000
9% 63006f00 62002000 65004400 75006¢00
12 65000400 65004d00 75006c00 65002000
128 8002000 75006800 20007300 6f006600

144 74007700 61007200 65002000 6f007000
160 65006600 20007300 6007500 72006300
176 65002000 63006800 65002000 6300600
192 62007300 65006600 74006500 20006400
208 69002000 72006500 61006¢00 69007200
224 7a006100 72006500 20006c00 27006100
240 74007400 69007600 69007400 €0002000

256 64006900 20006600 69006¢00 65002000
272 73006800 61007200 69006600 67002000
288 69006200 20006100 64006200 69006500
304 62007400 65002000 70006500 65007200
320 24007400 67002400 70006500 65007200
336 20006200 61007300 61007400 6f002000
352 73007500 69002000 70007200 6f007400
368 6006300 6f006c00 6006900 20006500
384 44006f00 62006b00 65007900 2000600
400 20004b00 61006400 65006400 6c006900
a16 61002600 04004400 61006¢00 20007000
432 75006600 74006f00 20006400 69002000
a48 76006900 73007400 61002000 64006500
464 6C006c00 27006100 62006100 6c006900
480 73006900 20006600 67007200 65006600
()| 296 73006500 2c002000 75006600 61002000

Analisi di una email
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Return-Path: mittente@gmail.com

Received: from [192.168.1.83]

[84.220.169.6])

by mx.google.com with ESMTPS id bs4sm597962wbb.35.2011.03.25.12.31.02

(version=SSLv3 cipher=0THER) ;
Fri, 25 Mar 2011 12:31:03 -0700 (PDT)
Message-ID: 4D8CED7B.2050105@gmail.com
Date: Fri, 25 Mar 2011 20:31:07 +0100
From: Mittente Neri mittente@gmail.com
User—Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; it; rv:1.9.2.15)
Gecko/20110303 Lightning/1.0b2 Thunderbird/3.1.9

MIME-Version: 1.0

To: Destinatario Rossi destinatario@gmail.com
Subject: Re: Verbale ultimo

References: <4D8A677E.2060002Qgmail.com> AANLkTinGl7F2-8PuOfL3A prj952-FT-

KbAceJKW8mxg@mail.gmail.com

In-Reply-To: AANLkTinGl7F2-8PuOfL3A prj952-FT-KbAceJKW8mxg@mail.gmail.com

Content-Type: multipart/alternative;
boundary="--—---——————- 060500090204050700070106™
This is a multi-part message in MIME format.
—————————————— 060500090204050700070106

Content-Type: text/plain;

charset=IS0-8859-1; format=flowed

Content-Transfer-Encoding: 8bit
I1 25/03/2011 19:37, Destinatario Rossi ha scritto:

> Ciao ciao ciao.
> > Ciao2 ciao2 ciao2

(dynamic-adsl1-84-220-169-6.clienti.tiscali.it
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Analisi forense di traffico di rete

Avvio dell’intercettazione del traffico

T3, Adapter for generic dialup and VPN capture unknown 0
(%] NVIDIA nForce MCP Networking Adapter Driver (Microsoft's Packet Scheduler) 137.204.231.102 7
] Sun (Microsoft's Packet Scheduler) 192.168.56.1 0
2% VMware Virtual Ethernet Adapter 192.168.137.1 0

™ VMware Virtual Ethernet Adapter

|

192.168.88.1 0

P Packets Packets/s

0

2

St

Start | Options | Detais
Start | Options | Detais
Start | Options | Detais
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Wireshark

The Wireshark Network Analyzer -8]x|

He Edt Vew Go Cpwe Aalyze Sutstcs Telephony Lok Heb

TILLIEE R TR E N EEEEE I TR
v Bxpression... Clear Apply

21

The World's Most Popular Network Protocol Analyzer

T T T T

Website
Vit the projcts webste

Ey Interface List =) Open
ive It o thecapre eefaces (couns ncomingpackes) Open s prvisly capaed e

)

Start capture on interface: Open Recent: @ User's Guide
8 TEEE 802, 110 Wireless Card, The Use's Guide ocal veson, # nsaled)
(2] Inte(R) 825780C Gigabit Network Connecton @ Sample Captures
8 VMware Virtual Ethernet Adapter A ich assortment of example capaure fles on the wiki @ Secul
8 Wiware Vitual themet Adapter Work with Weeshar a5 secey s possle

Capture Options

Starta captre with detaed optons

@ How to Capture
Step by st2p 102 sccesl captresenp

@ Network Media
Specii formaton for caprring o Etbrnet, WLAN,

(O Ready toload or capture. [NoPadkets [ Profie: Default 7

S
Fle Edt View Go Captre Analyze Statistcs Telephony Tools Help

BWeee EEXEE | a+ssnTi(BEIRAQH EDB %8
Fiter: [ v Expresson... Clear Apply

No. - [ Destnaton [protocol [ 1nfo E!
SServer-O1_ Broadeast TSN 7S N Teartoeat
o 2 Spanning-tree-(for-br STP Conf. Root - 32768/0/00:1e:c1:0 Tbico_Cost - 0_port - 0x6031
157,208,231, 102 3 onS Standard query A wn.repubblica. i
137.204.25.7 DN Standard query response PA 213.93.16.171 A 213.92.16.191
137380 310102 Tcp prm-nm-np > http [SYN] Seqs=0 Win=64512 Len=0 MSS=1460
e Rtep = pra-nm-np [svNs ACK] 5eq-0 Ack=1 win-5840 Len=0 HS5=1450

213.92.16.171
02

n=64512 Len=0

prom-np > htcp [acki s
TRiZEs

TS

213.92.16.171 P [ACK] Seq=1 Ack=336 Win=6432 Len=0
213.92.16.171 [Tcp segment SRRk e ROy

137.204.231.102 TCP
213.92.16.171 137.204,231.102 Tcp [TCP segnent of a resssenbled PDu]
137.204.231.102 213.92.16.171 Tcp prm-nm-np > http [ACK] Seq=336 Ack=2021 Win=64512 Len=0

Fr

389 bytes captured) =
1 00

[Time delta from previous captured frame: 0.000052000 seconds]
[Time delta from previous displayed frame: 0.000052000 seconds]
[Time since reference or first frame: 2.735558000 seconds]
Frame Number: 10
Frame Length: 389 bytes
capture Length: 389 bytes
[Frame is marked: False]
[Protocols in frame: eth:ip:tcp:http]
[coloring Rule Name: HTTP]
[coloring Rule String: http || tcp.port == 80]
® Ethernet II, Src: AsustekC_74:a0:cc (00:23:54:74:a0:cc), Dst: Al1-HSRP-routers_c8 (00:00:0c:07:ac:c8)
® Internet Protocol, Src: 137.204.231.102 (137.204.231.102), Dst: 213.92.16.171 (213.92.16.171)
= Transmission control Protocol, Src Port: prm-nm-np (1403), Dst Port: http (80), Seq: 1, Ack: 1, Len: 335
= Hypertext Transfer Protocol
5 GET / HTTP/1.1\r\n

® [Expert Info (Chat/Sequence): GET / HTTP/1.1\r\n]

Request Method: GET

000 00 00 OC 07 ac <8 00 23 34 74 a0 cC 08 00 45 00 ... C
01¢ 01 77 1d e7 40 00 80 06 84 S5f 89 cc e7 66 d5 Sc W@l —
02 10 ab 05 7b 00 50 Ob 54 d4 ba 75 19 d4 00 50 18 L
030 fc 00 43 2b 00 00 47 54 20 2f 20 48 54 54 50 .. CH..GE
04 2f e 31 0d 0Oa 48 Sf 73 74 3a 20 77 77 77 2e /1.1..Ho s
05 72 65 70 75 62 62 6c 69 63 61 2e 69 74 0d 0a 55 repubbli c:

000 75 65 72 2d 41 €7 05 e 74 33 20 4d 6f 73 63 6c  ser-Agen T:

07 ¢ 6c f 35 2e 30 20 28 57 69 6e 64 6f 77 73 20 13/5 (

08! 4e 54 20 35 2e 31 3b 20 72 76 3a 32 2e 30 29 20

)09 47 65 63 6b 6f 2f 32 30 31 30 30 31 30 31 20 46 Ge(kU/ZO

0a( 69 5 66 6f 78 2f 34 2e 30 0d 0a 41 63 63 65 1refnx/

0b 70 74 3a 20 74 65 78 74

0c0 70 6¢ 69 53 51 74 69 of

0d 78 C 2c 61 70 70 6¢C

0e 78 Sd c 3b 71 3d 30 2e

0f0 30 2e 38 0d 0a 41 63 63

)10( 75 61 67 65 3a 20 69 74

11¢ 2d e 63 6f 64 69 6e

12 20 5 66 6C 61 74 65

1 3¢ 2d 43 68 61 72 73 65 74

14 35 39 2d 31 2c 75 74 66

1 5¢ 2c 2a 3b 71 3d 30 2e 37

16 6C 69 76 65 3a 20 31 31

17 63 74 69 6f 6e 3a 20 6b eep-aliv e

1 8¢ 65 0d 0a 0d 0 ll
Qf

[Profie: Default

N



isix sl

He Edt Vew Go Coptwe Anlyze Statstcs Telephony Tooks Hep Fle Edt Vew Go Coptre Analyze Statistcs Telephony Iooks Hep
S BPE@XRE A¢es2TL|(|BB AQAAOD #MB x| B B BEAXRE AT L|BEB QaQO | E#®B | B
Fiter: [ v Expresson... Clear Apply Fiter: [ ~  Expresson... Clear Apply
No.. | Tme Source [ estiaton [Protocol [ 1nfo = No.. | Time [ oestraton [Protocsl [0t E
5 2.721604 137.204.231.102 137.204.25.77 NS standard query A www.repubblica.it SIEEE rver-01_ Broadcast S NLB M5 NLG heartbeat - - -
4 2.025436 r b:fa Spanning-tree-(for-br STP Conf. RoOT = 32768/0/00:1e:c1:0f:7b:c9 Cost = 0 Port = Ox8031
6 2.723026 137.204.231.102 NS Standard query response A 213.92.16.171 A 213.92.16.191 2028038 SCoEuTe CETh: SEEing tres == Standard query A . repubblica. it
7 2.731229 213.92.16.171 TP 5eq=0 Win=64512 Len=0 MS5=1460
§ 2.735491 137,204, 231,102 TP . ACK] 52620 acke1 lrin-sB40 Len-0 ss-1450 6 2.723026 137.204.25.77 137.204.231.102 NS standard query response A 213.92.16.171 A 213.92.16.191
7 2.731229 137.204.231.102 213.92.16.171 TP pra-nn-np > http [SYN] Seq=0 Win-64512 Len-0 HSS=1460
9 2.735506 213.92.16.171 Tcp Seq=1 Ack=1 Win=64512 Len=0 ITEEPNLSYN] ]
A 513,02, 16. 8 2.735491 213.92.16.171 137.204.231.102 TcP. http > prm-nm-np [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MSS=1460
S T T T e 9 2.735506 137.204.231.102 213.92.16.171 TP prm-nm-np > http [ACK] Seq=1 Ack=1 Win=64512 Len=0
735558 20 5216 T/
B EISS iizﬁe"m‘ 2= 52:222%1*3 PW% 11 2.738939 213.92.16.171 137.204.23; T K] Seq=1 Ack=336 Win=6432 Len=0
TP pricnm-p > hCcp”(ACK] Seq=336 ACK-2921 win=64512 Len-0 12 2.836567 213.92.16. 137.204.231.102 TC © St Tme Reference (toggle) eassembled PDU]
=5 R 13 2.837434 213.92.16.171 137.204.231.102 7 eassembled pDU]
127 504 321 10> Tcp FTcp conment of 3 reaccemhlad pmn -] 4 2.837477 137.204.231.102 213.92.16.171 TC  ApplyasFiter * hck] seq=336 Ack=2921 Win=64512 Len=0
Prepare a Fiter >
@ Frame 10 (389 bytes on wire, 389 bytes captured) 5] Erame 10 (389 bytes on wire, 389 bytes captured) e . =
 Ethernet I, src: Asustekc_74:a0:cc (00:23:54:74:a0:cc), Dst: All-HSRP-routers_c8 (00:00:0c:07:ac:c8) rrival Time: mar 25, 2011 17:13:01.079477000 Cotorie Cormveseation) »
® Internet protocol, src: 137.204.231.102 (137.204.231.102), Dst: 213.92.16.171 (213.92.16.171) [‘hme delta from previous captured frame: 0.000052000 seconds] o i
= Transmission Control Protocol, Src Port: prm-nm-np (1403), Dst Port: http (80), Seq: 1, Ack: 1, Len: 335 [Time delta from previous displayed frame: 0.000052000 seconds]
= Hypertext Transfer protocol [Time since reference or first frame: 2.735558000 seconds]
& GET / HTTP/L.1\r\n Frame Number: 10
® [Expert Info (cha(/sequence) GET / HTTP/1.1\r\n] Frame Length: 389 bytes L
Request Method: GE' capture Length: 389 bytes Copy b
Request URT: / [Frame is marked: False]
. Decode As.
Request versior . [Protocols in frame: eth:ip:tcp:htep] J
0: b [coloring Rule Name: HTTP] S print...
User-Agent: Mozilla/5.0 (windows NT 5.1; rvi2.0) Gecko/20100101 Firefox/4.0\r\n [Coloring Rule String: http || tcp.port Show Packetin New Window

8
Ethernet II, Src: AsustekC_74:a0:cc (00:23:54:74:a0:cc), Dst: All-HsRP-routers_c8 (00:00:
Internet Protocol, Src: 137.204.231.102 (137.204.231.102), Dst: 213.92.16.171 (213.92.16. 171)

Accept: text/html, application/xhtml+xml, application/xml;q=0.9, */*; q=0.8\r\n
Accept-Language: it\r\n

7:ac:c8)

Accept-Encoding: gzip, deflate\r\n Transmission Control Protocol, Src Port: prm-nm-np (1403), Dst Port: http (80), seq: 1, Ack: 1, Len: 335
Accept-Charset: I50-8859-1,utf-8;q=0. .7\r\n = Hypertext Transfer Protocol

Keep-Alive: 115\r\n 5 GET / HTTP/1.1\r\n

Connection: keep-alive\r\n [Expert Info (chat/sequence) GET / HTTP/1.1\r\n]

\r\n Request Method:

[oox W@l oLl FN )000 00 00 Oc 07 ac c8 00 23 54 74 a0 cc 08 00 45 00 . —
02 el Tulle. 010 01 77 1d e7 40 00 80 06 84 5 89 cC e7 66 d5 5c . =
03 «.C+..GE T / HTTP 02 10 ab 05 7b 00 50 Ob 84 d4 ba 75 19 d4 00 50 18
041 /141.. 03¢ fc 00 43 2b 00 00 47 45 54 20 2f 20 48 54 54 50
05t 2f 31 2e 31 0d 0a 48 6f 73 74 3a 20 77 77 77 2e
06 Ser-Agen t; Hoz11 030 72 65 70 75 62 63 6c 60 63 61 26 69 74 0d Oa 53 repubbi] ca
07/ 1a/3:0 Cwindows 060 73 63 72 24 41 67 €5 e 74 33 20 4d 6F 72 69 6c  ser Agen
08 NT rv:2.0) 07 6c 61 2f 35 2e 30 20 28 57 69 6e 64 6f 77 73 20
09 Ge(ko/ZO 100101 F )08 4e 54 20 35 2e 31 3b 20 72 76 3a 32 2e 30 29 20 rv
0a irefox/4 .0..Acce )09 47 65 63 6b 6f 2f 32 30 31 30 30 31 30 31 20 46 Gecku/zo
0b pt: text /html,ap 0a 69 72 65 66 6f 78 2f 34 2e 30 0d Oa 41 63 63 65 irefox/4
0C( plicatio n/xhtml+ 0b 70 74 3a 20 74 65 78 74 2f 68 74 6d 6c 2c 61 70 P
0d xm], appl ication/ )0C 70 6c 69 63 61 74 69 6f 6e 2f 78 68 74 6d 6C 2b
0c 1} 9,%/%;q= 0d0 78 6d 6¢ 2¢ 61 70 70 6c 69 63 61 74 69 6F 6 2f
0f' 0e 78 6d 6¢c 3b 71 3d 30 2e 39 2c 2a 2f 2a 3b 71 3d
10 0f ¢ 30 2e 38 0d Oa 41 63 63 65 70 74 2d 4c 61 6e 67
11! )10 75 61 67 65 3a 20 69 74 0d Oa 41 63 63 65 70 74
12! )11 2d 45 6e 63 6f 64 69 6e 67 3a 20 67 7a 69 70 2
13 )12 20 64 65 66 6c 61 74 65 0d Oa 41 63 63 65 70 74
)14 35 9 2d 31 2¢ 75 38 3b 71 3d 30 2e 37 )13 2d 43 68 61 72 73 65 74 3a 20 49 53 4f 2d 38 38
)1 51 2c 2a 3b 71 3d 30 0a 4b 65 65 70 2d 41 141 35 39 2d 31 2c 75 74 66 2d 38 3b 71 3d 30 2e 37
)16( 6c 69 76 65 3a 20 0d 0a 43 6f 6e 6e 65 v n 15 2c 2a 3b 71 3d 30 2e 37 0d 0Oa 4b 65 65 70 2d 41
170 63 74 69 6f 6e 3a 6570 2d 61 6c 69 76  ction: k eep-aliv 160 6C 69 76 65 3a 20 31 31 35 0d Oa 43 6F 6e Ge 65 15
)18 65 Od 0a 0d 0a e... — )17/ 63 74 69 6f 6e 3a 20 6b 65 65 70 2d 61 6C 69 76 eep-aliv e

1.8 65 0d 0a 0d 0a 1‘

(O HTTP Host (http.host), 25 bytes [Packets: 3688 Displayed: 3688 Marked: 0 [Profie: Default 4 O File: F:\12345\Didattica\2011 - UniCT - IF\raffi... | Packets: 3688 Displayed: 3688 Marked: 0 [Profie: Defauit 7

~=lolx =8|
Stream C Ble Edt Vew Go Coptre Anolyze Statstics Telephony Toos telp
ozt !t repubb ica B BENMN EEXREL A 20T L (BB RQAQD #DB % 8

Juser-Agent : MOZI11J/5 0 (windows NT 5.1; rv:2.0) 6&(‘(0/20100101 Flrefox/d o
laccept: text/h:m'l ,application/xhtml+xml, application/xml; /w Fiter: [tp.streameq 1 ~  Expresson... Clear Apply
faccepe-tanguage aeta N
sccept-Encoding: gzip, de -
Jaccept-charset: '150-8859-1, it 8;q=0.7,%;q=0.7 (b |""“ Source |°“"“°“"‘ |"""”" |"“° |
Keep-Alive: 115 55 2.856346 213.92.16.171 137.204. 231,102 Tcp. [TcP segment of a reassembled PDU]
fconnection: keep-alive 56 2.856380 137.204.231.102 213.92.16.171 TP prm-nm-np > http [ACK] Seq=336 Ack=43801 Win=64512 Len=0
HTTP/1.1 200 OK 57 2.856777 213.92.16.171 137.204.231.102 TCP [TcP segment of a reassembled PDU]
lserver: Apache 58 2.857208 213.92.16.171 137420442314 102 TCP [Tcp segment of a raassemb] ed PDU]
R L —— 59 2.857234 137.204.231.102 213.92.16.1; TcP pro-nn-np > Wttp [ACK] Seq-336 Ack-46721 Win-64512 Len=0
Expires: Fri, 25 Mar S — 60 2.857639 213.92.16.171 PR T eTe 102 TcP free. segment of a reassembled PDU]
X-MyHostname: 25, 186 858000
ar;. Accept-| En(odjng 62 2.858088 137.204.231.102 213.92.15.171 TCP prm-nm-np > http [ACK] Seq=336 Ack=48535 win=64512 Len=0
Sy S e e e i
T .92.16. £204.231, p > prm-nn-np g k= n= e

3 65 3 015734 137.204.231.102 213.92.16.171 TCP prm-nm-np > http [FIN, ACK] Seq=652 Ack=48535 win=64512 Len=0
content - Length ®a5103 &R 2 ni7om 51202 18 171 137 504 >3 10> —ro hrrn ~ nem_nm_nn [ACY] San-ARSIE Arb-AS3 WHn-7SAA 1 en-n =l
B e ] 5 Frame 61 (408 bytes on wire, 408 bytes captured) ﬁ’
konnection: keep-alive Arrival Time: mar 25, 2011 17:13:01.201985000
—Cache: HIT [Time delta from previous captured frame: 0.000427000 seconds]

-Cache-Hits: 177 [Time delta from previous displayed frame: 0.000427000 seconds]
[Time since reference or first frame: 2.858066000 seconds]
& Frame Number: 61
Frame Length: 408 bytes
capture Length: 408 bytes
[Frame is marked: False]
[Protocols in frame: eth:ip:tcp:http:data-text-lines]

[coloring Rule Name: HTTP]

[coloring Rule string: http || tcp.port
Ethernet II, src: Al1-HSRP-routers_c8 (00:00:0c:07:ac:c8), Dst: AsustekC_74:a0:cc (00:23:54:74:a0:cc)
Internet Protocol, Src: 213.92.16.171 (213.92.16.171), Dst: 137.204.231.102 (137.204.231.102)
Transmission control Protocol, Src Port: http (80), DSt Port: prm-nm-np (1403), Seq: 48181, Ack: 336, Len: 354
= [Reassembled TCP Segments (48534 bytes): #12(1460), #13(1460), #15(1460), #16(1460), #18(1460), #19(1460), #21(1460), #22(1460), #24(1460), #25(1460), #27(
= Hypertext Transfer Protocol
£ HTTP/1.1 200 OK\r\n

® [expert Info (chat/sequence): HTTP/1.1 200 OK\r\n]

Request Version: HTTP/1.1

-9

iz s
gl
\R L.F+9. .

vu.K2. PCIRPRTTE A
R./..d.14m.. 0Sg3.u_. ... C.

L4F\EO...V...S...U...bK.W.0...Y...

LU w. lam. S.a.Q2_..i. <dy..
I

Sime. &

R...9nb...PK....J.&
B k] hIA..aEx Su.
3.0 XY.

EEE]

A PIOREEET server: Apache\r\n

Cache-control: max-age=61\r\n

MIT4[1..8QY..8..1C...4V. . >. M. X2.D. . <K. . .W. 05 . ... ... (SH.
+..8..03..U.T.0. . L\, ... 4. .. F..CQO. *. §. . W.......

MT\r\n

K...K.

000 00 23 54 74 a0 cc 00 00 Oc 07 ac <& 08 00 45 00
cc

4
e IC.X.%.=&. . /1. ql 070 24 2d 29 e3 46 05 d0 fc 1a fe 93 d6 97 7d c9 98
+NV. NG uc.q. ...895. !w,@h,,_& M.ZZq.uV.. N 080 b2 55 05 c5 0a 52 da cd fe 32 22 97 5f ed4 84 8f
ALY Vo R

Bi”iv mam PR T B SV S R S

0b0 94 20 7f d2 bf b9 fd 73 74 79 f1 65 42 4e 3a 9d
[am(mvmm(mssnym) =] € ascn C escoic € Hexump € CAmays @ Raw 0c0 7 95 bf 95 65 77 58 0d &b 1a 91 bb 28 ee 5f 76

0d0 5b 5a ed 76 78 22 3a bS f2 2e ba ad 8e 9d 74 7e
- —

Reassembled TCP (48534bytes)
(O File: F:\12345\Didattca\2011 - UniCT - IF\raffi... [Packets: 3688 Displayed: 62 Marked: 0 [Profie: Default 4




SE S

Ble Edt Vew Go Captre Analyze Stattcs Telephony Ioos Hep Ele Edt Vew Go Captre Analyze Statstcs Telephony Ioos Hep
e BEXRE A¢+aTFL|(BE QQAQAE | #¥8B % B SEee BEXRE AT L(BEB QRQAQAE ([ E#®B X (B
Fiter: [tp.streameq 1 ~  Expression... Clear Apply Fiter: [t streameq 1 v Expresson... Cleac Apply
No.. | Tme Source. [ estration [Protocal [10o0 B No.. | Time Source. [ Destnaton [protocol [ 1nfo E
55 2.856346 213.92.16.171 137.204.231.102 Tcp [Tce segnent of 3 reassembled Pou] 55 2.856346 213.92.16.171 137204, 231,102 TcP. [Tcp segnent of a reazsenbled Pou]
56 2.856380 137.204.231.102 213.92.16.171 Tcp pro-mm-np > Wttp [ACK] Seq-336 Ack=43801 win-64512 Len-0 56 2.856380 137.204.231.102 213.92 TP prm-nm-np > http [ACK] Seq=336 Ack=43801 Win=64512 Len=0
57 2.856777 213.92.16.171 137.204.231.102 TP [TcP segment e oo ernet 57 2.856777 213.92.16.171 1350 10 Tcp {TCP segment e Lo oama
58 2.857208 213.92.16.171 137.204,231.102 Tcp [TcP segment of a reassembled PDU] 58 2.857208 213.92.16.171 137.204.231.102 Tcp [TCP segnent. of a reassenbled Pou]
59 2.857234 137.204.231.102 213.92.16.171 TP e TR el e Ack-46721 Win=64512 Len=0 59 2.857234 137.204.231.102 213.92.16.171 TcP prm-nm-np > http [ACK] Seq=336 Ack=46721 Win=64512 Len=0
60 2. 557639 213.92.16.171 137.204.231.102 Tcp [1ce sagnen of o reassembled poul 60 2.857639 213.92.16.171 137.203.231.102 Tcp [1cP scqnent of o resssenbled pou)
piy T T 02 i 2 3 5 T 37.204.23 200 o
137.204.231.102 213.92.16.171 TCP e T seq.ass Ack=48535 Win=64512 Len=0 62 2.858088 137.204.231.102 213.92.16.171 TP e e seq-;ze Ack=48535 Win=64512 Len=0
137.204,231.102 213.92.16.171 HTTP  GET /favicon.ico HTT: 63 3.002422 137.204.,231.102 213.92.16.1; HTTP  GET /favicon.ico HTTP,
213.92.16.171 137.204.231.102 Tcp Petp 5 bracmmop [AGK] Seq=48535 Ack=652 Win=7508 Len= 64 3005601 213.92.16.171 T e et TP Petp > prachmenp [ACK] Seq=48535 Ack=652 win=7504 Le
137.204.231.102 213.92.16.171 TP pra-nm-np > http [FIN, ACK] Seq=652 Ack=48535 mn-suu Len=0 65 3.016734 137.204.231.102 213.92.16.171 TP pra-nm-np > Nttp [FIN, ACK] Seq=652 Ack=48535 win-sasu Len=0
512 a5 18 171 137 508 o3 an o Frrn < nem_nmorn farvl San- win-7504 =] &R 2 017901 512> ik 171 137 5nn 51 1mo o rrn s nemnm_nn Facwl can—a V=52 win-7s04 =
X-Cache: HIT\r\n =] Date: Fri, 25 Mar 2011 16:13:04 GMT\r\n =]
X-Cache-Hits: 177\r\n = Age: 23\rn —
Ar\n connection: keep-alive\r\n
Content-encoded entity body (gzip): 48193 bytes -> 223316 bytes Xocache: HIT\r\n

ed text data: text/html X-Cache-Hits: 177\r\n

\r\n

Content-encoded entity body (gzip): 48193 bytes -> 223316 bytes
T

\n
<!DOCTYPE htm] PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtm11/0TD/xhtmll-transitional.dtd">\n
<html xmlns="http://www.w3.0rg/1999/xhtml">\n

<head>\n
<meta http-equiv="X-UA-Compatible” content="IE=EmulateIE7; IE=EmulateIEd” />\n <!DOCTYPE htm] PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtm11/DTD  Colorize with Fiter >
\n <html xmins="http://ww.w3.org/1999/xhtm">\n Folow TCP Stream
<head>\n Folloy UDP Stream

<title>La Repubblica.it - Homepage</title>\n
"IE-EmulateIE7; IE=EmulateIEd” />\n flow S5L Stream

X-UA-Compatible” content="I

“La Repubblica, notizie internazionale, giornaliere, nazionale, politics, scienze, business, affari, finanza, < n
Repubblica.it: i1 quotidiano online con tutte le notizie in tempo reale. News e ultime notizie. Tutti i set <titlesLa Repubblica.it - Homepage</Titles\n

\n
[truncated] <meta name
[truncated] <meta name

“keywords" content

<link rel="alternate” type="application/rss+xml” title="Homepage - La Repubblica.it" href="http://wm.repubblica. t/rss/honepage/rss2.0.xm1" />\n \n
[truncated] <meta name="msapplication-task” content="name=Economia;action-uri=http://ma. repubblica. it/economia/; icon-uri=http://ww. repubblica. it/static [truncated] <neta name="keywords" content="La Repubblica, notizie internazionale, giornaliere, @ wiamotoclpage | business, affari, finanza, 4
<meta property="fb:admins” content="100000390369341"/>\n s [truncated] <meta name="description” content="Repubblica.it: i1 quotidiano online con tutte le g o copoie e ultime notizie. Tutci i set
<meta name-"msapplication-startur]® content="http://wm.repubblica.it/" />\n <Tink rel-"aicernate" cype-"application/rszexal cicle"Honepage - La Repubblica. it” href-rhusy & LT epage/rss2.0.xn1" />\n
me="msapplication-tooltip" content="Naviga sul sito de La Repubblica.it" />\n [truncated] <meta name="msapplication-task” content="name=Economia;action-uri=http://w. repubb — o0 (EEEE _pttp://www. repubblica. it/static
name="msapplication-window" content="width=1024;height=768" />\n | | «mera nronertyv="fh-admins" conrent=" Innnnman:ﬁoui "/s\n [ 3 Decode As... ﬂ

Resolve Name =

Go to Correspond

p .
R/xhtm11]
T mll-trar

Reassembled TCP (- ) (48534 bytes)
O Line-based text data (data-text-ines), 223316b... | Packets: 3688 Displayed: 62 Marked: 0 [Profie: Defauit 4 Q) Line-based text data (data-text-ines), 223316b... | Packets: 3688 Displayed: 62 Marked: 0 [Profie: Default 4
! F:\tuova cartella\index-htmi - Notepad++ =18]x]

l'll 59 Fle Modfica Cerca Visuslizza Formato Linguaggio Configurazione Macro Esequi TextFX Plugins Finestra 2
. | oDBE o LB4d0m2e(ma| B85 1FIPEIBE=ay S
Salvain: IuNuovacavtella EI +« B ek B 5 indexhem |

[ E

%}ia-repubblica-logo-home-payoff.png
@ traffico.jpg

KEpoCTYPE neml PUBLIC "E//WSC//DTD)XHTHE 10| Transitional//EN" "Beepa/l 3 TR/xhtmll 1ided"s
<html xmlns="http://www.w3.org/1999/xhtml">

B>

<meta - content="IE<EmulateIE7; IE=EmulateIES" />

11 <title>la Repubblica.it - Homepage</title>

<meta name="keywords" content="La Repubblica, motizie 1 liere, le, politics, scienze, business, affari, finanza, sport, c
<meta nam 3 1ca.it: 11 quotidiano online con tutte 1o notizie in tempo reale. News © ultime Rotizie. Tatti i settori: pe
Qlink zel-ralternate” Cype=napplication/rsstxml title="Homepage - La Repubblica.it" href="http://www.repubblica.it/rss/homepage/rss2.0.xml" />
<meta name=" ication-task" contens ;action-uri=http://wiw.repubblica.it/economia/;icon-uri=http://www.repubblica.it/static/inages,
1 <meta pr " content="1 1n/>
1 <meta name="msapplication-starturl" content="http://www.repubblica.it/" />

Naviga sul sito de La Repubblica.it" />
rt="width=1024 'height=768" />

<neca
<meta name="msapplication-window" con
ttp: //wew. repubblica.it/images/homepage/la_repubblica logo.gif" />

1 | <iink rex
2 | <link rey /e repubblica.it/" />
5 | <link rel="apple-touch-icon" http://www. repubblica. it/images/homepage/apple-touch-icon.png" />

<meta proper sapp_ia" 1 0426"/>
s | <iink rex o p://www. repubblica. it/ _desc.xml"
6 | <meta nem £y-vi" conten /a />
7 | <meca name " content fca.it" />

ef="http://m.repubblica.it/" />

<link rel="alternate" media="handheld"

"300;URL=index. htul?refresh_ce" />

<meta http-equiv="Refresh” content

4 | <meta htep-equi: Type" conteni /btul; />

3

7 <link rel icon" type= /x-icon" hr p://wwa.repubblica.it/static/inages/honepage/2010/favicon.ico">
<link rel= " hr p://ww . repubbl it, ‘homepage /2011 css" type="text/css" media=

Nome file: findex htmi =l Salva
Salva come: |A|| Files (") :l Annulla <script typ het
<script type="text/javascript" src="http:

2 3 B - Da scommentare per freno dei commenti
= 44 [ escript type="text/javascript" src="/ javascript/swfobject.js"/scripp—>

4 <script type="text/javascript" s: ttp://adagiojs. repubbl it/uploads/js/repubbl d. 3s"></scripe>

/www. repubblica.it/static/3s/comon/Iquery. min. Is"></script>
/www . repubblica.it/static/3s/honepage/2010/honepage . 3s"></script>

text/javascript” sx.

"http://oasjs.kataweb.it/adsetup.js?hprep"></script>

223316 bytes of raw binary data will be written Y

<script type="text/javascript" sr
taxt/iavasarintts

Si<scrinn fune




() La Repubbica.it - Homepage: < =@ | x
C i | O fies///F:/Nuovaoe20cartela/index.htmi Yoo O B LA
. © Quotidiano digitale
© Mobile
© Facebook

 Venerdi 25 marzo 2011 - Aggiomato alle 17.11
. © ['Espresso
© Network

® Quotidiani locali

= Cori i
= Gazzetta di Mantova
Gazzetta di Modena
Gazzetta di Reggio

1l Centro

1 mattino di Padova
1 Piccolo

= Il Timeno

= LFo

1 Trentino

La Citta di Salemo
La Nuova Ferrara
La Nuova Sardegna
La Nuova Venezia

® Periodici

= I'Espresso
= Espresso - Food and Wine
® Le Scienze

ap - Wireshark 18] x|
Fle Edt Vew Go Captre Analyze Statistics Telephony Tools Help

BWoeN CEXEL|A¢o0oTa[EE RAQAD #DB % B

Fiter: [ v Expression... Clear Apply
No.. | Tme Source [ estration [protocal [1nfo E
1927 14.000636 209.55.229.102 137.204.231.102 Tcp ety > Saisn [ACK] seq=L Ack~480 win-6432 Len-0
1928 14013535 3coneurc of:7b:fa___spamning tree (for br =Te Conf. Root = 32768 9 Cost - 0 Port - Ox8031
1929 14.060850 209.85.229.102 137 204 231. HTTP OK (lext/javas:ripl)
1930 14 1.102 [ACK] Seq=480 Ack=363 64150 Len=0

SUTpu Toxdc Tem

1932 15, 20! 2! 3 [ACK] 5eq=363 Ack=960 Win=7504 Len=0 =

1933 15.240253 209.85.229.102 137.204.231.102 HTTR OK (text/javascript.

1934 15.343272 137.204.231.102 209.85.229.102 TP TACK] Seq=360 Ack=717 win=63796 Len-0_

1935 16.174746 3comEuro_Of :7b: spanning-tree-(for -br STP 32768/0,00:1¢:c1:0

1936 16.192736 137.204.231.102 09. 85.229.102 HTTP  GET /comp'lue/search’ou(put-ﬁrefax&d‘Ient-firafox&h'ld(&q-ha'l Yo

1937 16.228075 209.85.229.102 197304 231 502 HTTP HTTP/1.1 200 OK (text/javascript)

1938 16. 349188 37.204.231.10 200.85.529.102 TP Saism > hrr TACK] Sen=1441 ack=1080 win=63433 1 en=0 ]
[Time delta from previous displayed frame: 0.969821000 seconds] 1=(

[Time since reference or first frame: 15.206586000 seconds]
Frame Number: 1931
Frame Length: 534 bytes
Capture Length: 534 bytes
[Frame is marked: False]
[protocols in frame: eth:ip:tcp:http]
[Coloring Rule Name: HTTP]
[Coloring Rule String: http || tcp.port == 80]
@ Ethernet II, Src: AsustekC_74:a0:cc (00:23:54:74:a0:cc), Dst: Al1-HSRP-routers_c8 (00:00:0c:07:ac:c8)
@ Internet Protocol, Src: 137.204.231.102 (137.204.231.102), 209.85.229.102 (209.85.229.102)
= Transmission Control Protocol, Src Port: saism (1436), Dst Port: http (80), Seq: 480, Ack: 363, Len: 480
= Hypertext Transfer Protocol
© GeT
® [Expert Info (Chat/Sequence): GET /complete/searchZoutput=firefox&client=Firefoxghl=itég=bo HTTP/1.1\r\n]
Request Method: GET
Request URT: /comp1ete/search70u(put- irefoxaclient:
Request Version: HTTP/1.1
suggestqueries. google. com\r\n

00 00 Oc 07 ac c8 00 23 54 74 a0 cc 08 00 45 00 ..... B =
02 08 23 9b 40 00 80 06 ad 65 89 cc e7 66 di 55 ...
00 P
f
7 u
jeeg
0
6f 7a 69 6C  ser-agen i
6f 77 73 20 1a/s. i s
:2.0

irefox&client=Ffiref HTTP/1.1\r\n

irefoxghl=itag=bo

0
0: 5 89
020 5 66 05 9c 00 50 19 51 ed 99 b2 bs 8F Oc 50 18 Q.
030 fa 96 c6 fc 00 00 47 45 54 20 3 6f 6d 70 6C  ......GE T /
040 65 74 65 2f 73 65 61 72 63 68 3f 6f 75 74 70 75  ete/sear
050 74 3d 66 69 72 65 66 6f 78 26 63 6C 69 65 6e 74  t=firefo
060 3d 66 69 72 65 66 6f 78 26 68 6c 3d 69 74 26 71  =firefox &hl
070 3d 62 6F 20 48 54 54 50 2f 31 2e 31 0d 0a 48 6f  =bo HTTP
080 73 74 3a 20 73 75 67 67 65 73 74 71 75 65 72 69  ST: Sugy
090 65 73 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 0d 0a 55  es.goog
020 73 65 72 2d 41 67 65 66 74 3a 20 4d
0b0 6c 61 2f 35 2e 30 20 28 57 69 be 64
0cO 4e 54 20 35 2e 31 3b 20 72 76 3a 32 2e 30 29 20
0d0 47 65 63 6b 6f 2f 32 30 31 30 30 31 30 31 20 46  Gecko/20
0e0 69 72 65 66 6f 78 2f 34 2e 30 0d 0a 41 63 63 65 irefox/a
0f0 70 74 3a 20 74 65 78 74 2f 68 74 6d 6C 2c 61 70  pr: text
100 70 6¢ 69 63 61 74 69 6f 6e 2f 78 68 74 6d 6c 2b  plicatio
110 78 6d 6c 2c 61 70 70 6c 69 63 61 74 69 6f 6e 2f  xml,appl
120 78 6d 6¢ 3b 71 3d 30 2e 39 2¢ 2a 2f 2a 3b 71 3d  xmlig=0.
130 30 2e 38 Od 0a 41 63 63 65 70 74 2d 4c 61 6e 67 0.
140 75 61 67 65 3a 20 69 74 0d 0a 41 63 63 65 70 74  uage: it
150 2d 45 6e 63 6f 64 69 6e 67 3a 7 7a 69 70 2c  -Encodin
160 20 64 65 66 6C 61 74 65 Od Oa 41 63 63 65 70 74  deflat
170 2d 43 68 61 72 73 65 74 3a 20 49 53 4 2d 38 38  -Charset
0180 35 39 2d 31 2c 75 74 66 2d 38 3b 71 3d 30 2e 37  59-1,utf =
OJFi UniCT - TF\braffi... [Packets: 3688 Displayed: 3688 Marked: 0 [Profie: Default “4
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GuTpul T =
5. google. cor = |
\gen 0 %vn 5. 0) irefox/4.0
faccept text/htm'l app11<znon/th1+xm1 app'lita(inn/xm'l 0.8
lccept -Langua
faccepr-| -Encoding g p, defla
ept-Charset: ISO 8859-1, utf 8;9=0.7,%;9=0.7
Keep-A'Iive. 115
conr\e(tlun: keep-al
i EF: fID=9d4r.3347c01ecan TM=1301069589:LM=1301069589: S=imsInGBZrFzZKfEu
HTTP/1.1 200 Ol
25 Mar 2011 16:13:16 GM
Fri, 25 Mar 2011 16:. 3'16 GMT
ca:he-(on o te, max-age=:
-Type: :exc/]avascnpr charset=UTF-8
coding: gzip
Q
fcontent-Length: 92
-XsS-Protection: 1; mode=block
48Bf..ry..B../.......)..@b_ppQ.<......Ohj.e...GET /complete/search?output=Ffirefox&client=firef
esCauer ies: gobgie. con
User-Agent Mozilla/5.0 %wm dows NT 5.1; rv:2.0) Gecku/ZOlDOlOl F\refox/d o
Jaccept: text/htm1, application/xhtml+xml, appiication/xm */
rccept -Language -
faccep-i Encoding: gzip, deflar
ept-Charset: 150-8859-1, utf 8;G=0.7,%;q=0.7
Keep~A'|ive. 115
fconnection: keep-al
ookie: PREF-ID=9d¢c33d7cOlecOaZ TM=1301069589:LM=1301069589: S=imsInGBZrFzZKfEU
HTTP/1.1 200 Ol
[pate: Fr1, 25 Mar 2011 16:13:17 GM
Xpir: ri, 25 Mar 2011 16:. 3'17 04IT
rivate, max-age=3600
text/javascript; charset-uTF 8
fcontent - Enco(hng P
[server
fcontent-i Lenglh 84
-XSS-Protection: 1; mode=block
.m/..m.vn “We..i..Y.Ji@UNN.BbI>. .&. ...2K.52.......0Q...T.D~6D>9.L.+.....2..d...GET /complete/search?output=Firefox&client=fird
NYTP 1.1
{05! suggestqueries goo: e com
\Aser‘»A 1a/5.0 rvi2.0) Ge:kﬂ/ZOIDOJOI Flrefox/A o
[accept: text/html apphcanon/xhthxm appiication/xml;q=0.9, * =0,
rccept-Language:
[accept-Encoding: gzip, deflat
[accept-charset: 150-8859-1, utf 8;q=0.7,%;q=0.7
Keep-alive: 115
fconnection: kee
fcookie: PREF-ID—9d4:3347<01e:OaZ TM=1301069589 :LM=1301069589 : S=imsInGBZrFzZKfEU
HTTP/1.1 200 O
pate: Fri, 25 Mar 2011 16:13:18 GM
i Fi 25 Mar 2011 16:13: 18 GMT
rivate, max-age=3600
-Typs text/]avascnpt, charset-uTF 8
ntent-encodi
: gus
fcontent-Length: 93
-XSS-Protection: 1; mode=block =l
End | Save s | print [entre conversation (5309 bytes) =] € ascn € escoic € Hexoump € cAmays @ Raw

" —



~isix]
Fle Edt Vew Go Captwre Analyze Statistcs Telephony Iools Help

Bueee BEXEL ( Aa¢snTL(BEIRAQAN #DB %8

Fiter: [tcp.stream eq 155 v Expression... Clear Apply

=

Source [ esteation [Protocal [10fo

1923 13.938306 137.204.231.102 209. 85.229.102 TCP saism > http [SYN] Seq=0 win=64512 Len=0 M55=1460
209. 85.229.102 137.204.231.102 TCP ht!p > saism [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MS5=1460
137.204.231.102 209. 85.229.102 TCP saism > http [ACK] Seq=1 Ack=1 Win=64512 Len=0
137.204.231.102 209.85.229.102 HTTP  GET /complete/searchroutput=Firefoxscl ient~f irefoxshl=itsq=b KTTP/1.1—
209.85.229.102 137.204.231.102 Tcp http > saism [ACK] Seq=1 Ack=4:
209. 85.229.102 137.204.231.102 HTTP H"P/l 1 200 OK ((ext/javascrip
137.204.231.102 209.85.229.102 TCP saism > http [AcK] SEqJSO Ack-ZG} Win=64150 L
137.204,231.102 209.85.229.102 HTTP  GET /complete/searchzoutpuc~ et oxic 1 ntofir efoxshl=it&qebo HITP/1.
209.85.229.102 137.204.231.102 TCP http > saism [ACK] Seq=363 A( 60 Win=7504 Len=0

7933 T 2 29.702 37.2 2 TP, 200 0K (text/javascript

1934 15.343272 137.204.231.102 209. 85.229.102 TCP saism > http [ACK] Si q-QSO Ack-7l.7 Win=63796 L

1936 16.192736 137.204.231.102 209.85.229.102 TSP GEYJcomplene/oerchooutRECE e oF oXAL Y] enpeti aPoxBhl=icdasbol HTTP/1 =l

[coloring Rule string: http || tcp.port == 80] Al

Ethernet II, src: Al1-HSRP-routers_c8 (00:00:0c:07:ac:c8), Dst: AsustekC_74:a0:cc (00:23:54:74:a0:cc)
Internet Protocol, Src: 209.85.229.102 (209.85.229.102), Dst: 137.204.231.102 (137.204.231.102)
Transmission Control Protocol, Src Port: http (80), Dst Port: saism (1436), Seq: 363, Ack: 960, Len: 354
Hypertext Transfer Protocol
& HTTP/1.1 200 OK\r\n
@® [Expert Info (Chat/sequence): HTTP/1.1 200 OK\r\n]
Request Version: HTTP/1.1
Response Code: 200
Date: Fri, 25 Mar 2011 16:13:17 GMT\r\n
Expires: Fri, 25 Mar 2011 16:13:17 GuT\r\n
cache-control: private, max-age=3600\r\n
Content-Type: text/javascript; charset=UTF-8\r\n
content-Encoding: gzip\rin
server: gws\r\n
® Content-Length: 84\r\n
mode=block\r\n

EEEE

bosch", "bow"]] =

32 35 61
133 32 20

a3 6f 72

2¢ 20 78

343 of

78 74 ~Type

68 61 as(r1p\:,

6e 74 =UTF-8.. C

67 7a Encoding g1

s

73 od
68 3a tent-Len gth: 84.
X-XSS-P Fotectio

w
2

(K1)

Frame (308 bytes) [ Uncompressed entity body (100 bytes) |
O Textitem 0, 84 bytes [Packets: 3688 Displayed: 34 Marked: 0 [Profie: Default

67

Estrazione di dati dall'intercettazione

_isix]
Fle Edt View Go Captre Analyze Statistcs Telephony Tools Help

BWeee BEXEE | acssnTi(BEIRAQHN EDB %8

Fiter: [tp.stream eq 155 ~  Expression... Clear Apply
[ime. Source. [ oestraton [Protoco [0 =
13.938306 137.204.231.102 209.85.229.102 TcP Saism > RTtp [SYN] Seq=0 Win=64512 Len=0 MSS-14
13.970536 209.85.229.102 137.204.231.102 Tcp http > saism [SYN, ACK] Seq=0 Ack=1 Win=5840 Lanso mss-1460
5 13.970580 137.204.231.102 209.85.229.102 Tcp saism > http [ACK] Seq=1 Ack=1 Win=64512 Len=0
13.970672 137.204,231.102 209.85.229.102 HTTP  GET /complete/searchroutput=Firefoxsclient=f irefoxshl=itsa=b KTTP/1.1—
14.000636 209.85.229.102 137.204.231.102 Tcp. http > saism [ACK] Seq=1 Ack=480 Win=6432 L
14.060850 209.85.229.102 137.204.231,102 HTTP  HTTP/1.1 200 OK (text/javascript)
14.236765 137.204.231.102 209.85.229.102 Tcp. saism > http [ACK] Seqm=380 Ack=363 Win=64150 Len=0
15.206586 137.204.231.102 209.85.229.102 HTTP  GET /complete/searchroutput~Firefoxscl ient=f irefoxshl~itsa-bo HTTP/1.
15209152 209.85.229.102 137.203.231.102 Tcp. ety -~ s3ien [Ack) seq
2 5532 3 231.102 T e
TR 137.204.231.102 209.85.229.102 TCP. Satan > Ntcp [ACK] Seq=060 AK=17 Win=63790 Len=0
1936 16.192736 137.204.231.102 209.85.229.102 WTTP  GeT Jcomplete/sear chroutputer irefoxéclient=firefoxshl=itaq=bol HTTP/1

=)
[coloring Rule string: http || tcp.port 80] Al
Ethernet II, src: Al1-HSRP-routers_c8 (00:00:0c:07:ac:c8), Dst: AsustekC_74:a0:cc (00:23:54:74:a0:cc)
Internet Protocol, Src: 209.85.229.102 (209.85.229.102), Dst: 137.204.231.102 (137.204.231.102)
Transmission Control Protocol, Src Port: http (80), Dst Port: saism (1436), Seq: 363, Ack: 960, Len: 354
Hypertext Transfer Protocol
© HTTP/1.1 200 OK\r\n
@ [Expert Info (chat/sequence): HTTP/1.1 200 OK\r\n]
Request version: HTTP/1.1
Response Code: 200
Date: Fri, 25 Mar 2011 16:13:17 GMT\r\n
Expires: Fri, 25 mar 2011 16:13:17 GMT\r\n
cache-control: private, max-age=3600\r\n
content-Type: text/javascript; charset=utF-8\r\n
content-Encoding: gzip\r\n
server: gws\r\n
Content-Length: 84\r\n
X-Xss-Protection: 1; mode=block\r\n
\r\n
Content-encoded entity body (gzip): 84 bytes -> 100 bytes
Line-based text data texx/jamsmpt
To auto!

EEEE

@

oo

obye |

OfTextitem 0, 100 bytes | Packets: 3688 Displayed: 34 Marked: 0 [Profie: Default 4
il

Ele Edt Vew Go Captre Analyze Statitcs Telephony Toos Hebp

Bueee BEXEE | AacsnTi(BEI RAQHN EDB %8

Fiter: [ ~  Expression... Clear Apply
No.. | Time Source. [ oestraton [Protoce [0 =
166 3.145791 213.92.16.171 137.204.231.102 TcP [TCP segment of a reassembled PDU]
167 3.146224 213.92.16.171 137.204.231.102 TCP [TcP_segment of a reassembled PDU]
168 3.146255 137.204.231.102 213.92.16.171 TCP igi-1m > http [ACK] Seq=756 Ack=4666 Win=64512 Len=0
169 3.150949 213.92.16.171 137.204.231.102 TCP http > hig [ACK] Seq=2197 Ack=692 Win=7504 Len=0
213.92.16.171 137.204.231.102 Tcp [TCP Segment of a reassembled PDU]
213. 92 16.171 137.204.231.102 TCP [TcP segment of a reassembled PDU]
231. 102 213.92.16.171 TCP af > http [ACK q-404 Ack=5841 Win=64512 Len=0
1 137. 2 02 TTP, 1 2 (P!
1.74 3.152325 137 204 231. 102 213.92.16.171 HTTP GET /VmagES/ZUll/Oi/Z5/161210551 -271b7d22-bde9-455a-9984-7f2ebfc27aa3
175 3.152670 213192.16.171 137.204.231.102 Tcp [TCP segment of a reassembled PDU]
176 3.153097 213.92.16.171 137.204.231.102 TCP [T(P segment ﬂf a reassemb]ed PDU]
132 3 e 337 i 251 1n 315 a0 se 1 e TPoR0a1 win_gac1> tanon

= Frame 173 (78 bytes on wire, 78 bytes captured)
Arrival Time: mar 25, 2011 17:13:01.496156000
[Time delta from previous captured frame: 0.000416000 seconds]
[Time delta from previous displayed frame: 0.000416000 seconds]
[Time since reference or first frame: 3.152237000 seconds]
Frame Number: 173
Frame Length: 78 bytes
capture Length: 78 bytes
[Frame is marked: False]
[Protocols in frame: eth:ip:tcp:http:pngl
[coloring Rule Name: HTTP]
[coloring Rule string: http || tcp.port

Ethernet II, Src: Al1-HSRP-routers_c§ (00:00:0c:07:ac:c8), Dst: AsustekC_74:a0:cc (00:23:54:74:a0:cC)
Internet Protocol, src: 213.92.16.171 (213.92.16.171), Dst: 137.204.231.102 (137.204.231.102)
Transmission control protocol, src Port: http (80), Dst Port: af (1411), Seq: 5841, Ack: 404, Len: 24
[Reassenbled TCP Segments (5864 bytes): #160(1460), #161(1460), #170(1460), #171(1460), #173(24)]
 Hypertext Transfer Protocol

EEEE

@ [expert Info (Chat/Sequence): HTTP/1.1 200 OK\r\n]
Request Version: HTTP/1.1
Response Code: 200

Li (e

Frone Gae Remetied s (o3 |
Q[ Textitem 0, 17bytes [Packets: 3688 Displayed: 3688 Marked: 0 [Profie: Default




traffic -1 | Follow TCP Stream —(81x]
Fle Edt Vew Go Coptre Analyze Statistcs Telephony Tools Help Stream
Y ——
E# Static, imxges Romepage/ 2010/ Ta-r epubb 11 ca-Togo-Home-payort-png FTTP/L1 =3 ﬂ

Sueee BEXEE AacsoTLBEIRAARD WEB %8

Wireshark

TEX2.0

laccept: 1mage/png.1mxge/"?
ge

Fiter: [ v Expresson... Cear Apply
7 faccepe-Languag et
- [accept-Enco A ate
ER == =D E [y “f
166 3.145791 137.204.231.102 TcP frce seonent: of ‘a reassembled PDU] LEEAIGE .
167 3.146224 137.204.231.102 TP [TCP_segment of a reassembled PDU] e Lo e ey bb1 /
168 3.146255 213.92.16.171 TCP igi-1m > http [ACK] Seq=756 Ack=4666 Win=64512 Len=0 . FepubbTica. it
169 3.150949 137.204.231.102 Tcp heep > hig [ACK] Seq=2197 Ack=692 Win=7504 Len=0 ke /1.1 200 ok
170 3.151376 137.204.231.102 Tcp [7Ch segnent of a reassembled PDUI erver : agache
171 3.151807 137.204,231.102 Tcp [TCP segment of a reassembled PDU] Last Modiried: Thu, 17 Mar 2011 22:52:26 GMT
AC 841 Win=64512 Len=0 e O S68o49ebo83F 323"
e

213.92.16 171 TP af > http Seq=404 Ach
0. HTTP PNG

172 3.151821
173 3.15. 1.1 2 ———————— - B =
GET /images/2011/03/25/16 _ MerkPacket (toode) 9847 2ebf c272a3 R ‘%gf?‘f%’m P
175 3.152670 231.102 TcP [TCP segment of a reassem (O SetTime Reference (toggle) iyHostname: 26,
176 3.153097 137 204 231 102 TCP [Tcp segment of a reassem — [content- T¥pe. 1mage/pr\g
B S B o

fcontent - Leng(h ®sas
Sores ey o35 ar 3011 16:13:05 it

 Frame 173 (78 bytes on wire, 78 bytes captured)
Arrival Time: mar 25, 2011 17:13:01.496156000

[Time delta from previous captured frame: 0.000416000 seconds]
[Time delta from previous displayed fram 0.000416000 seconds]
[Time since reference or first frame: 3.152237000 seconds]
Frame Number: 173

Frame Length: 78 bytes

Capture Length: 78 bytes

keep-alive

~Cache: HIT
-Cache-Hits: 182430

. PNG

. id="wSMOMpCehiHzreszNTCZkc9d"?> <x:xmpme:
ns :rdf="http: //wni. wz org/1999/02/22 rdf-

JiTXELcom. adobe. xap. ... <xpackef, beg]

[Frame is marked: Falsel m doi : 1134777, 2010/02/12-17:
[protocols in frame: eth:ip:tcp:http:png] syntax-ns#"> <rdf: oescmpu n r /ns. adobe. com/xap/1.0/" xmlns: Xmph= h((p // ns, adobe. com/xap/1.0/mm/" xmIns:strRef="http:
[coloring Rule Name: HTTP] 2 prnt... Ins. adobe. com/xap/1. 0/sType/Resour ceRef#" xmp:C ‘Adobe Photoshop css Macin(osh" XmpiM : InstanceIn="xmp.11d:977C 371013sngogossnmusanms“
[coloring Rule string: http || tcp.port IxmpM : Document ID="xmp. did: 977(537zoususosossnnousz;uo > sStRef: D="xmp. 11d:977C536F013511EQI0E60D01263F1A08 "

‘Show Packet in New Window lstRef : document ID="xmp. chd 977€5370013511E090E6DD01263F1A0B" /> </rdf : pescnpuom </rdf :ROF> </x:xmpmeta> <?xpacket =

® Ethernet I, src: Al1-HSRP-routers_c8 (00:00:0c:07:ac:c8), Dst: Asustekc_74:a0:cc (00:23:54:74:a0:cc)
@ Internet Protocol, Src: 213.92.16.171 (213.92.16.171), Dst: 137.204.231.102 (137.204.231.102)

® Transmission Control Protocol, Src Port: http (80), Dst Port: af (1411), Seq: 5841, Ack L Len: 24
@ [Reassembled TCP Segments (5864 bytes): #160(1460), #161(1460), #170(1460), #171(1460), #173(24)]

= Hypertext Transfer Protocol

-#p.

P
coooithe

(I r.tiet.aq.... Gz
i) for 080 el

@ [Expert Info (Chat/Sequence): HTTP/1.1 200 OK\r\n] LT s e ose bt o n
R e TP/t SR ¥ S I8 (R ,...ff’r ST e e GO TS
XL, .o AtF. LA (.G f.

Response Code: 200

S..3q...€.7q.... 1..50wM. /z.
SN neneE

Ll 1«

o B AT ARSI =) | ERSERRER
ceeeea U DF..SE) .uy9.ds..

.4, t(“.XO 0.“\/4-@1,. Fs
et I OB He U QD RRVK 928013 Ty X )ge A% 7Y, 0. 6L
.)g 3. . .of..iqa. k03l K% u, .1.v8.. 6" "bN. 4 K. S. (3! Y( s}
4 hF n..f...r....3...5.l0q=

Lew.... A Mel ...
PR M LS

End | save & | ernt [[entre conversaton (214372 bytes) | € ascn € escoic € Hexbump € CAmays @ Raw
. —

PaiviRs

Frame (78 bytes) Reassenbled TCP (5354 bytes) |
Q) Textitem 0, 17bytes [Packets: 3688 Displayed: 3688 Marked: 0 |Profile: Defaut

B 36 0@ € [@ Wiresh.. ) 1=

TINO vz

SE SE

e Edt Vew Go Captwre Analyze Statists Telephony Toos Help

BWoeN EEXREo A¢reT LR QAR DB % | 8

Ele Edt View Go Ceptwe Analyze Statistcs Telephony Toos Help
BWoeN CEXSE A 29T L (BE/QAQAQA0 @#YB%|H

Fiter: [tp.stream eq 12 v Expression... Clear Apply Filter: [tcp.stream eq 12 ~  Expression... Clear Apply
No.. | Tme Source [ bestration [Protocl [0 E No.. [Tme Source [ pestraton [Protoce [ 1nf0 E

170 3.151376 213.92.16.171 137.204.231.102 TP [TCP segment of a reassembled PDU] 170 3.151376 213.92.16.171 137.204.231.102 TCP [TCP segment of ar PDUT

e - = L3750 2301100 s [TCP seoment of a reassembled Pou 171 3.151807 213.92.16.171 137.204.231.102 TcP [TCP segment of a reassembled PDU]

172 K] Seq-404 Ack=5841 Win=64512 Len=0 172 3.151821 137.204.231.102 213,02 16171 TCp af > http [ACK] Seq=404 Ack=5841 Win=64512 Len=0

1 1200 0k —(PNG 7 92.16.171 31.102 HTTP, K G

174 3.152325 204,231,102 Tt 71b7d22-bde9-455

s 1272042511 Asoienn e 1”399?’”}%Q:fﬁgﬁizifgi3 27y dza-bies 45> 175 3isa0r Hasiean D730 s0 0 Wb it o af [AK] Saqssses Ackosi3 wincrsas Lancd

) P Ol - = e e 214 3.183201 213.92.16.171 137.204.231.102 TcP [TcP segment of a reassenbled Pou]

= S FioglZEne == TP omentiofath cascemt] edtbbo] 215 3.189652 213.92.16.171 137.204.231.102 TP [TcP segment of a reassembled POU]

s -92.16. RN QAR CH a2 FEtp.[Ack] Sea-sis ACKE7o12 win-o4si2 Len=0 216 3.189664 137.204.231.102 213.92.16.171 TP 3f > htp [ACK] Seq=813 ACk=7912 Win=64512 Len=0

215 392 e e I 217 3.190081 213.92.16.171 137.204.231.102 TcP [TCP Segment of a reassembled PDU]

s - e e g segmmt s Rl en] 218 3.190941 213.92.16.171 137.204.231.102 TP [TCP segment of a reassembled PDU]

218 3190041 T B 2 0 iIce e sl 219 3.190951 137.204.231.102 213.92.16.171 TP 75 Peep [ACK] Seacsis ACK-10832 Win=64512 Len=o0 =l

- - | ETag: "1568-49eb583F3fd22"\r\n 5|

server.dx_\gc:\r;n . cache-Control: max-age=86400, public\r\n

Last-wodiFied: Thu, 17 Mar 2011 22:52:26 GT\r\n Expires: sat, 26 Mar 2011 10:18:36 GMT\r\n

ETag: "1568-49ebSS3f3fd22"\r\n X-MyHostname: 26, 190\r\n

Cache-Control: max-age=86400, public\rin content-Type: image/png\r\n

Expires: sat, 26 mar 2011 10:18:36 GUT\r\n x-Cacheable: YES\r\n

26, 190\r\n ® content-Length: 5480\r\n
Dpate: Fri, 25 Mar 2011 16:13:05 GMT\r\n
Age: 21269\r\n

ion: keep-alive\r\n
X-Cache: HIT\r\n

X-MyHosTname :
Content-Type: image/png\r\n
X-Cacheable: YES\r\n
content-Length: 5480\r\n
: Fri, 25 Mar 2011 16:13:05 GMT\r\n
Age: 21269\r\n X-Cache-Hits: 182430\r\n
connection: keep alive\r\n \r\n
x-cache: HIT\r\
x-Cache-Hits: 182A30\r\r\ PNG Signature: 89504E470D0ALAOA
IHOR Image Header
rk_Graphics ® text Textual data
PNG Signature: 89504E470D0ALAOA 47Xt (don't know how to dissect this)
£ IHDR Image Header PLTE (don't know how to dissect this)
® IDAT (don't know how to dissect this)
® IEND Image Trailer

El

75

L bl

I 1|

Frame (78bytes) Reassembied TCP (5864bytes)
OfPortable Network Graphics (png), 5460 bytes.

el 36 0@ € @ Wiresh... ()

[Frofie:Defadt

Resented oo Gty

Q) Portable Network Graphics (png), 5480 bytes. [Packets: 3688 Displayed: 278 Marked: 0 |Profie: Default 4




21 s

Nome file: Ilafepubblrcaiogohomepayoﬂ png

ﬂl&l

Salva come: INI Files (".7)

5480 bytes of raw binary data will be written

Raw data ai at. ~.

traffico.pcap - Wireshark =181 x|

Fle Edt View Go Capture Analyze Statistics Telephony Tooks Help

BWoeN CEXEL|A¢o0oTa[EE RAQAD #DB % B

Fiter: [top.stream eq 12 v Expression... Clear Apply

o e = [ocstraten [Protwcl_ o [
307 3.305772 213.92.16.171 137.204.231.102 TCP [Tcp segment of a reassembled PDU] —
308 3.305782 137.204.231.102 213.92.16.171 TCP af > http [ACK] Seq=1194 A(k-13571 Win=64512 Len=0
310 3.306636 213.92.16.171 137.204.231.102 TCP [TcP segmem of a reassembled PI

-

>
p1u91nskpm)/repnblﬂ1(a_p'|uq1rLimziaﬂvLQditoria'l1/images/g'lf 2

GET
3 Tcp Feap o o Tae] beactonse Ack=1609 Win=9645 L
337 3.3 Tcp [Tch segnent of a reassemble
348 3. Tcp [Tcp Segment of a resssenbled pou]
349 3. Tcp af > ttp [ACK] Seq=1609 Ack=18206 Win=64512 Len=0
350 3.36! 5 5 Tcp P segment of a reassembled PDU]
351 30366425 213 120422311102 HTTP  HTTP/1.1 200 0K (GTER92) =]
B e Al e e A T A e Lt I |
Request Version: HTTP/1.1
Response Code: 200
Server: Apache\r\n
Last-Modified: wed, 04 Aug 2010 10:09:15 GMT\r\n
ETag: "d32-48cfca04b979a"\r\n
Cache-control: max-age=86400, public\rin
Expires: Sat, 26 Mar 2011 10:04:02 GMT\r\n
X-MyHostname: 26, 186\r\n
Content-Type: image/jpeg\r\n
X-Cacheable: YES\r\n
® Content-Length: 3378\r\n
Date: Fri, 25 Mar 2011 16:13:05 GMT\r\n
Age: 22142\r\n
Connection: keep-alive\rin
X-Cache: HIT\r\n
X-Cache-Hits: 185937\r\n
O] Interchan
start of Image (exffda) E“‘"’f‘""“‘
Segment: Reserved for application segments - 0 (OXFFEO) it
Segment: Reserved for application segments - 12 (OXFFEC) Colepac.
Segment: Reserved for application segments - 14 (OXFFEE) Apply as Fiter >
segment: Define quantization table(s) (OXFFDB) Prepare a Fiter >
start of Frame header: Start of Frame (non-differential, Huffman coding) - Baseline DCT (OXFFCO) Colorze with Fiter >
Folow TCP Stream 1

Marker segment: Define Huffman table(s) (OXFFC4)

Frame (09 bytes) Reossented TCP (762bytes) |
(OJ PEG Fie Interchange Format (mage 3ff), 3378 ...

Hits: 18 5937
. o...9F IF..

P Steam
ol 5. Siean i

Copy. >

@ Wik Protocol Page
@ Filter Field Reference
Protocol preferen
R Decode As.
' Disable Protocol.

\Nuova cartella
File Modifica Visualizza Preferiti Strumenti 2

Qdero - ) - (F| Pceran || carcte

Indrizzo [ F:\uova cartella

Resolve Name.

Go to Corresponding

|Packets: 3688 Displayed: 278 Marked: 0

Al

e s

J Visuaiizza come
presentazione
@ Ordina stampe via Internet

iy Stampa immagine

§. Imposta come sfondo del
desktop

&) CopiasucD

In diretta con I'ltalia

Operazionifile e cartella  #

@] Rinomina file

(B Sposta fie

) Copia fie

) Pubbiica file sul Web

:j Invia il file per posta
elettronica

[1 0 N EEND

¥ Eiimina file
Altre risorse A
< Disco rimovibile (F:)
{3 Immagini
'ﬂ Risorse del computer
& Risorse direte
E— - B
[Formato: 432 x 90 Tipo: Immagine PNG Dimensione: 5,35 KB [5,35k8 | 4 Risorse del computer 4
76

Wireshark: Export Raw Data

I 9 Nuova cartella

ﬂ la-repubblica-ogo-home-payoff.png

Nome file: Inafﬁco ipg

s |

Salvacome:  [AlFies (")

o] tens |

Rawdalai in. °dat. *raw 2 I

3378 bytes of raw binary data will be written




\Nuova cartella

File Modifica Visualizza Preferiti Strumenti 2

@MW'O' J‘pcera || Cartelle |v

Indirizzo [ F:uova cartela

\e Operazioni immagine

T Visualizza come
presentazione

@ Ordina stampe via Internet
iy Stampa immagine

@\ Imposta come sfondo del
desktop

&) Copia sucD !

Operazionifile e cartella 2

@) Rinomina file

(3 Sposta fie

) Copia fie

) Pubbica file sul Web

() Inviail fle per posta
elettronica

X Eimina fie QO A

»

Altre risorse

<@ Disco rimovibile (F:)
{3 tmmagini
iJ Risorse del computer

& Risorse direte la-repubblicadogo-ho...

- ;I

bt
[Formato: 40 x 40 Tipo: Immagine JPEG Dimensione: 3,29 KB 3,298 | ' Risorse del computer 7

79

74! traffico-invioposta.pcap - Wireshark =181x]
Fie Edt View Go Capture Analyze GStatistics Telephony Tools Help
BuoeN BAXEEacsaT (BRI BB %8
Fiter: [ v Expression... Clear Apply
o, 1ime source Destination [protocal_[1nfo |4

163.583350  137.204.231.102 62.149.128.201 SMTP  C: cGRzc3dvamx

173.507042  62.149.128.201 137.204.231.102 SHTP 35 ok, go ahead (#2.

18 3.59829! 137. .149.128 0
19 3.625457  62.149.128.201 137.204.231.102 SMTP 250 ok
20 3.625536  137.204.231.102 62.149.128.201 SMTP RCPT TO: <posta-2@micheleferrazzano. it>
21 3.638356 62.149.128.201 137.204.231.102 SMTP S: 250 ok
22 3.638424 137.204.231.102 62.149.128.201 SMTP DATA
23 3.652559  62.149.128.201 137.204.231.102 SMTP 354 go ahead
24 3.652710  137.204.231.102 62.149.128.201 SMTP  C: DATA fragment, 1236 bytes
25 3.688256 62.149.128.201 137.204.231.102 TCP smtp > hello [ACK] Seq=198 Ack=1415 win=7416 Len=0
26 3.688296  137.204.231.102 62.149.128.201 IMF from: "Posta 1" <posta-l@micheleferrazzano.it>, subject: Mail di prova,
27 3.690824 62.149.128.201 137.204.231.102 TCP smtp > hello [ACK] Seq=198 Ack=1420 win=7416 Len=0
283.719210  62.149.128.201 137.204.231.102 SMTP i 250 ok 1301072520 gp 13134
29 3.719325 137.204.231.102 62.149.128.201 SMTP. QuIT
221 smtp6. aruba. it

30 3.730392 62.149.128.201 137.204.231.102 SMTP.

(text/plain)

e "
Header Tength: 20 bytes
@ Flags: 0x18 (PSH, ACK)
window size: 64345
® Checksum: 0x9b23 [validation disabled]
® [SEQ/ACK analysis)
= simple Mail Transfer protocol
= Command: MAIL FROM: <posta-l@micheleferrazzano.it>\r\n
Command: MAIL
Request parameter: FROM: <posta-1l@micheleferrazzano.it>

5[

0000 00 00 Oc 07 ac ¢8 00 23 54 74 a0 cc 08 00 45 00
0010 00 53 e8 03 40 00 80 06 e2 Of 89 cc e7 66 3e 95
020 06 fd 00 19 39 8b e7 34 cc d7 96 e8 50 18
fl Ob 23 00 00 4d 41 49 4c 20 52 41 4d 33

= ST 5 8 a

(c]} ameter), 3b... |Padkets: : 0 Load tine: 0:00.625 [Profie: Defaut

78

Invio di posta elettronica

80

l8lx]

Fle Edt Vew Go Capture Analyze Statistics Telephony Tooks Help

T LI R N EE I R

Fiter: | v Expression... Clear Apply

fo e [souce [pesoaton [paocol_[iés B
16 3.583350  137.204.231.102 62.149.128.201 SMTP  C: CGFzc3dvamex
173.597942  62.149.128.201 137.204.231.102 SMTP  5: 235 ok, go ahead (#2.0.0)
18 3.598207  137.204.231.102 62.149.128.201 SMTP  C: MAIL FROM: <posta-l@micheleferrazzano.it>
19 3.625457  62.149.128.201 137.204.231.102 SMTP  S: 250 ok
20 3.625536  137.204.231.102 62.149.128.201 SMTP  C: RCPT TO: <posta-2@micheleferrazzano.it>
21 3.638356  62.149.128.201 137.204.231.102 SMTP 5: 250 ok
22 3.638424 137.204.231.102 62.149.128.201 SMTP  C: DATA
233.652550  62.149.128.201 137.204.231.102 SMTP  5: 354 go ahead
24 3.652710  137.204.231.102 62.149.128.201 SMTP  C: DATA fragment, 1236 bytes
25 3.688256  62.149.128.201 137.204.231.102 TP smtp > hello [ACK] Seq=198 Ack=1415 win=7416 Len=0
263.688296  137.204.231.102 62.149.128.201 MF  from: "Posta 1" <posta-l@micheleferrazzano.it>, subject: Mail di prova, (text/plain)
273.600824  62.149.128.201 137.204.231.102 TP smtp > hello [ACK] Seq=198 Ack=1420 win=7416 Len=0
283.719210  62.149.128.201 137.204.231.102 SMTP  S: 250 ok 1301072520 qgp 13134 il
293.719325  137.204.231.102 62.149.128.201 SMTP  C: QUIT

30 3.730392 62.149.128.201 137.204.231.102 SMTP. S: 221 smtpé.aruba.it

&) - H
Header length: 20 bytes
@ Flags: 0x18 (PSH, ACK)
window size: 64337
® Checksum: Oxde31 [validation disabled]
® [SEQ/ACK analysis]
= Simple Mail Transfer Protocol

‘Comman RCPT
Request parameter: TO: <post

0000 00 00 Oc 07 ac ¢B 00 23 54 74 a0 cc 08 00 45 00
0010 00 51 e8 04 40 00 80 06 &2 10 89 cc e7 66 3e 95

@nicheleferrazzan

0020 80 c9 06 fd 00 19 39 8b &7 5F cc d7 96 f0 50 18
ggig fb 51 de 31 00 00 [ 50 54 4 3a 20 3
6 74 2 8 65

©[Textitem (text), 41 bytes [ Packets: 38 Displayed: 38 Marked: 0 Load time: 0:00.625 | Profie: Defauk /



81 82

74! traffico-invioposta.pcap - Wireshark =18 x| 74! traffico-invioposta.pcap - Wireshark =18 x|
Fle Edt Vew Go Capture Analyze Statistics Telephony Tools Help Fle Edt Vew Go Capture Analyze Statistics Telephony Tooks Help
BuWgeN cExXEEacs9T2(EEQAQN @BB % B WM EAXEE|a¢s0T (BB QP #DB %8
Fiter: | v Expression... Clear Apply Fiter: [ v Expression... Clear Apply
No. Tim sourc Destination Protocl_|Info &| Ho. Time. Sour Destination Protocol_|Info &
.e .ew. I.IU. lums'; Iy4us |H’|’;.;|'C'u ™ u O ’(.B 0. Z31. IV, I'UZ_JJ'?.J. 8. 20T ISW!P;_I'C.'UAM |J
233.652550  62.149.128.201 137.204.231.102 SMTP 354 go ahead 233.652550  62.149.128.201 137.204.231.102 SMTP  S: 354 go ahead
24'3.652710  137.204.231.102 62.149.128. 201 SMTP  C: DATA fragment, 1236 bytes 243.652710  137.204.231.102 62.149.128.201 SMTP  C: DATA fragment, 1236 bytes
253.688256  62.149.128.201 137.204.231.102 TCP smtp > hello [ACK] Seq=198 Ack=1415 win=7416 Len=0 253.688256  62.149.128.201 137.204.231.102 TcP smtp > hello [ACK] Seq=198 Ack=1415 win=7416 Len=0
263.688296  137.204.231.102 62.149.128. 201 IMF  from: "Posta 1" <posta-lemicheleferrazzano.its, subject: Mail di prova, (text/plain) 263.688296  137.204.231.102 62.140.128.201 MF  from: "Posta 1" <posta-lémicheleferrazzano.it>, subject: mail di prova, (text/plain)
273.690824  62.149.128.201 137.204.231.102 TcP smtp > hello [ACK] Seq=198 Ack=1420 Win=7416 Len=0 J 273.690824  62.149.128.201 137.204.231.102 TcP smtp > hello [ACK] Seq=198 Ack=1420 win=7416 Len=0 _J
283.719210  62.149.128.201 137.204.231.102 SMTP  S: 250 ok 1301072520 gp 13134 283.719210  62.149.128.201 137.204.231.102 SMTP  S: 250 ok 1301072520 gp 13134
203.719325  137.204.231.102 62.149.128. 201 SMTP QuIT 203.710325  137.204.231.102 62.140.128.201 SMTP  C: QUIT
303.730392  62.149.128.201 137.204.231.102 SMTP  S: 221 smtpé.aruba. it o 303.730392  62.149.128.201 137.204.231.102 SMTP  S: 221 smtpé.aruba. it o
= Frame 24: 1290 bytes on wire (10320 bits), 1290 bytes captured (10320 bits) - N -
@ Ethernet I, Src: AsustekC_74:a0:cc (00:23:54:74:30:cC), Dst: Al1-HSRP-routers_c8 (00:00:0¢:07:ac:c8) o :::djr Li;g"g';sag %‘(?5
@ Internet Protocol, src: 137.204.231.102 (137.204.231.102), Dst: 62.149.128.201 (62.149.128.201) i o bass
= Transmission Control Protocol, src port: hello (1789), Dst Port: smtp (25), Seq: 179, Ack: 198, Len: 1236 “’ y tard .
= g z g 2 g @ Checksum: 0xf924 [validation disabled]
source port: hello (1789) 5 [SEQ/AcK analysis]
pestination port: smtp (25) e 5
[stream index: 0]
fonlars =
= =
Protocol Preferences
3 Decode As.
 Disable Protocol...
=~ perr o 5F © 4 B HDY = Resolve Name
[profie: Defaut 4 @ Simple Ml Transfer Protocol (smtp), 1236 bytes | Packets: 38 Displayed: 38 Marked: 0 Load time: 0:00.625 £ i el [ Profie: Defaut. Vi
83 84

21  Mail di prova =lofx|
savain: [ Deskion = F= 1= | Ble Modfica Visusizza Strumenti Messaggio 2 |
| ) Documenti 5\ »
.?/ 4 Risorse del computer s‘) 9 % Bt x
DT N Risorse direte 3 . 5 . = L
poue e o 5 Rispondi  Rispondi a... Inoltra Stampa Elimina
wj 3fsemgion o0 Da: Posta 1
mager Lite 2.9,
Deskiop I Pacsbon P2Commander Data: wvenerdi 25 marzo 2011 18.01
) TeamViewerPortable-5.0,8081 A: posta-2@micheleferrazzano.it
. |2 TeambiewerPortable-6.0,9947 Oggetto:  Mail diprova

Testo testo testo

Risorse del
computer

Risorse di rete

Nome fie: [emaileml [ sava |

Salyacome:  [Raw data [bin, " dat, “raw) =] Amas |

Raw data [*.bin, *.dat, *.raw] 2 I

1236 bytes of raw binary data will be written

N

2




Follow TCP Stream

Stream Con

220 smtpé. aruba. 1( ESMTP

EHLO cirsfidkidmal

|250-smtp6. aruba. 1t

250-AUTH LOGIN PLAIN

250-AUTH=LOGIN PLAIN

250 8BITMIME

JAUTH LOGIN

334 vxXNTcmShb
CG?ZdGEtMUBtaWNDZWX1ZmVyCmF62mFubySpdA
334 UGFzc3dvemQé

|cGFzc3dvemQx

235 ok, go ahead (#2.0.0)

IAIL FROM: <posta-l@micheleferrazzano.it>
0 ol

RCPT TO: <posta-2@micheleferrazzano.it>

250 ok

DATA

354 go ahead

lessage-ID: <B84C2DA3EBABDABF4AD2F21AA77CLE2CD@personale. dir.unibo. it>
From: “Posta 1" <posta-l@micheleferrazzano.it>

[To: <posta-2@micheleferrazzano.it>

[subject: mail di prova

pate: Fri, 25 Mar 2011 18:01:59 +0100

IME-Version

mu'ltipart/a'lternative;
_NextPart_000_000C_01CBEB16. BCBFA710"
-priority: 3

~-MSMail-Priority: Normal

-Mailer: Mmicrosoft outlook Express 6.00.2900.5931
X-MimeoLE: Produced By Microsoft MimeOLE v6.00.2900.5994

This is a multi-part message in MIME format.

NextPart_000_( OOOC 01CBEB16. BCBFA710

f-ontent - Transfer -Encoding: quoted-printable

[restojrestojtesto

—————— _NextPart_000_000C_01CBEB16.BCBFA710
content Type text/html;

. charset="150-8859-1"
content-Transfer-encoding: quoted-printable

<! DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//en">
[<HTML ><HEAD>

KMETA content=3D" text/htm1- charset=3D150-8859-1" =
http-equiv=3DContent-Type>

<META name=3DGENERATOR™ content=3D"MSHTML 8.00.6001.19019">

£ind | Save as | erint IEntwe conversation (1670 bytes)

= | € ascn € eseoic € HexDump C Carmays G Raw

Mail di prova

(%3] Outiook Express
=6 Cartelle locali
& Posta in arrivo.
@3 Posta in usdita
{8 Posta inviata
(@ Posta eliminata

< Bozze

Da: Posta 1 A: posta-2@micheleferrazzano.it
Oggetto: Mail di prova

Testo testo testo

Contatti v

Nessun contatto da visualizzare. Per
creare un nuovo contatto, scegliere
Contatti.

86

Effettivamente era accaduto questo...

NI

|Messaggi: 1, daleggere: 0 [ = Modalita in linea

Posta in arrivo - Outlook Express.

Fle Modfica Visudizza Strumenti Messaggo ?

) Fex|
Rubrica Trova
tTeT® os [ogetto [Reewto + ]
I diprova =lofx|
Jﬁemmwmwsmmv"\? i
2% 9 9

v

. [posta-2@micheleferrazzanc.it
ac |
Oggetto: [Mai di prova

Testo testo testo

Da: A
Oggetto:
it v x
Nessun contatto da visualizzare. Per ﬂ
creare un nuovo contatto, sceghere 7
Contatti. a
‘: o
| Messa0gi: 0, daleggere: 0 % 7
88
wvioposta.pcaj =18 x|
Fle Edt View Go Capture Analyze Statistics Telephony Tooks Help
BudedBEXEEa¢99TL(EE|RAQAD|EDB % (B
Fiker: [ v Expression... Clear Apply
No. Time. Source Destination Protocol | Info A
_IZLSTU?!TH_IWTC U4, Z31. IU: L1Z8. 20T |ﬂ'r!9|(’_|t.'w<m |J
23 3.652559 62.149.128.201 137.204.231.102 SMTP S: 354 go ahead
24 3.652710 137.204.231.102 62.149.128.201 SMTP C: DATA fragment, 1236 bytes
2 6 .204.231.102 TCP. smtp > he]'lo [ACK] Se

27 3.600824  62.149.128.201 137.204.231.102 TP smep > 5eq=198 Ack=1420 Win=7416 Len=0
283.719210  62.149.128.201 137.204.231.102 SMTP  5: 250 ok 1301072520 op 13134
293.719325  137.204.231.102 62.149.128.201 SMTP i QUIT
303.730392  62.149.128.201 137.204.231.102 SMTP  S: 221 smtpé.aruba.it <
® [SEQ/ACK analysis] B
] s1mp'le mail Transfer Protocol
il [DATA fragments (1236 bytes): #24(1236)] J

& Internet Message Format
Message-ID: <B4C2DA3EBASD4BF4AD2F21AA77CLE2CD@personale. dir.unibo. it>

@ From: "Posta 1" <posta-l&miche

3 al.
Frame (59 bytes) Reassemed Dm(lzae bytes)

@ Internet Message Format (inf), 1236 bytes [ Packets: 38 Displayed: 38 Marked: 0 Load time: 0:00.625

| Profie: Defauk 4



89
=18l
File Edt View Go Capture Analyze Statistics Telephony Tools Help
S BEXRE AT L|(BE QA @B %
Fiter: [ v Expression... Clear Apply
No. [ Time. [source. [pestination [Protocol _[1nfo |2l
121.800521  62.149.128.161 137.204.231.102 POP  5: +OK <6153.13010726886popdid. ad. aruba. it>
131.800717  137.204.231.102 62.149.128.161 POP  C: USER posta-2@micheleferrazzano. it
141.80109  62.14.128.161 137.204.231.102 TCP  pop3 > cera-bam [ACK] Seqed3 Ack=36 Win=5840 Len=0 ]
151.811007  62.149.128.161 137.204.231.102 POP  5: 40K
161.811060  137.204.231.102 62.149.128.161 POP  C: PASS password2
171.844191  62.149.128.161 137.204.231.102 TCP  pop3 > cera-bam [ACK] Seqs=49 Ack=52 Win=5840 Len=0
18 1.866754 62.149.128.161 137.204.231.102 POP S: 40K
101.867204  137.204.231.102 62.149.128.161 POP  C: STAT
20 1.867672 62.149.128.161 137.204.231.102 TCP pop3 > cera-bcm [ACK] Sea=55 Ack=58 win=5840 Len=0 :J
@ Flags: Ox18 (PSH, ACK) ]

window size: 64464
@ Checksum: 0xSFF [validation disabled]
3 [seo/ack anaiysis)

EoPnes Password2\r\n
Request command: PASS

{1 )

[0000 00 00 Oc 07 ac <8 00 23 54 74 a0 cc 08 00 45 00
0010 00 38 e8 92 40 00 80 06 el C3 83 cc e7 66 32 95
0020 80 al 07 02 00 6e df 01 _e7 ba 02 26 49 07 50 18
030 £ do st o 00 00 70 & 73 77}

lalx|
Fle Edt Vew Go Capture Analyze Statistics Telephony Tools Help
B CEXEE|(Acr0oTL([EE QRAQAN #BB % B

Fiter: [ v Expression... Clear Apply

No. [ Time. [Source. |Destination [Protocol_[1nfo |2l
12 1.800521 62.149.128.161 137.204.231.102 POP S: +0K <6153.13010726886popdll. ad.aruba.it>
131.800717  137.204.231.102 62.149.128.161 POP  C: USER posta-2@micheleferrazzano. it
14 1.801099 62.149.128.161 137.204.231.102 TCP pan > cera-bcm [ACK] Seq=43 Ack=36 win=5840 Len=0 J
151.811907  62.149.128.161 137.204.231.102 PoP
161.811060  137.204.231.102 62.149.128.161 e e password2

17 1.844191  62. 149 128,161 137. 204 231.102 TCP pop3 > cera-bcm [ACK] Seq=49 Ack=52 Win=5840 Len=0

19 1.867294 137A204A231A102 61149‘128‘161 POP C: STAT
201.867672  62.149.128.161 137.204.231.102 TCP___ pop3 > cera-bem [ACK] Sea=55 Ack=58 win=5840 Len=0
@ Flags: 0x18 (PSH, ACK)
window size: 5840
Checksum: 0x3b19 [validation disabled]
) [SEQ/ACK analysis]
= Post office Protocol J
K

\r\n
Respunse indicator: +ok

[0000 '3 a0 cc 00 00 Oc 07 ac cB 08 00 45 00
joo10 oo 52 ac 25 40 00 490 1d 7o 3e 9380 a1 B cc .
0020 €7 66 00 8¢ 07 02 2 7 df ol e7 ca 50 18 .f.n
0030 16 do 3b 18 00 o .

neposta.pcap

ireshark i8]
Ble Edt Vew Go Coptue @ndlyze Satistks Tekphony ook Heb

Budee EEXEE|acenTi(BRI QAQAN EDB % B

Fier: [ v Expression... Clear Apply
No. [1ime [source [Destination [protocol |-l
T.776305 — ASUSTERC_7ATT o T7TETT 137- 203 3110

Broadcast
8 1.776894 A1'| ~HSRP-! routers _c8  Asustekc_74:a0:cc ARP 137 204 231 254 15 at 00:00:0¢
L TcP SYN 0 W

L 1; cera-bem. k=1 W
137.204.231.102 62.149.128.161 cera=benr pop3 [ACK] Seq-]. Ack=1 Win=64512 Len=0
62.149.128.161 137.204.231.102 40K <6153.13010726888popd11. ad. aruba. it>
137.204.231.102 62.149.128.161 USER posta-2@micheleferrazzano. it

62.149.128.161 137.204.231.102 POp3 > cera-bam [ACK] Seg=43 Ack=36 win

62.149.128.161 137.204.231.102 St 40K

= |

window size: 64470
@ Checksum: 0xbf55 [validation disabled]
5 [SEQ/ACK analysis]

Request command: USEI

Request parameter: posta-26micheleferrazzano.it
000 00 00 OC 07 ac <8 00 4 74 a0 cc 08 00 45 00
010 00 4b e8 91 40 00 80 06 el bl 89 cc e7 66 3e 95
020 80 al 0; 02 00 6e df a7 2 26 49 01 50 18

USER poSta-26micheleferrazzano, 1T\ \n :|

7 traffico-ricezioneposta.pcap - Wireshark =181

Fle Edt View Go Capture Analyze Statistics Telephony Tools Help
BEoee EEXEe|AaceeTa/(EBI QAR @B %8B

Fier: [ v Expression... Clear Apply
No. | Time. |source |pestination |Protocol _[nfo
121.800521  62.149.128.161 137.204.231.102 Pop O S Il e 0 e
13 1.800717 137.204.231.102 62.149.128.161 POP USER posta-2@micheleferrazzano.
EAFEETLS: M BT R B P TCP  pop3 > cera-bam [ACK] Seq=43 Ack=: 36 win-5840 Len-0 J
16 ]..D].Bﬁ‘? 137 204 231, 02 EZ 149 128. 161 POP PASS password2
171.844101  62.149.128.161 137.204.231.102 WD e > e (] GR A G Ly
18 1.866754 62.149.128.161 137.204.231.102 POP
101.867204  137.204.231.102 62.149.128.161 Fopr 3 STAT
201.867672  62.149.128.161 137.204.231.102 e T T S T TR I
® Flags: Ox18 (PSH, ACK) |
window size: 5840
@® checksum: 0x3b2f [validation disabled]
® [SEQ/ACK analysis]
= Post office Protocol
2 +0K \r\n
Response indicator: +0K =
0000 00 23 54 74 a0 cc 00 00 Oc 07 ac c8 08 00 45 00
0010 00 2e ec e3 40 00 40 06 1d 7d 3e 95 80 al 89 cc
0020 e7 66 00 6e 07 02 92 49 01 df 91 e7 ba 50 18
0630 $2 G0 35 SF 50 60 36 47 46 30 o0 08
92
raffico-ricezioneposta.pcap - Wireshark -18(x]
Fle Edt Vew Go Capture Analyze Statistics Telephony Toos Help
BWUeN EEXRE|A¢%9T72(EE|AQQRN @08 %8
Fiter: | v Expression... Clear Apply
Ho. |§L’"¢ e Destination protocel_[info |4
23 1.890436  62.149.128.161 137.204.231.102 POP S: +0K
24 2.069788  137.204.231.102 62.149.128.161 TCP  cera-ham > pop3 [ACK] Seqe=64 Ack=73 win=64440 Len=0
252.070212  62.149.128.161 137.204.231.102 MF
262.071172  137.204.231.102 62.149.128.161 POP RETR 1 _|
074078 iro_0f:7b:fa f . Root = 32768/0 t =0 Port = Ox8
282.107621  62.149.128.161 137.204.231.102 TCP  pop3 > cera-bam [ACK] Seq-EA Ack=72 Win=5840 Len=0
292.108048  62.149.128.161 137.204.231.102 POP Si 40K
302.108481  62.149.128.161 137.204.231.102 MF
21 7 108502 127 204 221 102 A2 140 178 141 TrO cara_hem s non2 Mack] San-77 Ack-2274 wWin-A1517 | an-n ﬂ
window size: 5840 |
® Checksun 0x0875 [validation disabled]
® [SEQ/ACK analysis] |
01

+OK \r\n
Response indicator: +0K
Return-Path: <posta-l@micheleferrazzano.it>\r\n

|
|

ePnsthm((pno). " [Podets 43ilyed: 43 Mrked OLoadtine: G000

[Profie: Defauk



Follow TCP Stream

Stream Cor

[rOK <6153.1301072688@popdil. ad. aruba. 1t>
JUSER posta-; 2§m1che'|eferrazzano liz)

IPASS password2
Lok

ISTAT

HOK 1 2223
LisT

oK

L2223

RETR 1

lok

Return-path: <posta-l@micheleferrazzano.it>
pelivered-To: posta-2@micheleferrazzano.it
Received: (qma1'| 14754 invoked by uid 89), 25 Mar 2011 17:04:08 -0000
Received: by simscan 1.2.0 ppid: 14660, pid: 14700, t: 0.2039s

scanners: clamav: 0.96.5-exp/m:53/d:12338 spam: 3.3.1
X-spam-Checker-version: Spamassassin 3.3.1 (2010-03-16) on mxavas7.ad.aruba.it
X-Spam-Level:
X-Spam-sStatus: No, score=-2.0 required=5.0 tests=BAYES_00, HTML_MESSAGE
. autolearn=disabled version=3.3.
lReceived: from unknown (HELO smtp'lqol aruba 1t) (62.149.158.32)
by mxava%7 ad aruba.it with sMTP; 011 17:04:07 -0000

gma

Received: 1 18252 invoked by u 'd 89); 25 Mar 2011 17:01:59 -0000
Received: from unknown (HELO smtp6.aruba.it) (62.149.158.226)
by smtp'l 01.aruba.it with sMTP; 25 Mar 2011 17:01:59 -0000
Received: ?qma11 13134 invoked by uid 89); 25 mar 2011 17:02:00 -0000
Received: from unknown (HELO c1rsf1dk1dman) (pnsta—l@mche'lzferrazzano it@137.204.231.102)

by smtp6 ad. aruha it with SMTP; 25 Mar 2011 17:02:00 -000f
ID: <B4C2D. h“7F21AA77c152c00per5ona1e dir. un1bo it>
From: "Posta 1" <posta—1&n1che'leFerrazzann it>
[To: <posta-. 29m1che1eferrazzano it>
subject Mail di pro
pate: Fri, 25 Mar 2011 18:01:59 +0100
MIME-version: 1.0
Content—'r)@e multipart/alternative;
. boundary- =_NextPart_000_000C_01CBEB16.BC8FA710"
-Priority:
-MSMail-] Pr1ur1ty.
x-mailer: microsoft out1ook Express 6.00.2900. 5931
-MimeoLE: Produced By Microsoft MimeOLE v6.00.2900.5994

This is a multi-part message in MIME format.

—————— =_NextPart_000_( OODC 01CBEBL6.BC8FA710
[content-Type: text/plain;

. charset="150-8859-.

fontent-Transfer- Encoqu: quoted-printable

ﬁndl Save as | print [[Entie conversation (2470 bytes)

=€ ascn € escoic C Hexbump C Carrays & Raw

_ e | [

94
=81
Fle Edt Vew Go Captwe Analyze Statistics Telephony Tooks Help
WM EAXEE|a¢s0T (BB QP #DB %8
Fiter: | v Expression... Clear Apply
Ho. Tine Source Destination protocol_Info |4l
30 2.108481 62.149.128.161 137.204.231.102 IMF
3Lz l063 02 137,204 51102 62.149.128. 161 TCP cera-bam > pop3 [ACK] Seq=72 Ack=2374 Win=64512 Len=0
0 C: DELE 1
33 2. ]lOZOS GZ 149 128.161 137 204 231. 102 TCP pop3 > cera-bcm [ACK] Seq=2374 Ack=80 win=5840 Len=0
342120953 62.140.128.161 137.204.231.102 POP  S: 40K
35 2.121239 137.204.231.102 62.149.128.161 POP C: QUIT
36 2.143751 62.149.128.161 137.204.231.102 POP S: +0K J
38 2.143778 137.204.231.102 62.149.128.161 TCP. cera-bam > pop3 [ACK] Seq=86 Ack=2387 win=64500 Len=0 ﬂ
window size: 64512 |

® Checksum: 0x1271 [validation disabled]
® [SEQ/ACK analysis]
= Post office Protocol

(= DELE 1\r\n
Request command: DELE

Request parameter: 1

00 00 0c 07 ac ¢8 00 5474 a0 cC 08 00 45 00 .......# Tt....E.
010 00 30 e8 98 40 00 80 06 el c5 89 cc e7 66 3e 95 .0..@. . f>.
0020 80 al 07 02 00 6e df 91 e7 de 92 26 52 1c 50 18
VIR PR VN 4 45 4c 45 20 31 0d 04

.. .&R.P.
LE 1..

@ Request (pop.request), Bbytes | Packets: 43 Displayed: 31 Marked: 0 Load time: 0:00,000 | Profie: Defauk /



