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Hardware per l'attivita di laboratorio

Hardware

PC e notebook

Lettori di supporti e cavi (di tutti i tipi)

» BluRay, DVD, CD, hard-disk, floppy 3,5”, floppy 5,25",
DAT...

= Cauvi per telefoni cellulari

Copiatori

Write blocker

Software per l'attivita di laboratorio

= Sistema operativo

= Windows, Linux

= Software per acquisizione (DF) = Software per acquisizione (NF)
= Encase, FTK Imager, dd... = Wireshark...

= Software per analisi (DF) = Software per analisi (NF)
= Generico = Wireshark, XPlico...

= Encase, FTK, autopsy...
= Ad hoc

» NetAnalysis, P2Commander,
Distribuited Network Attack
(DNA), Password Recovery
Toolkit (PRTK), Oxygen
Forensics, emuleforensic...

= Conversione tra formati




Acquisizione

DISK FORENSICS

Copiatore hardware
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Copiatore hardware (es: Logicube Talon)

Disco destinazione ————»

Copiatore hardware (es: ICS Image Master)

IM Solo-4 IT Hard Drive Dupli
Our Price: §2,900.00 AD

Non Expandable

Image MASSter Solo-2 IT unit (designed exclusively for IT applications) is a vereatile light weight, partable,
high speed data duplication device. Capable of copying/duplicating/clening/imaging twe Scurce drives
simultanecusly or duplicating from one Source drive to 3 Target drives. Source drive’s data can be copied
at cpeeds exceading 7G5 per minute and is designed ta support up ta 18GE/min transfer rates far
tomorrow's advanced drives. Test using Sclid State Drives produced transfer rate as high as 12GE/min.
The unit offers flexible Copy Mode formats known as "IQCopy” and "Image Copy”. The 1QCopy format
provides an "intelligent” methad of copying and scaling partitions. Cnly used clusters are copied, greatly
reducing the time to copy. 1QCopy supports the FAT16, FAT3Z, exFAT and NTFS File Systems. The
IQCopy-Linux Option can be purchased separately to add Linux support. The unit has a built-in Gigabit
Ethernet port which can be used to copy data to or from Shared Network Foldere. bmors info




Copiatore hardware (es: ICS Image Master)

Il consulente tecnico frettoloso




Il consulente tecnico ordinato

Write blocker

= Un write blocker & un dispositivo
usato per prevenire scritture (anche
accidentali) su hard disk oggetto di
investigazioni

ZTABLEAU
eeeeee sic Brdge

= || write blocker € posto tra il disco
esaminato e il computer utilizzato per
esaminarlo o acquisirlo




Write blocker

Acquisizione — Encase

EnCase Acquisition oy ] 9
File Edit tiew Tools Help

YNew (25 open [l save = Print “e Add Device Refresh

(3 Home [ Entries| [T) Bookmarks . Search Hits =43Red b
|% Home| cteFie Extents @ Permissions (1References 4 b

oo Entries

Name ‘ Filter e ‘ =2

In File
| Repart | Ext | Type Categary sen=nd

(Choose Devices

oA e Devices — | — ‘ s | Ea— | . | Process | Wirite ‘ Read
Lo Local Drives iny Blocked | File Syst
O] 1|=sgC Disco Fisso  Windows 488.375.936 232,9GB [ -
&2 e SAMSUNG  ASPI  488.397.168 232,9GB 0 -

41 |

] console

Logical Size 0 [
Initialized Size 0
Physical Size 0
File Extents 0
References 0 < Indietro | Avanti > I Annulla
0

File Identifier
<

I o1
= Case 1




Acquisizione - Encase

Hame Evidence Mumber
[1 E
Motes

| Disca postazione Michele - Seagate S/N: 123ABCKYZ

File Segment Size (ME) Compressian

2000 o £~ None
Start Sector Stop Sector % Good (Slower, Smaller)
fo = KT " Best (Slowest, Smallest)
Password Corfim Password
Block size (Sectors) Error granularity (Sectors)

E— -
Reader Threads  Warker Threads
1 = 5 =] I HashThread

[¥ Acguisiton MDS [~ Acquisition SHAL
I | Guick reacauisition. I | Read ahead
Qutput Path

[ri\LE01 |_|

I~ Remote acquisition

Alternate Path

| ]

< Indietro | Fine | Annulla
m———
=10 x|
™ | @ w7 .
|Struttura prove 7| [Elenco file x
Nome [ Dimensione | Tipo | Data di modifica__|
= |
[~ Selezionare il tipo di origine della pr
& Unita fisica
 Unita logica
£~ File immagine
¢ Contenuto di una cartella
{solo analisi logica a livello file; esclude i file eliminati, lo spazio non
Allocat & cosi via =1
Prova: File system Percorsa|File Opzit
<rdieis [ Avartiz_| Annula ?
4] | 1]
duuvi 1adm(l R |ty ;utti Ereajimmanin]
Proprieta |interprete valori... Origini di conten... =l

Per aprire |a Guida, premere F1

BLOC NUM




Acquisizione - FTK Imager

Selezione dell'unita di origine

Selezionare dalle unita disponibili sequenti:
PHYSICALDRIVED - SAMSUNG HD251HJ [250GB IDE] j

< Indietro Fine Annulla

I3

Acquisizione - FTK Imager

AccessData FTK Imager 2.9.0.1385 oy [=[ 53]

File Visualizza Modalita 2

o Gaa 0= & B
struttura pr B [Elenco file >
sme | Dimensione | Tipo | Data di modifica |

Rimuovi elements prova

= Verifica units/immagine. .

Esporta immagine disco. . ]

EE) D

Esporta elenco di directory.

0000000000 |33 CO 8E DO BC 00 7C EB-50 07 50 1F FC BE
0000000010 [BF 1B 06 S0 57 B9 ES 01-F3 24 CB BD BE 07
20|38 6E 00 7C 09 75 13 83-C5 10 E2 F4 CD 18
30|83 C6 10 49 74 19 38 3C-74 F6 A0 BS 07 B4
0000000040 [FO AC 3C 00 74 FC BB 07-00 B4 OE CD 10 EB
0000000050 [4E 10 E& 46 00 73 2A FE-46 10 £0 7E 04 0B
0000000060 80
0000000070 (46
0000000030 [BC
0000000090 [B7
0000000020 (00
00000000b0 (43
00000000c0 [0A
0000000040 |88
000000000 (56
000000000 (13
0000000100 (62 O

[#] | ooooooo110 (01 6A 10 B4 42 8B F4 CD-13 61 61 73 OE 4F

3 5 va23-0T-
0000000120 |32 E4 8A 56 00 CD 13 EB-D6 61 F9 C3 54 &1 - Daul
mﬂvﬂ lnd\FIC] EIMUDV\I s Lutti ("E-a'mmﬂg'nal 0000000130 [6C 6C 61 20 64 65 &C 6C-65 20 70 61 72 74 63 7A|lla delle partiz

rigini di contenuto personalizzato

Prova: File system [Percorso File [_Opzioni

Proprieta |irterprete valori. .. Origini di conten. PPos. cursore = 0; settore fisico =0

daly dall [ —r=r= v v —




Acquisizione — FTK Imager

Seleziona tipo di immagine

—Selezionare il tipa di immagine di

Informazi

i [ avani> | [ Amnua | ;

nto prova

Humero caso: [1

Numera prova: | 1

Descrizione univoca: I Disco postazione Michele - Seagate S/N: 123ABCXYZ

Esaminatore: | Vichele

Note: [

<indero [ mvanti> | e | [

Cartella di destinazione immagine

[Py Sfoglia

Nome file imagine (esdusa estensione)

[1dd

Dimensione frammento immagine (M) [3500
Per i formati non elaborati ed E0L: 0 = non frammentare

mpressione (0=Nessuna, 1=Pii veloce ..., 9=Massima) | _|:S'

Use AD Encryption [~

< Indietro I Fine I Annulla 2

Origine agl
’V| 1. PHYSICALDRIVED

Humers prova nizale:

o

g
Pr\Ldd [ran/ad]

Aggiungl... e = | gy

I” Nerifice e immagin dopo che sono stzf [ precalcola statistiche di avanzarr
I™ Crea gl elenchi di directory di tutti i file dellimmagine dopa che sone stati creati

s

Acquisizione — Dispositivi mobile
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Acquisizione — dd

File Edit View Terminal Help

root@server-01:/home/michele/Desktop# dd if=/dev/sdg of=helix_usb.dd
2051872+0 records in

2051872+0 records out
1050148864 bytes (1,1 GB) copied, 92,1195 s, 11,4 MB/s
root@server-01:/home/michele/Desktop# dd if=/dev/sdg of:,!dev,!sdtﬂ

-

Analisi

NETWORK
FORENSICS
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Wireshark

" The Wireshark Network Analyzer =121
Fle Edt View Go Captwe Anaze Statetis Telephony Tools Help

Bwees DExXxZE | acswTFaEEIRaAn DR B

Fiter: [ v Expresson... Clear Apply

eshark: Capture Interfaces

Description P Packets Packetss

{5 adapter For generic dialup and VPN capture utkoopn 0 g Detals | o

7| Broadcom Netitreme Gigabit Ethernet Driver (Microsoft's Packet Scheduler) unksowr 0 o) start | Options | Details
By Interface List
TP Lo ot ofthe capurs it Gounes incoming packers) | ) Int=l(R) PROfWirel Conection (Microsof's . ) 102168172 ¢ 0 gat | options | petak | |,
Start capture on interface: elp
5, Adapter for generic dialup and VPN capture pl version, i installed)

Broadom Nettreme Gigabit Ethernet Driver (M . Diit URCT - TR 7033 Bytes) .
8 Tntel(R) PROJWireless 22008G Network Conneti @ Security

@ Sample Captures Wark with Wireshark as securely as possible
& Capture Options A vich sszotmant of sxample capturs il on the wid it it weshar orgjoecarty]

Start 3 capture with detailed opions

Q How to Capture

Step by step to 3 succassul capture setup

@ Network Media

Specfic information For capturing ons Ethermat, WLAN, ..

(O Feadv toload or caphy: [blg Pagket: [ Brofile; Defauls

Analisi

DISK FORENSICS
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Analisi — Autopsy
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X 4> @ Cases|[[)ookmarks | []Table | 42 Gallery []Timelne (=] Report |
ﬁgs:;e . o Nome: Ddlest:dl = e i e Wagen = |:|
o1 [J 124 | @ Imagen 115.jog . jpg JPEG 01/10/09 01/10/0906:30:32  01/02/09 11:49:34 1.592.856
OB [ 125 | %X Imagen 116.jpg . jpg JPEG 01/10/09 01/10/09.06:30:35  01/02/09 11:49:36 1634.671
) Trashes | |1 126 (@ Imagen 117.jpg . g JPEG 01/10/09 01/10/0906:30:38  01/02/09 11:49:38 1.513.034 f
ty504 [0 127 |@ 1magen 118.j0g . jpg  PEG 01/10/09 01/10/09.06:30:42  01/02/09 11:48:40 1.522.924
(&3 amaral_ha |[] 128 | K Imagen 119.jpg . pg  PEG 01/10/09 01/10/09 06:30:44 01/02/09 11:49:42 1.541.085
(3 TTALIAN 1 {1 129 | (3 ITALIAN 1 . 10/22/08 10/22/08 09:24:52 10/22/08 09:24:54 16.384
@ Nueva canl [M7130 | @ lente_ingrandiment... | = jpa  JPEG 03/08/11 03/02/11 11:33:58 03/02/11 11:45:36 28,702 |
-’ﬂ Nueva canl IF7937| 3 imbrt beer atuk.xis « Xs  MSExcel Spreadsheet 12/30/09 12/06/09 07:11:22 12/06/09 07:10:30 27.136 1
Z’;ama‘a b |02 mswowks.xE EXE  Windows Executable 03/16/10 08/02/0701:00:00  03/21/09 03:07:00 147.456 ¢
anavided o |1 133 | @ navicad 08 . 01/10/09 01/10/09 11:28:46  01/10/09 11:28:48
& Nueva cany |1 134 | 2 Nueva carpeta 12/30/09 12/30/09 06:29:36 12/30/09 06:29:38
=) Nueva cary | 135 | G Nueva carpeta . 10/09/08 10/09/08 11:47:35  10/09/08 11:47:38 J
£y RecvcLer [T 136 | & Nueva carpeta . 11/02/08 11/02/08 11:09:22  11/02/08 11:09:24
5152 [ 137 | G Nueva carpeta . 10/22/08 10/22/0809:42:18  10/22/08 09:42:20 16.334
[J 133 | @ PENORIVE. 1GB 168 12/22/10 05:50:28
[ 139 | X PRACTICAS.doc « doc  Word Document 12/30/09 12/05/0908:52:48  12/05/09 08:51:10 61.952
[ 140 |[] Primary FAT 123.904
O 141 | & REcYaLer 07/08/08 07/08/0801:38:22  07/08/08 01:38:24
[ 142 |(E5) secondary FAT 123.904
[0 143 | X tema 10.pdf «  pdf  AdobePDF 10/07/08 10/06/0805:19:24  10/06/08 05:19:26 64.121
. i ~ = ore S e Ty R Y ,,,_l_l
[Z Text [ Hex i Picture | O Disk [=]Report ) Console <& Filters [ Queries I~ Lock [ []0/236 1:PS776 LS 744 CL9 SO 000 FOO LED
.
@ Case 1\1\Clente_ingrandimento.jpg

Analisi - FTK (Forensic ToolKit

AccessData FTK version 1.70.1 build 07.0; \Cases\Wayward Astronomer}
File Edit View Tools Help

Overvisny Explore: Graphics E-Mail Search Bookmark

Evidl Ht File Stat File Cat F
vidence tems ile Status ile Category . v h e P ® |08

[Evidence tems: 4 [KFF Alert Files: 2 ] [Documerts: 251
File ltems Bookmarked flems. 0] [Spreadsheets 5
[TotslFis tems: 3614 ) [BadEdension. 7 [Databases: 0]
Checked tems: 0] [Encrypted Files: 5 | [Graphics: 1199
[Unchecked kems: 3614 ] [From E-mait 218 ] [Mutimeia: 5]
Flagged Thumbnails: 0 [Deleted Files: 657 ) [E-mail Messages 43
[(Other Thumbnails: 1199 ) [From Recycle Bin: 53 ) [Exscutables 44
Fittered In: 3614 | [Duplicate tems: 736 | [Archives: a0
Fittered Out 0] [OLE Subitems:_ 423 ] [Folders: 288 )

Unfiered Fitered | [Flagged |gnore: 0] [SlackFree Space: 734
Alltems | (Actual Files | [KFF Ignorable: 114 ) [Other Known Typs: 323

Data Carved Files: 0] [Unknown Type: 539

B EM @@@0|Qon |t ]

¥ Ewidence Fi... Evidence Path Display Mame Idertification M... | Evidence Type Added Children Descendarts Investigatar'
Messier Image E01 - C:5Evidence Messier ImagehP. FsT32 B/2/2007 3:43:2 2182 2403 .Joe Friday
Messier Image.E0T  CMEvidence Messier ImagehP... NTFS 8/2/2007 2:45:0 248 E04 Joe Friday
Messier Image E01 - C:MEvidence Messier ImagehP. NTFS 8/2/2007 3:45:3 241 302 Joe Friday
Messier Image.E0T  C:h\Evidence Messier Imagehl Unpartitioned Sp...  8/2/2007 2455, 295 295 Joe Friday
< >

4 Listed 0 Checked Total




Analisi - NetAnalysis

tAnalysis v1.37f - Forensic Internet History Analysis - Ol x|

File Flter Searching Sorting Tools Reports Wiew  Column  Help

e de- SRt B% a0iit Be:l ad|a Record URN: 1348
Key [ alue [ Host [ Secue [ Last Modfied Date [UTC] | Expiration Date [UTC] |

~ _utma 266963212 1165001735775325700 1 236586478 1238586, simplynames com.’ Falss 01/04/2003 11:47.57 wed  01/04/2011 114757 Fii

@ _umb 2669632121101 238586478 simplpnames.com/ Falie 01/04/2009 11:47.57 wed  01/04/20091217:57 Wed

~ 2669632121 2353547) simplynames. com/ False (01/04/2003 1:47.57 Wed  30/09/2009 234757 Wed

Type | | Last Visited [UTC] v | user | Status | Hits | URL Host H
b URL 01/04/2009 14:05:09Wed  CraigWilson | +D100 1 hbtpajjtortoisesvn. tigris. orgisvn/tortolsesynjtrunk/contrib/ssus-tracker-plugins/Exar bortoisesvn. tiris.org

b URL 01/04/2009 14:05:05Wed  CraigWilson  +0100 1 hbtpijjtortoisesvn. tigris. orgisvn/kartolsesyn/trunk/contrib/lssus-tracker-pluginsfinc  borkoisesvn.tigris.org

»URL @ D1j04/2009 14:04:55 Wed  CraigWison  +0100 L http:fftortoisesvn.tiris.orgisvn/tortoisesvn/trunkfoontr b/ssus-tracker-plugins/Tnter torkoiseswn, tigris.org

& Cookie 01/04/2009 12:15:56 Wed  craig wilson 3 Cookieicraig wison@google.com/ google.com

& Cookie 01/04/2009 12:12:13Wed  craig wilson 12 Cookieicraig wison@yahoo com| yahoo com

* Cookie 01/04/2009 12:12:13Wed  craig wilson 13 Cookie:craig wison@yahoo,com/ yahoo com

* Cookie 01/04/2009 11:50:21 Wed  craig witson 6 Cookie:craig wison@nkeompatible. com/ ntcompatible com

* Cookie 01/04/2009 11:47:59 Wed  craig wilson | Cookleicraig wison@www, simplynames, com/ vy Simplynames, com

IEHistoryView

http://www.nirsoft.net/utils/iehv.html

=1ox]

File Edit Wiew Help

e OE X 9= A

LURL Modified Date

O hitkp: v, bechby, comytechiy findes, html TechTY | new things. turn us on, Z 3001002003 19:14:09
O http: finirsoft. mitrorz, comm MirSoft 1 30/10/2003 19:13:44
(| hittp: v, webattack.com/freeware/freevare. html  Freeware downloads at Webatkt,,, 2 3001042003 19;12:40
http: f fvw, webattack, comtopdownloads Top 100 shareware and freewar,.. 2 30/10/2003 19:12:13
hitkp: S, webattack. com wWebattack.com - download free... 7 30/10/2003 19:12:08
a http: fwwwma, accuweather, comfadcbin/publicfinde. .. Accueather.com - The Warld's ... 10 30/10/2003 19:11:50
O http: vy, qoagle. com/fsearchehl=enie=UTF-8... Google Search: nirsaft 2 30/10/2003 19:11:23
hittp: v, google, com Google 13 30/10/2003 19;11:18
a htkp: v, weather, com weather.com 1 30/10/2003 19:11:13
a hitkp: ffwnan, cnin, comfLUS CHM.com - 1.5, News 2 30/10/2003 19:10:59
< |

3777 ikemis), 3 Selected v
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IECookieView

http://www.nirsoft.net/utils/iecookies.html

< w IECookiesYiew: FDocuments and Settings' Administrator' Cookies =10] %]
Fie Edt Wew Help

AEXE ORI EF

wieb sta [Hes [ accessed Date [ Crastadpate [see s -
O & cckcorp. rpts net z 14[01/2003 15:45:32  14/01/2003 15:45:32 180 adminiskratcr

D‘ doubladick.net 103 14/012003 15:45:25  14/01/2003 15:45:25 192 administrator

B9 @ meduapiex.com 343 14/01/2003 15:44:55  14/01/2003 15:44:55 371 administrator

Dﬁ ChnLcam 26 140172003 154447 140172003 15:44:47 248 administrator

OO @ cuppert micresoft.cam 285 14/01/2003 15:44:27  14/01/2003 15:44:20 173 administrater

B @8 directiaads.com 2 14/01f2003 15:32:13  14/01/2003 15:32:113 229 administrator

Dﬂ ads speciicdick.com 1 140172003 15:31 48 14/0112003 15:31:48 79 adminiskrator

Dﬁ ads15.bpath.com 4 14012003 15:32:02 140172003 15,3147 &50 administrator

nﬁ Fastelick st 404 14/0172003 15:31:50  14)012003 15:31:45 372 stdminiskr stor

ﬂﬁ !.retm.cu.:m 306 |4,Itc|1,rmj3 15:29:21 |4,!'U1,f2013 15:29:21 453 maw -
Key [ vahss - | boman | Secura | Expiration Date | Madfied Date [ Created In =
«[ ir=alfin=T7c4b6fbEd..,  yahoo.com ('] 02022003 20:19:29  12/00/2003 20:19:50  Server

\,U mE=rtGpEMhYs19T,,,  yahoo.oom ] 1500402010 Z2:00:00  26/11/2002 15:49:58  Server

w0 ql=ASCARAARNAS  vahoo.oom fia T2 20:49:59 1312002 20:50:00  Clent 1
«PU k=1 wahied . com Ma 14100 /2005 19:29:21 1400 /2003 15:29:21  Clent i
i | "
743 Cackie Fies, 2 Selected S Conkisls) .

IECacheView

http://www.nirsoft.net/utils/ie_cache_viewer.html

8. IECache¥iew: F:\Documents and Settings’AdministratortLocal 5et'
File Edit Wiew ©Options Help

=10]x|

|z @ B | & 2 Ea

2R

Filename | Content Tvpe | URL ¢ | Last Accessed &
@muzilla_cache_vie. J =3 (L | hiktps e, nirsaft, net futilsfmozilla_cache_viewer himl 061072007 09;
@mozilla_history_vi. .. bextihbml hktps s, nirsoft, netfutilsfmozilla_history_wiews, html - 06/10§/2007 09;
@mozillacacheview[. .. image/gif https s, nirsoft, netfutilsimozillacachewvieys, gif 06/ 10/2007 09;
@mozillacacheview. .. image/fgif hiktps s, nirsoft, netfutilsmozillacachewview_jcon.gif  06/10/2007 09;
@mozillahistorwiew... imagesaif hiktps s, nirsoft, net futilsimozillahistorwview, gif 06/ 10/2007 09;
@mozillahistorwiew... imagesaif hiktps s, nirsoft, netfutilsfmozillahistorywview_icon,gif 06102007 09;
@mspass[l].gif imageaif https s, nirsoft, netfutilsimspass, gif 05/10/2007 19;
@mspass[l].htm ket bkl hiktps e, nirsaft, netjutilsimspass, html 05/10f2007 19:
@mspass_icon[l].gif imageiqif hittps e, nirsaft, netutilsimspass _jcon, gif 05/10/2007 19:
@myuninst[l].htm ket bkl hittps Sy, mirsaft, net futilsruninst, Rkml 14/0902007 13;
@registered_dll_vie... ket bkl hittp: f e, nirsaft, net futilsfregiskered _dll_view. bkl 04/1002007 11:
@shexview[l].gif image/Saif htkp: [ e, nirsaft, netfutilsf shesxview, gif 06102007 06
’? e imaaF 1T ke R Y P | bkkm n'n'-nquu mivmmFl ek kil e im0 kel Lu =3k Kt Ln f
2254 itemis), 1 Selected | HirSoft Freeware. hitp:/iwww.nirsoft.net Y
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MozillaHistoryView

http://www.nirsoft.net/utils/mozilla_history_view.html

[Ed MozillaHistory¥iew - F:Documents and Settings' AdministratorApp

Flle Edit WYiew Options Help

—loi x|

Ry = e = ]

LURL [ First visit Dats

[ Last visit Date %

| Wisit €., | Referrer

-

@ http:/fsourceforge. netfindez:. php 10/09/2007 19:33:08
O htkpe f e, rnzilla, comen-USisuppoet | 10/09/2007 19:32:03
O htkpe ) blog. mozilla, corm) 10/09/2007 19:32:03
O htkpeffrds, vahoo.com)_yle=A0geu9Cdf WEEF,,, 10092007 19:31:56
D htkps ) hamanes mozilla, comjfirefox) 10/09/2007 19:31:56
@ httpeffhe v, mozilla, cornfhe fFirefosg 10/09/2007 19:31:56
O htkpe f penenen mmiozilla, compen-USFirefosx) 10/09/2007 19:31:56
O htkpef e vabion, comfe /s ®-hkkpe search, . 10092007 19:31:53
O htkpeffsearch.yahon, comfsearchep=Firefoxaf. .. 10092007 19:31:53
O htkpe e v abioo, com) 10/09/2007 19:31:35
@ http:/ . nirsoft. neticode samples, Hml 10/09/2007 19:31:30

10§09f2007 19:33:05
10§09f2007 19:32:03
10/09)2007 19:32:03
10/09/2007 19:31:56
10§09/2007 19:31:56
10§09/2007 19:31:56
10§09(2007 19131156
10§09f2007 19:31:53
10§09/2007 19:31:53
10/09)2007 19:31:35
10/09/2007 19:31:30

0

oo o oo o o o o

ikt e
ikt e
http:ffsear:
http:ffsear
http:ffseart
http:ffsear

itk f fana T
| | 3

95 item(s), 1 Selected | HirSoft Freeware, http:iwww.nirsoft.net A

MozillaCookieView

http://www.nirsoft.net/utils/mozilla_cookie_view.html

MozillaCookies¥iew: F:"Documents and Settings' Administrator' Application D: - IEI|5|

I
Hb Ee: Gew Ep [MozilaCookiesview: FiiDocuments and Settings)adrinistrator Application DatalMog

oM EE xXEA

Domain # | Path | Mame | Value | Expiration Date | Secure | Domain ... | Line =
O& zo7.net i s_wi_atamox7E... [CSw3|3ECI...  15/04/201022:5:57 Mo Yes 32
O& 207.net i s_sy_atamox7E,.. [CSw2|3EC3...  15/04/201022:5%:57 Mo Yes 33
| ﬁ \akdmt.com i Ad002 0010506595, ., 16/04/2005 02:5%:41 Mo es 19
& atwola.com i badsrfi Yiceab37adf,,,  31/01/2005 18:12:28 Mo Yes 47
O ﬁ LCAM, COM ! ChNid 8a58426b-2,..  13J08/201004:12:26 Mo Yes 49
| ﬁ .cnnaudience. com [ AUDid cf1947e6-64... 30/12/2037 15:59:41 Mo Yes 18
O@ doubledick.net | id BO00002349,..  15/04/2006 16:13:10 Mo Yes L
< | B
44 Cookies A
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MozillaCacheView

http://www.nirsoft.net/utils/mozilla_cache_viewer.html

#l MozillaCacheYiew: F:Documents and 5ettings"-.,ndn1inistratnr"-.,an: - |D|ﬂ
File Edt Wew Options Help

aeE EHaaE A

Filename | Content: Type | JRL 4 | File Size | Fetch Cour «
@mailpv.gif image/aif itk f ey nirsaft netfutils frmailpey gif 6,593 1
@mailpv.html text/hkml kb f ey mirsaft, mekfutils frmailpy, bkl 14,772 1
mailpv_icon. gif image/qif hikkps f ey nirsaft, metfutilsfmailpy_icon... 314 1
@jmozilla_hist-:-ry_view. v kexthbml hikbps fhamawy nirsaft, metfutilsimozilla_hist.., 9,216 1
@mozillahistnrwiew.gif image/gif Rtk f g mirsoft, netfutilsfmozillahisto, .. 19,233 1
@mozillahistnrwiew_ic. .. image/gif hitkpe f s nirsaft . netfutilsfmozillahisto,.. 319 1
@mspass.gif image/aif hitkp: f e, nirsoft . netfutils fmspass, gif 10,595 2
@mspass.html text/hkml hikbps f ey nirsaft . mekfutilsfmspass. Bkl 14,023 z
@mspass_icon.gif image/aif hikkp: f ey nirsaft . metfutilsfmspass_ica.., 1,051 z
@jpassword_sniffer.html kext/hkml hitbps fhmwy nirsoft, netfutilsfpassword _.,. 12,060 1 il
@smsniff.gif image/gif ik fhamay  nirsoft, net futilsfsmsniff, gif 19,652 1 -
« | B
2324 itemi(s), 1 Selected | HirSoft Freeware. hitp:/www.nirsoft.net 4

MyLastSearch

http://www.nirsoft.net/utils/my_last_search.html

'_ MyLastSearch -0 x|

File Edit “ew Options Help

(o E[EA mE A

Search Text I Search Engine I Search Time % I Weh Browser I Hits I Ll &
O windows MSM 100112007 015302 Internet Explorer 1 h
10112007 01:52:4; ; 1

D password recovery Google 100112007 01:52:30  Mozilla 1 hi

i MyLastSearch Google 10/11/2007 01:51:56 Mozilla 1 hi

D freeware utilities Google 100112007 01:51:21 Internet Explorer 1 hi

0 Mirsoft Google 100112007 01:51:12  Inkternet Explorer 1 hi -
;‘i ' [} - 1 N PR N R T Y LI - 1 I a f

189 itemis), 1 Selected

| HirSoft Freeware. hitp:/'www.nirsoft. o
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Analisi - P2ZCommander

Paraben’s P2 Commander

Ble Vew Hesh Took Heb
[ | JNew [:50pen 75 AddEvidence | (@ Back (@) Forward |§] Refresh <¥Refresh All | () Hide Empty Folders | ({3 Case History | % Options |
| ) Search PyBatch Export Wizard [ Export |

#sort =] sorted Files Search | [ (v W | [l Generate Report ) Count Contents 74 Add Bookmark [|(=)Email Data |

cese Explrer 3 X [ Viekome ) Postam amia | v x
I;W; ER |l Path: [p2ci//\favoro s X = =
& (2] uZa lavore_micheleferrazzana_t O ¥ [O[® [0 [Subject From To |Crested [ Sent =
= (3] B Thunderbird [m] 3 % () ===*SPAM*=**= Risultati della ricerca salvata su Infolab Infolobs.it Offerte <cffert lavoro@micheleferrazzanc 21/02/2011 02:31:21
& (3 ] lavoro_micheleferrazzano_it (M| [@] x| [FromPranay Gupta and other Computer Security and Forel
(2] Bozze [m] [=RIR Da SupportMart . ¢ altri membri del gruppo Computer Fori Computer Forensic Profes: Michele Ferrazzano <lavon 21022011 16
& 2 {J Postainarrivo O ® From Marc Gourley and other e-LEGAL group members on e-LEGAL Group Members « Michele Ferrazzano <lavon 21f02/2011 1
(240 ALa - car O ® DaJada Adorni ¢ altri membri del gruppo Bolognaln - Bol Bolognaln - Bologna Busir Michele Ferrazzano <lavon 21/02/20112¢
« I o - I O X Risultati della ricerca salvata su InfoJobs.it InfoJobs.it Offerte <offert lavoro@micheleferrazzano 22£02/2011 01:10:
2 case Exporer | @sarted s |LJ rres ¥ socnars || x 2800 e Altroconsumo: cancellazione creativita! timesit 22/02/2011 05245
O I cetficazioni ritenute Giuseppe Carith <studio. FERRAZZANO MICHELE <l 22/02/2011 11:02:
Preiz= Ix 00 x From Christopher Milne and other Computer Security and F Computer Security and For Michele Ferrazzano <lavon 22/02/2011 1
[P Additional Tnfo = ul x From Imants ven Wenden and other e-LEGAL group memb e-LEGAL Group Members « Michele Ferrazzano <lavon 22/02/2011 1
Internet Message ID <113786746.25038556. 129829401
Wessage Size (bytes)  6.161 q | ﬂ
|2 Dates
Creaton Date 21/02/2011 1413 Firished Total: 2295
Received Date 220272011 20.59
b5 Hesage Fags £-mai Data 1 x4
;:‘;;Zj ::s From Pranay Gupta and other Computer Security and Forensics group :
Has Attachments to "Computer Security and Forensics Group Members" <group-digests@linkedin.com >
Importance Normal o -
Prioity Normal =
Read ves cc =
|5 Recipients BCG =
To Michele Ferrazzana
[ sender
From Computer Security and Forensics Gr
Sender Emal group-digests@inkedn.com
Sender Name Computer Security and Forensics Gr
5 subject
Suject From Pranay Gupta and other Come. |
[ varie I=IRFC Header =]]Text BIJRTF @ JHM. ¢ ]RawHTM. (] Attachments
EWETEdNW N o " | 51 Common Log i Tasks |1 Emei Data |

Analisi - Oxygen forensics

i Owygen rorensic s

2010 Analyst

Devies Vien Tk Servies Heb

Figoeskop | ] seareh | [3]20rc (2 pom -

Qo - @

| & e -

vews ~ 1) sort ~

@ rep

File Browser | Selected 471 obsects. «
Z|| Tasks for ies and folders 5] =
51 Show proseties
= i severe photo16.j 5.5 01062009 01062003
Zl s oo BED pustrinn i ins v o 0%
P Frdiics
Object mformation &S photo1as oto 15-1 proto27.)
b0 %o £
B 01032010 31052010 31052010
= 06630 R

(] 31052010 [¥] PicnIC. 3 (¥ 31052010 [¥] 25032010 [] MEDICAL.
o7: G 0671 »6

[ %] [

[l inten,_hack (] wiliams.pn (7] imagen>a. [7] a130_ten (] s130_ten [Z]nr
oround o ira ZivRig  _1o0A ok

n

eo_Fe

Geo positioning £

et i Cliom LifeBiog

S g 6136 160 (] 6136_160 (7] 2454_162 [F] 2454_162 [F] sa39_150
= 1205, 12076, 1225 122 1355,

L Ziaobapg 120 Tiamipg 122l EEE

Lac: 5407
Cea 1D : 42573
seo

cots_128 [ 6115_150
Tstbipy  _120b.pg

061 _162
Z1226p5

Lattude: N 36,063888
I ongitide: W 117,112498

s910_180 s116_162
12575 1235

- -m-@O-ame O

S,
s%%

Mode: Image Zoom: Fit Mo selection

(& selecredfolders) | {2} images | ) melodes | 9 videos | () vocuments | (3 Applications | (3) Databasefiles | ) uther files | @) Geo files

] 00r00003. [¥] FLIGHT. P [7] convergen
a © <o back,

N Redh [7] 6168_160 7] ora_ien [7] 164 ten
JRECY a 105

I

ey
vl
-

2s80_178
Tiaas,

_135b.jpg.

o=

oproooos
af

SF-A-EO-éE A

00000000: | FF D EF E1 26 =D 45 78 | 69 &6

[ | = ¥ Newdevice N73-1)
o c

(1,15 M8/14,35 118)
cache
atics

RESOURCE

System

VisuslRadio
el formmat
Xvp

(15,82M9/15,52 1B}
Private

(1,77 GD/1,0460)

1] < 7: (08

o
8

o selection

Qodi  Newdence N Lotalobicciogod  Selected 003215CD pg YTy
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Analisi - emuleforensic

emuleforansi%

| HoMEPAGE | EXAMPLE | REGISTER | LOGIN | CONTACT

EMULEFORENSIC

This is the official web site for eMuleForensic CIRSFID

It was born as research project for PhD in Computer Forensics at CIRSFID University of Balogna. Now, itis
hosted on CIRSFID server in Bologna (Italy)

Itis a digital investigation tool that allows you to convert eMule (or abule or eMuleAdunanza) config files in xml format.

50you can - for example - understand easily if suspect ser downloaded/uploaded a file with & specific content (i.e. child pormography)
It makes a xml file where you can find infarmations about:

- userhash;

- downloaded and uploaded files (with hash, size, last modified date, name);

- users who downloaded from you or uploaded to you,

- nurber of download reguests for each file (and the number of requests accepted);

- lastest keywords used to find files

These informations are extract fram configuration files known.mef, clients.met, AC_SearchStrings. daf and preferences. dat

Mote that in these files there aren't personal data about the suspect, but only anonymus data like hash codes, filenames, keywords.

(C) 2011 Michele Ferrazzana
emuleforensic is a forensics software for eMule, hosted on CIRSFID server.

Analisi

NETWORK
FORENSICS
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Pacchetto TCP

Source port Destination port

Sequence number

Acknowledgment number

ufafpfr|s|f )
Data Reserved rlcfs|s|y|i Window
offset glklnlt]n]n
Checksum Urgent pointer

Options Padding

Dati

18] x]
Ele Edt View Go Captwe Analyes Skatistics Telephony Tecls Help
Buees PEXEE | AcsTL|(BR QAR DMk &
Fiker: | ¥ Espresson,., Clar Apply
. [Time |source |pestination |Protocal_[1rfo ]
TOSEIZA 37 C09 23T T —I39. IZ8-Zur mTE DT
23 3.652559  62.149.128.201 137.204.231.102 SMTP  5: 354 go ahead
24 3.652710  137.204.231.102 62.149.128.201 SMTP  C: DATA fragment, 1236 hytes
25 3.688256  62.149.128.201 137.204.231.102 TP smtp > hello [AcK] Seq=198 Ack=1415 wWin=7416 Len=0
26 3.688206  137.204.231.102 62.140.128.201 mE from: "posta 1" <posta-l@micheleferrazzano.its, subject: mail di prova, (text/plain)
27 3.690824  62.149.128.201 137.204.231.102 TcR smtp > hello [Ack] Seq=198 Ack=1420 win=7416 Len=0
283.715210  62.149.128.201 137.204.231.102 SMTP 51 250 ok 1301072520 gp 13134 o
293.718325  137.204.231.102 62.149.128.201 SMTP  C: QUIT
2 6214 20 137,204 02 SMTP  5: 221 smtpé.aruba.it .
Frame 241 1290 Bytes on wire (10320 Bits), 1790 bytes captured (L0320 DITs)
Ethernet IT, src: asustekc_74:a0:cc (00:23:54:74:a0:cc), Dst: All-HSRP-routers_cB (00:00:0c:07:ac:c8) ml
Internet Protocol, Srci 137.204.231.102 (137.204.231.102), Dst: 62.149.128.201 (62.149.128.201)
= Transmission Control Protocol, sre Port: hello (1789), Dst Port: smtp (25), Seq: 179, ack: 198, Len: 1236 1
source port: hello (1789)
pestination port: smrp (25)
[stream index: 0] .
- S,
4 ~
o f2e 2o 50 20 oo oo oo ]
Sinple Mall Transer Protocol (smtp), 1236 bytes | Packets: 38 Displayed: 38 Morked: 0 Load tine: 0:00.625 [ Profile: Default




Xplico Interface
Help Logout
CasE Search: Go
Sols Date Subject Sender Receivers| Size
. 2007-08-14 11:06:50 S P AW agc is real "Shannon Palacios"<shraga davenpc <info@iserm.com= 22907
Email 2007-08-14 11:03:50 SPAMT Ladies will love you “Tania Moreno™ <pkcensorial @mone “f5cd67a3" <f5cd67a3 @iserm.com: 3692
Si P 2007-08-14 11:02:50 Sorty for being late “Bridgett” <tajnireiwfcs @advantexir “Cleo Sanchez"” <yoke @iserm.com> 2393
Wweb 2007-08-14 08:24:10 This basic strategic insight supplied the tactics f "Daniel Perth" <Daniel@836@ecommel a6185ct@iserm.com 2303
2007-08-14 08:20:35 You would have been a formidable team “Carmela Fomenko" <Fomenkowlg@| =yoke@iserm.com= SE60
Images 2007-08-14 08:18:34 They talked for five or ten minutes and then | he "Gustavo Breck” <Gustavo_Breck@i i com 2378
Printer 2007-08-14 08:12:29 Accept Credit Cards on Your Web Site Today. "Julie " <Julie.. | L iserm.com: 2240
2007-08-14 08:04:58 This report indicates which shows were watch “"Kingman Mulchan™ i com 2285
Fip 2007-08-14 08:04:41 Returned mail: see transcript for details Mail Delivery Subsystem <MAILER-D: <hucsotrmv@iserm.com> 5021
Mms 2007-08-14 08:04:34 Returned mail: see transcript for details Mail Delivery Subsystem <MAILER-D: <pafthsmqc @iserm.com> 5342
GeoMap 2007-08-14 08:04:33 Re: Hallo! "Abel Chaney” <a-1 Wt iserm.com: 13717
2007-08-14 08:04:31 Delivery Status Notification (Failure) "Mail Delivery System” <MAILER-DAE zylgsps @iserm.com 4552
2007-08-14 08:04:31 *SPAM*"* But the way SATA has been dev"melica soo™” i col <ab18f iserm.com: 8125
2007-08-14 08:04:30 HISPAM ™ The gifl eluded us. "Mellissa Goedde" ji i i iserm.com: 4229
2007-08-14 08:04:28 About last night "Crystal Hamilton™ <ari: i v "Steve" i com. 2398
2007-08-14 08:04:28 *"SPAM™* Fwd: Thanks, we are accepting "Drew Christensen™ i cur I com: 6263
2007-08-14 08:04:28 Webster, Nesta - "World Revolution”, London, ( "wandersom Nyland" i com: 5258
2007-08-14 08:04:26 Just keep in touch "Goldie Sanchez™ <balstor “Lisandra™ iserm.cor 2268
2007-08-14 08:04:24 AUTHENTIC VIAGRA AND CIALIS "Sales Department” <sales @designi"Luiz Everson" <kxtvwy @iserm.com 1387
2007-08-14 08:04:24 *"*SPAM*™** Fwd: Thank you, we are ready t«"Heath Randall” i i iserm.com: 6109
2007-08-14 08:04:23 Undeliverable: Thanks, we are ready to lend yoi "System ini: inistra i (@iserm.com: 4962
2007.08:14 08:04:23 i Mail 1o Sender MAII ER-DAEMON local @isenm.com 4762

Xplico

Xplico Interface

Help  Logout

cases  Email to <info@iserm.com>

Sols Subject: THTSPAMT Magic is real
Sender: Shannon Palacios <shraga.davenport@armhule.die
Email Recipient:
. Date: Tue, 14 Aug 2007 09:05:56 -0900
SIp Username:
web Password:
EML file: email.eml
Images Info: info.aml
Printer Spam detection software, running on the system "mxavasi4.fe.aruba.it’, has [4]

identified this incoming email as possible spam. The original message
has been attached to this so you can view it (if It isn't spam) or label
Mms similar future email. If you have any questions, see

http:/Avademecum. aruba.it/start/mail/antispam/ for details.

Fip

GealMap

Content preview: [...]

Content analysis details: (5.1 points, 5.0 required)

[4

ots rule name descrintion
Attached message E-mail message




Laboratorio

LABORATORIO INFORMATICA
FORENSE LOW-COST

Hardware per l'attivita di laboratorio

PC e notebook XXX €
Lettori di supporti e cavi (di tutti i tipi)
BluRay XX €
DVvD XX €
CD XX €
Hard-disk X—-XX€
Floppy 3,5” X—=XX€
Cavi per telefoni cellulari X = XXX €
Copiatori XXX = XXXX €
Write blocker XXX = XXXX €

Investimento iniziale minimo: alcune centinaia di €
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Software per l'attivita di laboratorio

Sistema operativo

Windows XXX €

Linux (es: DEFT) 0€

Software per acquisizione (DF)

EnCase XXXX €
FTK Imager 0€
dd, dcfldd 0€

Software per acquisizione (NF)

Wireshark 0 €

Investimento iniziale minimo: 0 €

Software per l'attivita di laboratorio

Encase XXXX €
Autopsy (Open source) 0€
FTK Imager 0€
NetAnalisyis XXX €
FTK XXXX €
P2Commander XXX €
Photorec (Open source) 0€
Software vari Nirsoft 0€
Software per analisi (NF)
Wireshark (Open source) 0 €
Xplico (Open source) 0 €

Investimento iniziale minimo: 0 €
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