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* What are models and why are important (classic view of SE)
* Modeling notation: Abstract State Machines
* Use of models:
* Code generation
* Digital twins
* Models@Runtime
* Problems with models
* Evolution

* New roles of models

704N\ | UNIVERSITA | Dipartimento
iAol |2 | DEGLI STUDI | dilngegneria Gestionale,
nl- DI BERGAMO dell'informazione e della Produzione




what are models

« |n software engineering, when we use models, we mean abstract
representations of a system.

- Normally, models are a mathematical/algebraic/logic representation
of the system or part of it.

« |In case the notation is more formally oriented, we use the term
formal models.

« Not to be confused with models in ML, or like large language models
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Classical USE of models

- Models are used to help understand, design, analyze,
implement, and communicate how a system works or

should work.

. This is at least the classical use of models in
requirements engineering.
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Classical use of models: to build

software
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Are formal models still useful?

* AGILE
“Working software over comprehensive documentation”
« Agile modeling (AM)
 Machine learning
« Thesystemis not realized from a representation of it
* Language Models
 Requirements 2 implementation

* No Yes/No answer
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Abstract State Machines
asmeta

An example of modelling...



Abstract State Machines

e ASMsarea able to guide the development of
software systems seamlessly from requirements capture to their
implementation

e ASMs used in different

definition of industrial standards for programming and modeling
languages

design and re-engineering of safety-critical systems
verification of compilers, security protocols, etc.
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Main references: ASM books E.Boerger and R. Staerk, 2003

1 = e, —-—
,.%

E.Boerger

and A.
Modeling Raschke, Abstract
Companion for 2018 State Machines

Software

Practitioners

Report also on industrial/academic projects where ASMs have been applied

P.Arcaini, A.Bombarda, S.Bonfanti, A.Gargantini, E.Riccobene, P.Scandurra:
The ASMETA Approach to Safety Assurance of Software Systems. LNCS (2021).
https://doi.org/10.1007/978-3-030-76020-5_13
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https://doi.org/10.1007/978-3-030-76020-5_13

Why the ASMs

Practitioners are reluctant to model SW REQS by using FMs due to:

« Jlack of
. formal notations
« lack of easy-to-use supporting a developer during the life

cycle activities of system development
 lack of a precise development from REQs to code
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ASM-based Modeling Approach

ASM formal method builds upon
. , State-based transition systems that
extend Finite State Machines

unstructured control states are replaced by states with arbitrary
complex data

. ,an ASM which is a reference model for the design
w.r.t. a set of requirements

. , a general scheme for stepwise instantiations of
model abstractions to concrete system elements
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Abstract State Machines (ASMs)

ASMs are state-based transition systems:

S (s

State: instantaneous
configuration of the
system and its external
events

State transition: application
of transition rules to get state
update (next state)
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ASM state

. : multi-sorted first-order structure (algebra), i.e. domains
of objects with functions defined on them

o (f,(vy,..,V,)) are
s represent object container (or memory unit)
s at each state, each location has a value

0 represent the basic units of state change

and they are given as assignments:
f(Vlr-"rVn):: Vhext

o aNa | UNIVERSITA Nt
@{\m ‘ DEGLI STUDI | d ‘
\oal /" | preereaMo | dellinforr
Caa s



Function classification

. functions updated by transition rules
o : read by the machine and written by the env
o : read and written by the machine
o : written by the machine and read by the env
o : read and written by the machine and the env
. functions not updated by transition rules

e Functions defined in terms of other functions are called
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ASM transitions

o specify how dynamic functions change from
one state to the next

o (guarded update):
if Conditionthen Updates
where Updates is a set of function updates
f(tl,...,tn)=t
simultaneously executed when Cond/tionis true
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ASM transition rules

@l

More complex rule constructors exist:

@)

@)

(@)

guarded updates (if-then-else, switch-case)
simultaneous parallel updates (par)
non-determinism (choose)

unrestricted synch. parallelism (forall)
abbreviation on terms of rules (let)
sequential actions (seq)

domain extension (extend)
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ASMETA Toolset

Tool components and modeling process

FROM TUTORIAL @ FM — VIDEO AVAILABLE



ASMETA Toolset

DESIGN
DEVELOPMENT
Modelling
Modeler N oo }_{: C++ Code
Modelling Language Editor Compiler | Aem2CHt C++ Unit test
Asmetal AsmetaXt AsmetaC
Abstract Unit Test Generator
t Refinement prover ATGT
AsmRefProver
visuall Behaviour-Driven Development
Rl i, Y, Asm o\ scenario generator
s q&V ASM1 qﬁ | final ’ Asmeig:aBDD
L 2\ ,
Validation Alenatos | — OPERATION
{Model Revuewer Simulator _ AsmetaAh | |/
AsmetaMA AsmetaS Runtime Monitor
\ v Metamodel CoMA }
Validator Scenanos@ AsmM
AsmetaV Java API Runtime Simulator
emt : ,
(Modellmg Language ‘ [ Ecore
Avalla \
Verification Model Checker <:
AsmetaSMV
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Developed by exploiting the
MDE approach for software
development

Core component: the meta-
model AsmM as abstract
notation to define an ASM



ASMETA @ design-time

DESIGN
o
Wodelling .
— o Modeling Language
[Modelling Language}[ Editor ]( Compiler ] O Reﬂnement
Asmetal AsmetaXt AsmetaC ] i ]
o Visualization
Visualizer Refinement prover
[ AsmetaVis J{ AsmRefProver }
AsM o'ﬁ ASM 1 qu—':i’;’l' ¢
e , o Model Simulation
Animator
[Mo;;;:g;;;wer” Simulator } Asmetah J o Model Animation
cie  — o Scenario-based validation
AsmetaV Scenarios
[Model}linglLfnguageJ 1 O |\/|Od8| reV|eW|ng
S o Model checking of
Verification Model Checker .
Asmetasuy temporal properties
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ASMETA @ development time

DEVELOPMENT

C++ Code
Code Generator
Asm2C++ ,
C++ Unit test

-

Abstract Unit Test Generator

ATGT }

Behaviour-Driven Development

scenario generator
AsmetaVBDD
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Automatic model-based
code generation

Automatic model-based test
generation

Unit test generation

Behaviour-Driven
Development scenarios

O acceptance test generator for
complex scenarios



ASMETA @ operation time

Model as a twin of the real system

o Twin execution used to

OPERATION check correctness of the

real system behavior w.r.t.
model behavior

~

Runtime Monitor
3 CoMA J

e Runtime

o Twin execution used to
prevent misbehavior of the
real system in case of
unsafe model behavior

( Runtime Simulator
| AsmetaS(@run. time |
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ASMETA modeling process

e From ASM,, through a ASM;,
ASM.,,. .., other functional requirements are modeled, till the

desired level of completeness

. captures all intended requirements at the desired level
of abstraction

- N

e We support proof of (a form L Refinement prover
AsmRefProver

Of) J

step %SM 0 G#' ASM 1 @'“Lm
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The textual
modeling notation
Asmetal



ASMETA model structure

° . Import of modules, signature declaration

° . defs. of domains/functions, state invariants, and rules

. . def. of the starting rule of the machine

. . specifies an initial state (an initial value for domains

and functions of the signature)
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ASMETA model structure in Asmetal

"~ asm pillbox_ground

import ../STDL/StandardLibrary

's.i'gnature:
// DOMAINS

abstract domain Drawer

enum domain LedLights = {OFF | ON}

// EUNCTIONS

< O O T

dynamic monitored isPillTaken: Drawer —> Boolean

" definitions:
// FUNCTIONS DEFINITIONS
function isOn($d in Drawer) =

(drawerLed($d) = ON)

// RULE DEFINITIONS
rule r_reset($drawer in Drawer) = ...

// INVARIANTS AND PROPERTIES
invariant inv_drawerl over Drawer = ...

~ // MAIN Rule

: . ] main rule
main rule r_Main = ...

;:iynamic controlled drawerlLed: Drawer —> LedLights // INITIAL STATE

derived isOn: Drawer —> Boolean

static drawerl: Drawer

initialization

“default init sO:
// Turn—off all the LEDs for the Drawers
function drawerLed($drawer in Drawer) = OFF
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ASMETA Eclipse Editor

& workspace - tutorial_FM24/my_pillbox.asm - Eclipse IDE

= o X
File Edit Navigate Search Project AsmEE Run Asmeta Window Help

= DivnisvsviVMUMmi = TTEAL OD FvO v v Ay H#Ov B 5 vid v § Q ®|&
[# Package Explorer % = B B pillbox_ground.asm B my_pillbox.asm X [ pillbox final.asm = B B Task List X ==

B3| § 1 asm my_pillbox a FviE:slextalad s
~ 1 STDL 2=import ../STDL/StandardLibrary

: ; Find » All » Activate... ®@
& CTLLibrary.asm Z zlil"la?ltlr“e. Find |
& LTLLibrary.asm SETNEETONSE

L R A

[& MAPEpatterns.asm
[& StandardLibrary.asm
[& TimeLibrary.asm
[& TimeLibrarySimple.asm
~ 13 tutorial_FM24
[# my_pillbox.asm
[& pillbox_final.asm
Ley pillbox_final.cpp
Ly pillbox_final.h
[& pillbox_ground.asm
[& pillbox_time.asm 2 Outline X ~ &l 8 =1
2 pillbox_time.smv > = my_pillbox
README.md
[ scenario_final.avalla

[2 scenario_ground.avalla

<

[ Problems @ Javadoc [@ Declaration & Console x
Asmeta console

INFO - parsing file C:\Users\patri\ASMETA_AGO_2©24\asmeta_win64\workspace\tutorial_FM24\my_pillbox.asm
INFO - file successfully parsed for asm my_pillbox

KR 2 vS(vmom=08g

o

& B Q se L 3 -MNé 0 ED = ~E e m ral M

8/13/2024 =
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Simulation AsmetaS



AsmetaS

o« Before starting the simulation set the preferences:
Window -> Preferences -> Asmeta -> Simulator

CHECK_STOP |
Check invariants CHECK_STOP @ CHECK_CONTINUE

Stop simulation if the update set is empty
Stop simulation if the update set is trivial
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AsmetaS

e Axiom checker
to check model invariants
o Consistent Updates checking
to check for inconsistent updates
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AsmetaS

e Random 59
Values to monitored functions are automatically assigned

e Interactive
Values to monitored tfunctions are inserted by the user
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Animation AsmetaA



AsmetaA
e Random

Values to monitored functions are automatically assigned

e Interactive

Do one interactive step

Values to monitorea tuncuons are inserted by the user
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AsmetaA: random animation

Tpe Funcions e The pill in drawer 1

' :: M isPi::Tal;en(jraweﬂ) true
| M isPillTaken(drawer2) true . :
: eav M isPillTaken(drawer3) false h ItS th e d ead I I n e
: 8V M | pillDeadlineHit(drawer1) true
Insert random step number av M pillDeadlineHit(drawerZ) false
[ 1 BV M pillDeadlineHit(drawer3) false
Type Functions - [ State 0

i Inviariant violation / exceptions A C drawerled(drawer1) OFF

AN C drawerlLed(drawer?2) OFF

O C drawerlLed(drawer3) OFF
| O C isPillTobeTaken(drawer1) false
i AN C isPillTobeTaken(drawer?2) false
[ AN C isPillTobeTaken(drawer3) false

ve Controlled Functions
Controlled Functions D
ve Monitored Functions

Monitored Functions C

export to Avalla

UNIVERSITA | Dipartimento
DEGLI STUDI | dilngegneria G
DI BERGAMO | dell'informazione

nale,
della Produzione




AsmetaA: random animation

; B AsmetaA —

, Type Functions - [ State 0 State 1 o Th e pi I I i n d rawe r 2
‘ ) . v M isPillTaken(drawer1) true true
|

Bav M isPillTaken(drawer?2) true true d d 3 h 't th
. Bv M isPillTaken(drawer3) false  false a n rawe r I e
il Do random step/s v M illDeadlineHit(drawer1) true false .
Insert random step number v M pillDeadlineHit(drawer?2) false  true d ead I I n e
[ 1 av M pillDeadlineHit(drawer3) false  true

Type Functions . [ State 0 State 1 Th : I I - d 1

| Inviariant violation / exceptions A C drawerLed(drawer1) OFF OFF o e pl I n rawe r
' O C drawerlLed(drawer2) OFF OFF

OA C drawerl ed(drawer3) OFF OFF be CO m eS to be ta ke n
| A C isPillTobeTaken(drawer1) false  true
; A C isPillTobeTaken(drawer?) false  false
[ O C isPillTobeTaken(drawer3) false false

ve Controlled Functions
Controlled Functions D
ve Monitored Functions

Monitored Functions C

export to Avalla
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AsmetaA: random animation

; B AsmetaA _ O

, Type Functions - [ State 0 State 1 State 2 ) Th e L E D I n d rawe r 1
n . av M isPillTaken(drawer1) true true true
Do one interactive step

av M isPillTaken(drawer?2) true true true

isPillTaken(drawer3) false false false be CO m eS O N

i BV M
j§ Do ra ndom step/s eav M pillDeadlineHit(drawer1) true false  false
| Insert random step number v M pillDeadlineHit(drawer2) false  true true Th . I I . d 2
' 1 v M pillDeadlineHit(drawer3) false  true true [ e p I S I n rawe r
Type Functions - [ State O State 1 State 2 d d 3 b
| Inviariant violation / exceptions OA C drawerled(drawer1) OFF OFF ON a n rawe r eCO| I Ie
' OAN C drawerled(drawer2) OFF  OFF OFF
OA C drawerlLed(drawer3) OFF OFF OFF t b t k
| A D o O De 1laKen
: OA C isPillTobeTaken(drawer2) false  false  true
[ OA C isPillTobeTaken(drawer3) false false  true

ve Controlled Functions
Controlled Functions D
ve Monitored Functions

Monitored Functions C

export to Avalla
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AsmetaA: random animation

; B AsmetaA _ O %

] Type Functions State 0 State 1 State 2 State 3 o Th e L E D I n d rawe r 1
. . av M isPillTaken(drawer1) true true true
Do one interactive step

av M isPillTaken(drawer?2) true true true b O F F
: av M isPillTaken(drawer3) false false false e CO m e S
f 8v M pillDeadlineHit(drawer1) true false  false
E Insert random step number 8V M  pillDeadlineHit(drawer2) false  true  true
f 1 av M pillDeadlineHit(drawer3) false  true true
Type Functions . [ State 0 State 1 State 2 State 3
Inviariant violation / exceptions OA C drawerled(drawer1) OFF OFF ON OFF
~ OA C drawerled(drawer?2) OFF OFF OFF OFF
A C drawerled(drawer3) OFF OFF OFF OFF
_ oA C I isPillTobeTaken(drawer1) false  true true false
OA C isPillTo eTaken(drawer?) false  false  true true
OA C isPillTobeTaken(drawer3) false false  true true

ve Controlled Functions
Controlled Functions D
ve Monitored Functions

Monitored Functions C

export to Avalla
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Model validation by
scenarios
construction:
AsmetaV




Scenario-based Validation

Scenarios are

- Descriptions of external actor actions and reactions of
the system

- Useful to check the correct behavior of the model

-  Written in the Avalla language
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Detailed look of an Avalla scenario

scenario scenario_ground
load pillbox_ground.asm

// Initially all deadlines are not hit

set pillDeadlineHit(drawerl) := false;
set pillDeadlineHit(drawer2) := false;
set pillDeadlineHit(drawer3) := false;
set isPillTaken(drawer3) := false;

set isPillTaken(drawerl) := false;

set isPillTaken(drawer2) := false;

step

// Check that all leds are off

check drawerlLed(drawerl) = OFF;
check drawerlLed(drawer2) = OFF;
check drawerlLed(drawer3) = OFF;

// Now, the time for the pill in the drawer 1 comes
set pillDeadlineHit(drawerl) := true;
step

// Check that pill is ready to be taken
check isPill TobeTaken(drawerl) = true;

A \% UNIVERSITA | Dipartimento
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Scenario name

Keyword scenario followed
by the name



Detailed look of an Avalla scenario

scenario scenario_ground
load pillbox_ground.asm

// Initially all deadlines are not hit

set pillDeadlineHit(drawerl) := false;
set pillDeadlineHit(drawer2) := false;
set pillDeadlineHit(drawer3) := false;
set isPillTaken(drawer3) := false;

set isPillTaken(drawerl) := false;

set isPillTaken(drawer2) := false;

step

// Check that all leds are off

check drawerlLed(drawerl) = OFF;
check drawerlLed(drawer2) = OFF;
check drawerlLed(drawer3) = OFF;

// Now, the time for the pill in the drawer 1 comes
set pillDeadlineHit(drawerl) := true;
step

// Check that pill is ready to be taken
check isPiIITobeTaken(drawerl) = true;

s ﬁ UNIVERSITA D ;,we: nto
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Loading Asmeta specification

Keyword load followed by
the name (or the path) of a
specification

Each scenario is executed
against an Asmeta
specification



Detailed look of an Avalla scenario

scenario scenario_ground
load pillbox_ground.asm

// Initially all deadlines are not hit

set pillDeadlineHit(drawerl) := false;

set pillDeadlineHit(drawer2) := false;
set pillDeadlineHit(drawer3) := false;
set isPillTaken(drawer3) := false;

set isPillTaken(drawerl) := false;

set isPillTaken(drawer2) := false;
step

// Check that all leds are off

check drawerlLed(drawerl) = OFF;
check drawerlLed(drawer2) = OFF;
check drawerlLed(drawer3) = OFF;

// Now, the time for the pill in the drawer 1 comes

set pillDeadlineHit(drawerl) := true;
step

// Check that pill is ready to be taken
check isPiIITobeTaken(drawerl) = true;

s ﬁ UNIVERSITA D ;,we: nto
g DEGLI STUDI | di m ria Gestionale,
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Setting monitored functions

o« Keyword set followed by

©)

©)

the name of the
monitored location (read
by the machine from the
environment)

the value to be
assigned



Detailed look of an Avalla scenario

Step execution

scenario scenario_ground

load pillbox_ground.asm Y step command

// Initially all deadlines are not hit
set pillDeadlineHit(drawerl) := false;
set pillDeadlineHit(drawer2) := false;

set pillDeadlineHit(drawer3) := false; .. 0r ...

set isPillTaken(drawer3) := false;

set isPillTaken(drawerl) := false; .

set isPillTaken(drawer2) := false; ° Stepuntll Command’ followed
=oe by a Boolean condition

// Check that all leds are off

check drawerlLed(drawerl) = OFF;

check drawerlLed(drawer2) = OFF;

check drawerlLed(drawer3) = OFF;

// Now, the time for the pill in the drawer 1 comes
set pillDeadlineHit(drawerl) := true;

step

// Check that pill is ready to be taken

check isPiIITobeTaken(drawerl) = true;

g :1 UNIVERSITA | D
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Detailed look of an Avalla scenario

scenario scenario_ground
load pillbox_ground.asm

// Initially all deadlines are not hit
set pillDeadlineHit(drawerl) := false;
set pillDeadlineHit(drawer2) := false;
set pillDeadlineHit(drawer3) := false;
set isPillTaken(drawer3) := false;

set isPillTaken(drawerl) := false;

set isPillTaken(drawer2) := false;
step

// Check that all leds are off

check drawerlLed(drawerl) = OFF;
check drawerlLed(drawer2) = OFF;
check drawerlLed(drawer3) = OFF;
// Now, the time for the pill in the drawer 1 comes
set pillDeadlineHit(drawerl) := true;

step

// Check that pill is ready to be taken

check isPiIITobeTaken(drawerl) = true;

$ :1 UNIVERSITA | D
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Checking controlled functions

o Keyword check followed by
o the name of the
controlled location
o the value to be checked
e The check can either PASS
or FAIL



AsmetaV

After having written a scenario, it can be executed through:
- The simple AsmetaV validator

-  The execution of a scenario through animation

- The AsmetaV validator keeping track of covered rules

nnnnnnnn
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Static analysis of
models AsmetaMA




Model Review

e [he automatic model reviewing activity:

o |s aform of static analysis

o Automatically captures modeling errors (e.g.,
iInconsistent updates, dead specification parts,
...) through 7 meta properties checked by
exploiting the model checker




AsmetaMA

o« Before starting the model reviewer, set the preferences:

AsmetaMA Y v

Preferences for AsmetaMA

MP1:
MP2:
MP3:
MP4:
MP5:
MP6:

MP7:

No inconsistent update is ever performed

Every conditional rule must be complete

Every rule can eventually fire

No assignment is always trivial

For every domain element e there exists a location which has value e
Every controlled function can take any value in its co-domain

Every controlled location is updated and every location is read

UNIVERSITA | Dipartimento
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Property Verification
AsmetaSMV




Model checking

& Formal verification technique of properties defined in a temporal logic

® A model checker works in three steps:
1. definition of a model M using the Kripke structures
2. definition of a temporal formula ¢ that describes a property that
we want to verify
3. the model checker verifiesthat M = ¢

® Exhaustive verification of all the state space
O With some limitations (finite domains....)




In ASMETA:

dWr

2 asm pillbox_ground

3

4=import StandardLibrary
5 import CTLLibrary

6 import LTLLibrary

7

_8-signature:

i // DOMAINS

10 abstract domain Drawer . . .

11 // MONITORED AND CONTROLLED FUNCTIONS Domains, functions Machine M
12 dynamic monitored isPillTaken: Drawer -> Boolean :

13|  // DERIVED FUNCTIONS and rules (Kripke structure)
14 T

L5=definitions:

16 // STATIC AND DERIVED FUNCTIONS DEFINITIONS

17 // RULE DEFINITIONS

18 rule r_reset($drawer in Drawer) = skip

19

20 /// rules

21

22 // INVARIANTS AND TEMPORAL PROPERTIES

23

% CTLSPEC ag((forall $d in Drawer with true)) TL properties Properties to be proven
26 // MAIN Rule

27 main rule r_Main = skip

28

29 Hefault init se:
RO
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Temporal logics

o time logics

o (LTL) represent time as infinite sequences of

Instant
o Yyou can declare properties that must be true over all sequences

o (CTL) represent time as a tree, where
the root is the initial instant and its children the possible

evolutions of the system
o you can declare properties concerning all the paths or just some of
them
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Properties for the PillIBox

o |fthe patient takes the pill in drawerl, the light will turn on eventually
CTLSPEC (pillDeadlineHit(drawerl) implies (isOn(drawerl)))

¢ Maxoneledison

CTLSPEC z2g((forall $d in Drawer with isOn(%$d)
implies (not areOthersOn($d))))
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Counter example

e |fapropertyisfalse,a
counter example is shown
CTLSPEC

(pillDeadlineHit(drawerl)
implies (isOn(drawerl)))

nnnnnnnn
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-- specification AG (pillDeadlineHit(DRAWER1) ->
AF drawerlLed(DRAWER1) = ON) is false

-- as demonstrated by the following execution
sequence

Trace Description: CTL Counterexample

Trace Type: Counterexample

-> State: 1.1 <-
pillDeadlineHit (DRAWER1)
drawerLed (DRAWER1) = OFF
var_$drawer_© = DRAWER1
drawerLed (DRAWER2) = OFF
isPillTobeTaken(DRAWER2)
drawerLed (DRAWER3) = OFF
isPillTobeTaken(DRAWER3) = false
isPillTobeTaken(DRAWER1) = false
isPillTaken(DRAWER1) = false
isPillTaken(DRAWER2) = false
pillDeadlineHit (DRAWER2) = false
isPillTaken(DRAWER3) = false
pillDeadlineHit (DRAWER3) = false

false

false

areOthersOn(DRAWER3) = false
areOthersOn(DRAWER2) = false
areOthersOn(DRAWER1) = false

-> State: 1.2 «<-

-- Loop starts here
-> State: 1.3 <-



Model Refinement



Pill-Box case study: first refinement step

First model
Pillbox ground

Second model
Pillbox time

o A drawer contains only a single pill
(no slots)

e Time not modeled: information on
the time passed is given by an
external event

o A drawer contains only a single pill
(no slots)
e Time is modeled using a timer

140
t‘a
%
: ‘
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Pillbox time

import ../STDL/TimeLibrarySimple
static tenMinutes: Timer

function duration($t in Timer) = 600 // Timer initialization

function start($t in Timer) = currentTime($t)
// From the Time library
function currentTime($t in Timer) = mCurrTimeSecs
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Pill-Box case study: second refinement step

Second model Third model
Pillbox time Pillbox final
e A drawer contains only a single pill e A drawer contains multiple slots
(no slots)
e Time is modeled using a timer
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Code generation



Code generation from Asmeta spec

ASM 0

Refinement
ASMRefProver

v
ASM 1

.

ASM i

ASM n

CODE
generation

Y N

model-driven engineering:
o Code are generated

the last refinement can be
translated to code

o C++

o C++for Arduino

o Java

Asmeta2C++ tool



Asm to C++: example

asm LedSystem
enum LedState = {LOW, HIGH}
monitored dimValue -> Integer
controlled led -> LedState
rule r_setLedLow = led := LOW
rule r_setlLedHigh = led := HIGH
rule r_Main =
if dimValue > 400 then r_setLedHigh[]
else r_setLedLow[]
endif

LedSystem.cpp

LedSystem.h

class LedSystem{
// DOMAIN DEFINITIONS
enum LedState {LOW,

HIGH};
// FUNCTIONS
int dimValue;
LedState led[2];
public:
// RULE DEFINITION
void r_setLedLow();

void LedSystem:: r_setLedLow(){
led[1] = LOW
}
void LedSystem::r_Main(){
if (dimvValue > 400){
r_setlLedHigh();
} else{ .. }
}

void r_setLedHigh();
void r_Main();

void getInputs();
void setOutputs();
void fireUpdateSet();

}s

UNIVERSITA
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A . IS THIS
nswer ENOUGH?

« Models are useful if
1. Specification can be executed/animated

2. Formal analysis
Static
Property verification

3. Tests /scenarios can be introduced
4. Models can be refined
5. (part of the) code can be generated

S1010RG,



New uses of models
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Models @ runtime

Andrea Bombarda, Silvia Bonfanti, Angelo Gargantini,
Nico Pellegrinelli and Patrizia Scandurra

Safety enforcement for autonomous driving on a simulated
highway using Asmeta models@run.time
ABZ 2025



What is it?

Safety Assurance in autonomous software-intensive systems

Formal Methods@run.time: Runtime Safety Enforcement (RSE)
RSE with Abstract State Machines (ASM) @runtime and the ASMETA runtime simulator

RSE for AVs on a simulated highway
*  Offline V&V of the ASM enforcement model(s)
* RSE framework architecture
* Online experimental evaluation about effectiveness and efficiency

S1010RG,
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Software-intensive systems and safety assurance

Safety Assurance Problem:

How can we ensure that they
function safely at any time during
their lifecycle?

UNIVERSITA | Dipartimento
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* Increasingly autonomous, leverage Al/ML to
operate 24/7 and make decisions in real-time,
under uncertainty, and with no human

intervention

* Since they integrate “black boxes”, they are
opaque and less predictable




Runtime Safety Enforcement (RSE)*

-------------------------------------------

* A software system S executes in a context C made of environmental entities Env that interact
with S trough /O events

[*] Silvia Bonfanti, Elvinia Riccobene, Patrizia Scandurra: A component framework for the runtime
enforcement of safety properties. J. Syst. Softw. 198:111605 (2023)
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Runtime Safety Enforcement (RSE)

(e.g. car collision)

$ i A

c |

: I O
Env O—> E(S) —>——(_

* Enforcer E steers S to stay in the safe region (where safety assertions A hold)

(e.g. safety distance violation)

Ve

. 0-'

violation i . change E(0)

change 0

CXe)

Text *O -

N
Unsafe |

* If S performs an unsafe step 5, then E makes change E(5) to bring S back to the safe region
* |deally: one single change E(8); in general, more adaptation changes may be necessary
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RSE for simulated AVs
(ABZ 2025 case study)

RSE co-executes with the pre-trained (unsafe) driving agent in the simulated highway
Output sanitization of the ego’s action {FASTER, SLOWER, IDLE, LANE_LEFT, LANE_RIGHT}

Requirements : G1: safety (SAF — no collisions), G2: high travelled distance, and G3: virtuous behavior
(rightmost lane to prefer — multi-lane scenario)

Enforcement strategies served by an ASMETA model@run.time

Goal Strategy name Enforcement rule
G1 Go super safe Brake if the worst case safety distance is violated
G1 Go safe Brake if the safety distance is violated

Increase speed if far away, i.e. the distance to the
G2 Go fast safely front vehicle is % (e.g., 70%) greater than the
required safety distance

G3 Take the rightmost free lane Change lane to right if the lane directly right is free

A ’.%, UNIVERSITA Dipartimento
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Black-box enforcement: ASVIETA models for output sanitization
and goal coverage

Enforcement Model Strategies Goals
SuperSafe.asm Go super safe G1
Slower.asm Go safe G1
Faster.asm Go safe, Go fast safely G1, G2
KeepRight.asm = Go safe, Go fast safely, G1, G2

Take the rightmost free lane G3

* Different enforcement rules for different goals
» All models available at:
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RSE for simulated AVs : offline V&V of ASMETA
enforcement model(s)

* Functional correctness of an ASMETA enforcement model must be proved at
design-time before its use at run-time (online)

- Model validation by scenarios using the validator AsmetaV
 Invariant verification using the AsmetaSMV — nuXmv (real numbers!)

/+If the ego vehicle is close to the front vehicle, break (go SLOWER)x*/
INVARSPEC NAME invar 01 := (actual distance<=dRSS) —> next(outAction=SLOWER)

/*If the front vehicle is far enough from the ego vehicle, increase the speed (go FAST)x/
INVARSPEC NAME invar 02 := (actual distance>(dRSSx*gofast perc)) —> next(outAction
=FASTER)

/*If there is no risk of collision, keep the action decided by the agent*/
INVARSPEC NAME invar 03 := (actual distance>dRSS and actual distance<=(dRSSx
gofast perc)) —> next(outAction=currentAgentAction)
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Demol/video
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>
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Answer 2

- Systems can be so complex that they CANNOT be modelled
« Oritis not worthwhile
Example a NN

- A model can be defined to check the behaviour of the system

- Can increase the trust and reliability of a Al system

gggg
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Digital twins

The SAFEST projectis funded by the European Union - Next Generation EU, Mission 4, Component 2,
Investment 1.1, CUP F53D23004230006, under the National Recovery and Resilience Plan (NRRP) - Grant
Assignment Decree No. 959 adopted on 30 June 2023 by the Italian Ministry of University and Research

(MUR).
.+« | Finanziato Ministero
+ | dall'Unione europea dell’Universita - ll Italiadomani
el NextGenerationEU e della Ricerca
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SAFEST GOALS - USING DTs for;

taming the complexity caused by the heterogeneity of the DT
components that must be built, operated, coordinated, and evolved
together with their physical and human counterparts;

Increasing the level of trust in the results and indications coming
from a DT, despite modelling approximations and uncertainties
caused by incomplete or imprecise data collected in the field.
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SAFEST:

> developing modeling notations for evolving heterogeneous systems with
uncertainty

> providing trust assurances in terms of behavioral conformance, safety,
dependability, security, and performance.

* The project’'s methods and tools will be evaluated through a medical
domain case study.
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SAFEST - truSt Assurance of digital twins For
mEdical cyber-phySical sysTems

physical twin

System
operation

prescriptions

analysis result

b m » < prescriptions via actuators
S
C

system data
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VentilationOff
startVent
[mode==MVM |mode.Pcvy/
closeOutValve|
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aweroff
»pVent)
pVent=false: PSV
sh

= entry/apnea_backup=false

poweroff
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4

Weo

closeOutValve;
seliTestPassed resume start

2
[stopVent)
N stopVent=false
finish:
apnea_backup=false

|
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/closeOutValve
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BREATHE: A Digital twin-based Respiratory System

Simulator for Mechanical Ventilator Testing and

Training

* Medical simulation has become a crucial element in training and
furthering clinical skills, particularly in mechanical ventilation.

« Use of digital twins for designing a system that allows the interconnection
between a respiratory simulator and a virtual mechanical ventilator,
intended for testing ventilators under development.



DIGITAL TWIN

PHISICAL

DIGITAL

PATIENT

CIRCUIT

VIRTUAL PATIENT
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PuUlse

Physiology Engine

Cardio-
vascular

« OPEN SOURCE

« WHOLE PATIENT
PHYSIOLOGY

AmbientEnvironment

. M Airway —/

Ve

Stomach
*
Carina
Respiratory i J
RightAnatomicDeadSpace @ @ LeftAnatomicDeadSpace
q )
Ener,
&y RightAlveolarDeadSpace @ @ LeftAlveolarDeadSpace
RightAlveoliLeak I LeftAlveoliLeak
lghiAlvecliLeak o ® RightAlveoli LeﬂAlveoIl.. L o Heliflveolibea
Pl |
0 ® Bighteicural Kibleyisl @
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‘
I
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RightChestLeak * LeftChestlLeak
R
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BREATHE IMPLEMENTATION

BREATHE
:g) l swing
JNI

Java
BREATHE .
engine zMQ External Ventilator
JAVA NATIVE j]

INTERFACE
BREATHE
web

[ Pulse Engine
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BREATHE INTERFACE
ENGINE

/TESTIN TRAINING
= \( vaadin
SWiNg

i) Breathe Simulation - X Breathe u g ®
Patient | Actions I Ventilators | Output Settings Output | Scenario LDQ\
e L Eondiions HESHORS“! ReSpl(I')alal’é Rate A"Waoy 8’6551"'9 OXYQES Soasll'atmﬂ Patim s Ventilators Heart Rate (1/min) Respiratory Rate (1/min) Airway Pressure (mmHg) Oxygen Saturation (%)
S ’ ' : , B . = . =
- Standard N (1/min) (1/min) (mmHg) (%)
Sex Male v — CO2 (mmHg) Total Lung Volume (mL)
Total Lung Volume (mL)
Age: 44 y Ag Se
- 44 + v
Weight 77 kg ﬂ LGl
igh
Height: 180 cm ﬂ - .
- + kg v
Body Fat Fraction: 021 % eig
Heart Rate Baseline: 72 heartbeats/min 2300 - 20 i R
1900 Body Fat Fracti 200
Diastolic Pressure: 72 mmHg
- 021 +
ECG (mV) Pleth (mmHg)
Systolic Pressure: 114 mmHg .
Respiration Rate Baseline: 16 breaths/min - 72 +
CO2 (mmHg) Diastolic P
Basal Metabolic Rate: 1600 keallday 4 .
- 72 +
,
- 14 +
Respiration R: Baseline
- 6 +
L Clear Log
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EXTERNAL VENTILATOR

&y ZeroMQ Client — O X

CONNECTION —_—
Bl oo Dscomect |

) Volume {® Pressure

RR: 12— LE Ratio: 0,67 —» PARAMETERS

PEEP: 5

HEEE

-

R
-

—_—

Pinsp: 20

“ventilatorType™"Pressure”, "value™"20.07,
"unit”"mmHg" }

Received Time: 21.359999999999634
Sending: Client {"message™"input”,
“ventilatorType™"Pressure”, "value™"20.0%,

=" Funit"mmHg"}
OUTPUT / Received Time: 21.379999999999633

Sending: Client {"message™"input”,
“ventilatorType™"Pressure”, "value™"20.07,
“unit”"mmHg" }

| »

<[]
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Demol/video
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Answer 3

. Models are useful if

1. Can be used together with systems that
CANNOT be modelled

2. Can be used instead of real objects

gggg
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Problems with models

DEGLI STUDI di Ingegneria Gestionale
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Model/implementation changes

 Models need to be updated / modified
« MODEL EVOLUTION ?77?
* Refinement 777
 Models become inconsistent wrt the implementations

 Dilemma: Spend resources to keep them updated or accept that
they are not?

« WHAT to do with artefacts?
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Some approaches - models

« Models are “refined” together with the system

 Andrea Bombarda, Silvia Bonfanti, Angelo Gargantini, Yu Lei, and
Feng Duan RATE: A model-based testing approach that combines
model refinement and test execution in Software Testing,
Verification and Reliability, Wiley, vol. 33, n. 2 (2023)
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Models and tests evolve together

« AMOST and SPLC




Answer 4

* Models can be a burden when developing software
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The future of models

Models for building software?




Classical use of models: to build software

MODELS

If moving
objects/elements in a

= house were easy, would|
e ¥ the bricklayer use the
RSN models??7??

¢

A v

REALIZATION




Doubts

 Dbuilding software requires models?
* |s it worthwhile?

 What kind of models?
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New roles of models

« REVERSE MODELING
when models are extracted from existing code

« MODELS AND CODE COEVOLUTION
« when models and code co-evolve together linked in a formal way.




Reverse Modeling

USUAL ANALYSIS OVER MODELS

Gﬁﬂgge"l‘D>> REF 1 >> REF 2 >> Final spec

AUTOMATIC EXTRACTION OF MODELS
(ABSTRACTION)

Final
implementation

Protype 1 Modification 1 Modification 2

IMPLEMENTATION - CHANGES

Dipartimento
di Ingegneria Gestionale,
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Reverse Modeling - concepts

1. Code is modified (with possible limitations)
2. Models are extracted from code (automatically — abstraction )

3. Analysis activities (verification and validation, refinement checking) are
performed at the level of the model (abstract)

4. Only one artefact (code) is maintained
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COEVOLUTION

Model 1 Model 2 Model 3 FINAL

Model refinemen?lc

Code modiﬁcatioi'\s
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COEVOLUTION - concepts

1.

2.

3.

nnnnnnnn

Models and implementations evolve together

Every time one is changed, the other is synchronized (automatically?)

If a discrepancy between model and code is found, an automatic repair is
executed
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Conclusions

 Formal Models are great ......

« But or they will revise their role, or they risk to become irrelevant (and the
community)

« Ways of use them are promising (digital twins, safety enforcer)

 New ways must be explored
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