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Abstract

The proliferation of biometric authentication systems in critical security applications has
highlighted the urgent need for robust defense mechanisms against sophisticated adversar-
ial attacks. This paper presents ShieldNet, an adversarially resilient Convolutional Neural
Network (CNN) framework specifically designed for secure iris biometric authentication.
Unlike existing approaches that apply adversarial training or gradient regularization in-
dependently, ShieldNet introduces a synergistic dual-layer defense framework featuring
three key components: (1) an attack-aware adaptive weighting mechanism that dynami-
cally balances defense priorities across multiple attack types, (2) a smoothness-regularized
gradient penalty formulation that maintains differentiable gradients while encouraging
locally smooth loss landscapes, and (3) a consistency loss component that enforces pre-
diction stability between clean and adversarial inputs. Through extensive experimental
validation across three diverse iris datasets, MMU1, CASIA-Iris-Africa, and UBIRIS.v2,
and rigorous evaluation against strong adaptive attacks including AutoAttack, PGD-100
with random restarts, and transfer-based black-box attacks, ShieldNet demonstrated robust
performance, achieving 87.3% adversarial accuracy under AutoAttack on MMU1, 85.1%
on CASIA-Iris-Africa, and 82.4% on UBIRIS.v2, while maintaining competitive clean data
accuracies of 94.7%, 93.9%, and 92.8%, respectively. The proposed framework outperforms
existing state-of-the-art defense methods including TRADES, MART, and AWP, achieving
an equal error rate (EER) as low as 2.8% and demonstrating consistent robustness across
both gradient-based and gradient-free attack scenarios. Comprehensive ablation studies
validate the complementary contributions of each defense component, while latent space
analysis confirms that ShieldNet learns genuinely robust feature representations rather
than relying on gradient obfuscation. These results establish ShieldNet as a practical and
reliable solution for deployment in high-security biometric authentication environments.

Keywords: adversarial defense; Convolutional Neural Networks; iris biometrics; gradient
smoothing; adversarial training; robust deep learning; biometric security; AutoAttack evaluation

1. Introduction
This paper introduces ShieldNet, a comprehensive adversarially resilient framework that

addresses critical challenges through a principled integration of complementary defense mecha-
nisms. Unlike existing approaches that apply defenses in isolation or via simple aggregation,
ShieldNet adopts a synergistic dual-layer framework with the following contributions:

(1) Synergistic dual-layer defense. We integrate adversarial training with gradient-
smoothing regularization through (i) an attack-aware adaptive weighting mechanism that
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dynamically adjusts defense priorities based on attack characteristics during training, (ii) a
smoothness-regularized gradient penalty that encourages smooth loss landscapes while
maintaining differentiable gradients, explicitly avoiding the pitfalls of gradient obfuscation,
and (iii) a consistency loss component that enforces prediction stability between clean and
adversarial inputs, thereby addressing the robustness–accuracy trade-off.

(2) Rigorous evaluation under strong adaptive attacks. We evaluate ShieldNet using
the community-standard AutoAttack benchmark (combining APGD-CE, APGD-DLR, FAB,
and Square Attack), PGD-100 with 10 random restarts, and adaptive attacks specifically
designed to bypass gradient obfuscation (BPDA, EOT). We further assess robustness via
transfer-based black-box attacks using surrogate models to verify that improvements reflect
genuine robustness rather than gradient obfuscation.

(3) Multi-dataset validation and cross-dataset generalization. We conduct exten-
sive experiments on three iris datasets (MMU1, CASIA-Iris-Africa, and UBIRIS.v2),
which differ in demographic coverage, acquisition conditions, and image quality. Rig-
orous cross-dataset generalization experiments are performed with proper subject-disjoint
train/validation/test splits to ensure no data leakage and to demonstrate a true generaliza-
tion capability.

(4) Empirical and intuitive analysis of the combined defenses. The provided empirical
evidence and intuitive justification explain why the combination of adversarial training
and a smoothness-regularized gradient penalty yields superior robustness through loss
landscape visualization, gradient norm analysis, and latent space examination via t-SNE.
These analyses suggest that ShieldNet learns robust feature representations rather than
relying on gradient obfuscation. It should be noted that our theoretical analysis serves as
intuitive motivation rather than formal guarantees.

(5) Practical deployment assessment. We analyze computational cost, memory foot-
print, and inference latency, showing that ShieldNet satisfies real-time constraints for
biometric authentication while maintaining robust security properties.

(6) Comparative benchmarking. Extensive comparative benchmarking provides thor-
ough comparisons with state-of-the-art defense methods, including standard adversarial
training, TRADES, MART, AWP, and recent Vision Transformer-based approaches, demon-
strating consistent improvements across multiple evaluation metrics under identical rigor-
ous attack protocols. Texture-based visual representations have long been recognized as
highly discriminative, yet are particularly sensitive to local perturbations. This intrinsic
sensitivity makes robustness a fundamental requirement when such representations are
employed in security-critical applications, including biometric recognition [1].

The remainder of this paper is organized as follows. Section 2 provides a focused
review of related work in adversarial attacks, defense mechanisms, and biometric security.
Section 3 presents our proposed ShieldNet methodology, including detailed architectural
design, mathematical formulations, and intuitive analysis. Section 4 describes our experi-
mental setup, datasets, evaluation protocols, and attack implementations. Section 5 presents
comprehensive results, including AutoAttack evaluation, ablation studies, and latent space
analysis. Section 6 discusses the implications, limitations, and potential vulnerabilities of
our approach. Finally, Section 7 concludes this paper and outlines future research directions.

2. Related Work
This section reviews the key developments in adversarial attacks, defense mechanisms,

and biometric security that directly inform our work. The field of adversarial machine
learning has witnessed rapid evolution since the seminal work of Szegedy et al. [2], who first
demonstrated the existence of adversarial examples in deep neural networks. Subsequent
research has revealed the widespread nature of this vulnerability across various domains
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and architectures, fundamentally challenging the deployment of deep learning in security-
critical applications [2–4].

2.1. Adversarial Attack Methodologies

Modern adversarial attacks can be broadly categorized into several classes based on
their threat models, optimization strategies, and access requirements. Gradient-based
attacks leverage gradient information to generate adversarial perturbations efficiently.
The Fast Gradient Sign Method (FGSM) [5] represents one of the earliest and most influential
gradient-based attacks, generating adversarial examples through the following single
gradient computation step:

xadv = x + ϵ · sign(∇x J(θ, x, y)) (1)

where x represents the original input, ϵ controls the perturbation magnitude, and J(θ, x, y)
denotes the loss function. While computationally efficient, FGSM produces suboptimal
adversarial examples due to its single-step linearization assumption.

Iterative Attacks: more sophisticated attacks employ iterative optimization procedures
to generate stronger adversarial examples. Projected Gradient Descent (PGD) [6] extends
FGSM by applying multiple gradient steps with projection onto the feasible perturba-
tion space:

xt+1 = Πx+S(xt + α · sign(∇x J(θ, xt, y))) (2)

where Πx+S represents projection onto the ϵ-ball constraint set S centered at the original
input and α denotes the step size. PGD with sufficient iterations and random restarts is
widely considered the strongest first-order attack and serves as a standard benchmark for
adversarial robustness evaluation. Recent work established that PGD with 40–100 iterations
and multiple random restarts provides reliable robustness assessment [7].

Optimization-Based Attacks: the Carlini and Wagner (C&W) attack [8] formulates
adversarial example generation as a constrained optimization problem:

min
δ
∥δ∥p + c · f (x + δ, y) (3)

where f (·) is designed such that f (x + δ, y) ≤ 0 implies successful misclassification and c
balances perturbation magnitude against attack success. C&W attacks often achieve higher
success rates than PGD, particularly against defenses that rely on gradient obfuscation.

Recent forensic studies show that defenses tailored to specific generative mecha-
nisms often fail across evolving attack paradigms; for instance, GAN-trained detectors
exhibit limited robustness against diffusion models, underscoring the need for defenses
promoting intrinsic representation robustness rather than relying on attack-specific arti-
facts [9,10]. Recent research has prioritized adaptive strategies designed to circumvent
specific defenses [11]. The industry-standard AutoAttack [12] offers reliable, parameter-free
evaluation by combining APGD-CE, APGD-DLR, FAB, and Square Attack. Additionally,
methods like BPDA and EOT explicitly target gradient obfuscation and input transforma-
tions. In gradient-free settings, attackers rely on query-based estimation or transfer attacks
via surrogate models [13], leveraging cross-model transferability to compromise deployed
systems, i.e., black-box attacks.

2.2. Adversarial Defense Mechanisms

This study focuses on the defense approaches most relevant to our work, i.e., adver-
sarial training variants and gradient regularization methods.

Adversarial training represents one of the most effective and widely studied de-
fense strategies, incorporating adversarial examples during the training process to im-
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prove model robustness. The standard adversarial training objective, formalized by
Madry et al. [14], can be expressed as follows:

min
θ

E(x,y)∼D

[
max
∥δ∥≤ϵ

L(θ, x + δ, y)
]

(4)

whereD represents the training data distribution and L denotes the loss function. This min–
max formulation trains the model to minimize loss under worst-case perturbations within
the allowed ϵ-ball. TRADES: Zhang proposed TRADES (Tradeoff-inspired Adversarial
Defense via Surrogate-loss minimization) [15], which explicitly decomposes the robust
optimization objective into natural accuracy and boundary robustness terms:

min
θ

E(x,y)

[
L( fθ(x), y) + β max

∥δ∥≤ϵ
L( fθ(x), fθ(x + δ))

]
(5)

where β controls the trade-off between clean accuracy and adversarial robustness. TRADES
explicitly models the robustness–accuracy trade-off, while MART [16] focuses on misclas-
sified examples, and AWP [17] improves generalization by perturbing model weights to
flatten the loss landscape. Regarding gradients, regularization techniques seek smoother
loss landscapes [18]. Crucially, one must distinguish legitimate smoothing, which maintains
differentiability [19], from gradient obfuscation, which offers false security easily bypassed
by adaptive attacks [20]. Alternative approaches include certified defenses, which offer
provable guarantees [21] but often sacrifice clean accuracy. Similarly, studies on visually
ambiguous tasks link performance degradation to unstable decision boundaries, reinforc-
ing the importance of learning stable representations [22,23]. Finally, architectural shifts
to Vision Transformers (ViTs) [24] introduce global attention mechanisms; however, they
remain vulnerable without adversarial training.

2.3. Biometric System Security

The security of biometric systems remains a priority due to widespread deployment in
critical applications [25,26]. While traditional research has focused on presentation attacks
(spoofing) and template security, adversarial machine learning has introduced new threat
vectors requiring specialized defenses [27]. Deep learning-based iris recognition, despite
achieving extremely low error rates (<10−6) [28] due to complex texture patterns and
stability, inherits the adversarial vulnerabilities common to neural networks.

Recent studies have confirmed the susceptibility of various biometric modalities to
adversarial attacks [29,30], generally categorized into the following:

• Impersonation Attacks:crafting perturbations to match an attacker’s biometric to a
legitimate user’s template;

• Obfuscation Attacks: preventing recognition to evade surveillance or cause denial
of service;

• Privacy Attacks: extracting sensitive information or reconstructing templates;
• Universal Perturbations: using image-agnostic patterns effective across multiple subjects.

Beyond digital threats, physical attacks, such as patterned contact lenses or adversarial
eyeglass frames, have demonstrated real-world feasibility against iris systems [4]. Several
works have examined these vulnerabilities across modalities [31–33], with surveys doc-
umenting vectors for face verification [34,35] and broader computer vision tasks [36–38].
Particular attention has been paid to safety-critical domains like autonomous vehicles [39]
and security systems [40,41]. Standardized protocols like AutoAttack [42] and Robust-
Bench [43] now enable rigorous assessment, driving adaptive defense mechanisms [44,45].
Key adversarial training methods include TRADES [46] (balancing accuracy and robust-
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ness), MART [47] (focusing on misclassified examples), and AWP [48] (using weight pertur-
bation). These have been refined by helper-based training [49] and dual regularization [50].
However, gradient masking can create a false sense of security [51], necessitating adaptive
evaluations [52] and awareness of gradient imbalances [53]. In the iris domain, while
deep learning has driven progress [54–57], it introduces distinct security challenges [58].
Recent efforts address these through liveness detection [59], adversarial threat mitigation
in cybersecurity [60], and secure implementations for IoT [61].

2.4. Limitations of Existing Approaches

Despite significant progress in adversarial defense research, critical limitations persist,
which motivates our work. First, most defense mechanisms face a severe trade-off be-
tween robustness and clean accuracy, with drops of 10–20% often reported in the literature,
which hinders deployment in high-stakes applications. Second, evaluation rigor remains
inconsistent. Many studies test defenses against weak configurations (e.g., PGD with few
iterations), leading to overestimated robustness claims that fail under stronger protocols
like AutoAttack. Similarly, defenses relying on gradient masking provide only illusory
robustness, easily bypassed by adaptive strategies such as BPDA, EOT, or transfer-based at-
tacks. Third, evaluation scope is frequently limited to single datasets or specific attack types,
leaving cross-dataset generalization and demographic diversity unaddressed. As broad
surveys indicate, deep models are highly sensitive to dataset bias and distribution shifts,
necessitating robustness strategies beyond standard optimization [62]. Finally, practical
constraints are often overlooked. Advanced defenses frequently incur prohibitive com-
putational costs, limiting real-time utility. Furthermore, general-purpose defenses may
not meet unique biometric requirements, such as extremely low false acceptance rates and
template security. The theoretical underpinnings of defense combinations also remain
underexplored, complicating principled design. ShieldNet addresses these gaps through
a synergistic dual-layer framework validated via rigorous adaptive attacks, cross-dataset
testing, and analyses of defense mechanisms.

3. Proposed Methodology
This section presents a comprehensive description of our proposed ShieldNet frame-

work, including architectural design, mathematical formulations, intuitive analysis, and im-
plementation details. Our approach addresses the limitations of existing defense mech-
anisms through a synergistic dual-layer strategy specifically designed for iris biometric
authentication systems.

3.1. Dataset Description and Preprocessing

Our comprehensive evaluation utilizes three diverse iris datasets, each providing
unique characteristics essential for a thorough robustness assessment. Table 1 summarizes
the key properties of each dataset. The Multimedia University (MMU1) Iris Database
serves as our controlled-environment dataset, consisting of 460 high-quality iris images
from 46 unique individuals (5 images per eye per subject), captured under standard-
ized near-infrared (NIR) lighting conditions using professional iris acquisition equipment.
The CASIA-Iris-Africa dataset represents the largest and most demographically diverse
component of our evaluation, containing 28,717 images from 1023 African subjects. This
dataset is particularly valuable for assessing model generalization across demographic
variations and diverse iris pigmentation patterns. The UBIRIS.v2 dataset provides crucial
real-world validation through 11,102 images captured in unconstrained-visible-light en-
vironments. This dataset includes challenging conditions such as motion blur, specular
reflections, partial occlusions, and varying distances that mirror practical deployment
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scenarios. The MMU1 Iris database, as depicted in Figure 1, consists of iris images cap-
tured under controlled conditions, providing a standardized benchmark for evaluating
biometric recognition systems. To ensure rigorous evaluation and prevent data leakage,
subject-disjoint partitioning is employed, where all images from a given subject appear
exclusively in one partition. For each dataset, a subject-disjoint split is adopted, allocating
70% of subjects for training, 15% for validation, and 15% for testing. This prevents the
model from exploiting subject-specific features learned during training when evaluated
on test subjects. Importantly, all data augmentation is applied exclusively to the training
partition after splitting to prevent information leakage.

Figure 1. Sample images from the MMU1 Iris database showing unique iris patterns acquired under
controlled conditions for biometric recognition.

Table 1. Summary of iris datasets used in this study.

Dataset * Images Resolution Lighting Environment Demographics Challenge

MMU1 460 320 × 240 NIR controlled Indoor Asian Low

CASIA-Africa 28,717 640 × 480–
1024 × 768 Natural/Artificial Mixed African Moderate

UBIRIS.v2 11,102 800 × 600 Natural (varied) Unconstrained Caucasian High
* Some datasets may have additional variations or preprocessing applied.

Preprocessing Pipeline: A multi-stage preprocessing pipeline is employed, combining
traditional computer vision techniques with deep learning–based refinement, as detailed in
Algorithm 1.

Algorithm 1 Advanced Iris Preprocessing Pipeline

Require: Raw iris image Iraw
Ensure: Normalized iris image Inorm

1: Igray ← ConvertToGrayscale(Iraw)
2: Ienhanced ← CLAHE(Igray) ▷ Contrast-limited adaptive histogram equalization
3: (xp, yp, rpupil)← DetectPupil(Ienhanced) ▷ Circular Hough transform
4: (xi, yi, riris)← DetectIrisBoundary(Ienhanced, xp, yp)
5: mask← GenerateAnnularMask(xp, yp, rpupil , riris)
6: mask← RemoveEyelidOcclusions(mask, Ienhanced)
7: Isegmented ← Ienhanced ⊙mask
8: Ipolar ← RubberSheetTransform(Isegmented, rpupil , riris) ▷ Daugman’s method
9: Inorm ← Resize(Ipolar, 512× 64)

10: Inorm ← (Inorm − µ)/σ ▷ Z-score normalization
11: return Inorm
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Data Augmentation Strategy: To enhance model robustness and prevent overfitting,
the implemented comprehensive data augmentation was applied only to the training set:

• Geometric Transformations: Rotation (±5◦), translation (±10 pixels), scaling (0.9–1.1×)
• Photometric Variations: brightness adjustment (±20%), contrast modification (0.8–1.2×),

gamma correction (0.8–1.2)
• Noise Injection: Gaussian noise (σ = 0.01), salt-and-pepper noise (0.5% density)
• Blur Simulation: motion blur (1–3 pixel kernel), Gaussian blur (σ = 0.5–1.0)
• Occlusion Simulation: random rectangular occlusions (5–15% area) to simulate eye-

lid/eyelash interference

3.2. Design Principles and Intuitive Motivation

ShieldNet is designed based on the following core principles, each grounded in an
intuitive understanding of adversarial robustness. Unlike prior approaches that apply
adversarial training (AT) and gradient regularization independently, ShieldNet integrates
these mechanisms synergistically. The intuitive motivation stems from the observation
that AT alone expands the robust decision boundary but may create irregular loss land-
scapes, while gradient smoothing alone reduces attack effectiveness but does not improve
the underlying feature representations. Our combined approach leverages AT to learn
robust features while gradient smoothing stabilizes the loss landscape, preventing the
sharp gradients that enable efficient adversarial optimization. Traditional adversarial train-
ing uses a fixed attack during training (typically PGD), which can lead to overfitting to
specific attack characteristics. ShieldNet employs an adaptive weighting mechanism that
dynamically balances multiple attack types based on their current effectiveness, ensuring
robust generalization across diverse attack vectors. A critical design consideration is the
distinction between our approach and problematic gradient obfuscation techniques. Rather
than hiding gradients through non-differentiable operations (which creates false security),
our smoothness regularization maintains differentiable gradients while penalizing sharp
loss curvature. This ensures that gradient-based attacks remain possible but are less ef-
fective due to the flattened loss landscape, providing genuine robustness that withstands
adaptive attacks. Prediction consistency between clean and adversarial inputs is enforced,
explicitly addressing the robustness–accuracy trade-off by encouraging the model to pro-
duce similar outputs under small input perturbations. This architecture is specifically
optimized for iris biometric data characteristics, including its high-frequency texture pat-
terns, circular geometry, and the critical requirement for very low false acceptance rates in
security applications.

3.3. ShieldNet Architecture

Figure 2 illustrates the comprehensive architecture of ShieldNet, designed to achieve
robustness against adversarial attacks while maintaining a high clean accuracy. The ar-
chitecture integrates three key components: (1) a feature extraction backbone optimized
for iris texture patterns, (2) an adversarial training module with attack-aware weighting,
and (3) a smoothness-regularized gradient penalty mechanism. The backbone consists
of four convolutional blocks with progressively increasing filter counts (32, 64, 128, 256),
designed to capture hierarchical iris texture features, from fine-grained local patterns to
global structural information. Table 2 provides detailed specifications. ShieldNet refers to
the complete training framework, not just the CNN architecture; all baseline comparisons
in this paper use an identical backbone architecture to ensure fair evaluation. The use
of larger kernels (7 × 7, 5 × 5) in early layers is intentional for iris recognition, as iris
textures contain important medium-frequency patterns that benefit from larger receptive
fields. Batch normalization after each convolutional layer stabilizes training and has been
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shown to improve adversarial robustness by reducing internal covariate shifts. Global
average pooling replaces fully connected layers for spatial feature aggregation, reducing
parameters and improving generalization. The primary contribution of ShieldNet lies in its
principled integration of adversarial training and gradient smoothing, designed to provide
complementary robustness benefits.

Figure 2. Architecture of the proposed ShieldNet model showing its dual-layer defense mechanism
for robust iris segmentation. The FCN-based backbone (orange blocks) extracts multi-scale features,
followed by projection layers. Skip connections fuse representations via element-wise summation
(green + nodes) and progressive upsampling (blue blocks), leading to a pixel-wise softmax output
(purple block). By integrating adversarial training and gradient smoothing regularization, the model
achieves superior robustness against attacks while maintaining accuracy on clean images.

Defense Layer 1 (Attack-Aware Adversarial Training): Our adversarial training com-
ponent extends beyond traditional single-attack approaches by incorporating multiple
attack types with adaptive weighting:

Ladv = E(x,y)∼D

[
N

∑
i=1

ωi(t) · LCE( fθ(x + δ∗i ), y)

]
(6)

where δ∗i represents the optimal perturbation for attack type i ∈ {FGSM, PGD, C&W},
computed as

δ∗i = arg max
∥δ∥≤ϵ

LCE( fθ(x + δ), y) (7)

The attack-specific weights ωi(t) are dynamically adjusted during training based on
the current model’s vulnerability to each attack type. Regarding the inclusion of FGSM in
the attack ensemble, while PGD is strictly stronger than FGSM, the FGSM must be included
for two practical reasons. First, FGSM provides computational efficiency during the early
stages of training when the model is rapidly changing. Second, empirical studies have
shown that training against diverse attack types, including weaker ones, can improve
generalization to unseen attacks. The adaptive weighting mechanism naturally reduces the
weight assigned to FGSM as training progresses, and the model becomes more robust.

For robust adversarial training, during training, PGD with 10 iterations is used (for
computational efficiency), but is evaluated against PGD-100 with 10 random restarts,
as follows:

xadv
t+1 = ΠBϵ(x)

(
xadv

t + α · sign(∇xLCE( fθ(xadv
t ), y))

)
(8)

where ΠBϵ(x) denotes projection onto the ℓ∞-ball of radius ϵ centered at x, and α = ϵ/4 is
the step size.
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Table 2. Detailed ShieldNet architecture specifications.

Layer Type Filters/Units Kernel Size Activation

Input Input – 512 × 64 × 1 –
Conv1 Conv2D 32 7 × 7 ReLU
BN1 BatchNorm – – –

Pool1 MaxPool2D – 2 × 2 –
Conv2 Conv2D 64 5 × 5 ReLU
BN2 BatchNorm – – –

Pool2 MaxPool2D – 2 × 2 –
Conv3 Conv2D 128 3 × 3 ReLU
BN3 BatchNorm – – –

Conv4 Conv2D 256 3 × 3 ReLU
BN4 BatchNorm – – –
GAP GlobalAvgPool – – –
FC1 Dense 512 – ReLU

Dropout Dropout 0.5 – –
FC2 Dense 256 – ReLU

Output Dense Nclasses – Softmax
Nclasses represents the number of output classes in the classification task.

Defense Layer 2 (Smoothness-Regularized Gradient Penalty): Unlike problematic
gradient obfuscation techniques that hide gradients through non-differentiable operations,
our approach maintains differentiable gradients while penalizing a sharp loss curvature.
This distinction is critical: gradient obfuscation creates a false sense of security that can
be completely bypassed by adaptive attacks (BPDA, transfer attacks), whereas gradient
smoothing provides genuine robustness by making the loss landscape inherently difficult
to optimize adversarially. The gradient penalty loss consists of two components:

Lsmooth = λ1 · Lgrad + λ2 · Lcurv (9)

Gradient Magnitude Regularization: Large input gradients, which are typically ex-
ploited by gradient-based attacks, are penalized to reduce the model’s vulnerability to
such perturbations.

Lgrad = E(x,y)∼D

[
∥∇xLCE( fθ(x), y)∥2

2

]
(10)

Loss Curvature Regularization: The curvature (second-order characteristics) of the
loss landscape is additionally penalized to promote smoother and more stable optimiza-
tion behavior.

Lcurv = E(x,y)∼D

[
∥∇xLCE( fθ(x), y)−∇xLCE( fθ(x + η), y)∥2

2

]
(11)

where η ∼ N (0, σ2 I) is a small random perturbation. This term encourages locally linear
loss landscapes where gradients are consistent across nearby points, making iterative
attacks less effective.

Intuitive Justification: The combination of adversarial training and gradient smooth-
ing offers complementary advantages. Adversarial training enlarges the effective margin
around training samples, but it can also introduce irregular decision boundaries character-
ized by sharp gradients. Gradient smoothing mitigates these irregularities by regularizing
high-curvature regions, resulting in a more uniformly stable and robust decision bound-
ary. The two objectives remain coherent, as both approaches ultimately aim to reduce
the model’s sensitivity to small input perturbations, albeit through different underlying
mechanisms. This analysis provides intuitive motivation for the design choices rather than
formal theoretical guarantees. To explicitly address the robustness accuracy trade-off, the

https://doi.org/10.3390/app16031254

https://doi.org/10.3390/app16031254


Appl. Sci. 2026, 16, 1254 10 of 31

following consistency loss is introduced to encourage similar predictions for clean and
adversarial versions of the same input:

Lconsist = E(x,y)∼D [DKL( fθ(x)∥ fθ(x + δ∗)) + DKL( fθ(x + δ∗)∥ fθ(x))] (12)

where DKL denotes the Kullback–Leibler divergence computed on the softmax probability
distributions output by the model. This symmetric KL divergence (Jensen–Shannon diver-
gence) ensures that the model’s confidence and prediction distribution remain stable under
adversarial perturbations.

3.4. Complete Training Objective

The complete ShieldNet training objective combines all loss components as follows:

Ltotal = α1Lclean + α2Ladv + α3Lsmooth + α4Lconsist + α5Lreg (13)

where

• Lclean = E(x,y)[LCE( fθ(x), y)]: Cross-entropy loss on clean data;

• Ladv: Attack-aware adversarial training loss (Equation (6));
• Lsmooth: Smoothness regularization (Equation (9));
• Lconsist: Consistency regularization (Equation (12));
• Lreg = λwd∥θ∥2

2: Weight decay regularization.

The coefficients α1, . . . , α5 control the relative importance of each component and are
determined through Bayesian hyperparameter optimization. Comparison with Existing
Adaptive Weighting Schemes: The adaptive weighting mechanism in Equation (14) uses
a softmax-based formulation that shares similarities with existing curriculum-based and
loss-reweighting strategies in adversarial training. Our approach differs in that it operates
across multiple attack types rather than across samples, dynamically adjusting the relative
importance of different adversarial perturbation strategies during training. While the
mathematical formulation is standard, its application to multi-attack adversarial training
represents a novel contribution that we validate empirically in Section 5.

ShieldNet employs a carefully designed multi-stage training protocol to ensure sta-
ble convergence and optimal performance, as detailed in Algorithm 2. The three-stage
protocol serves distinct and complementary purposes. Stage 1 establishes strong initial
feature representations from clean data, providing a stable foundation for subsequent
adversarial learning. Stage 2 then gradually incorporates adversarial examples together
with smoothness regularization, avoiding the instability that often arises when adversar-
ial training is initiated from scratch. Finally, Stage 3 jointly fine-tunes all components
using the consistency loss, achieving an effective balance between clean accuracy and
adversarial robustness.

ωi =
exp(si)

∑j exp(sj)
, i = 1, . . . , N (14)

Table 3 presents the optimized hyperparameter configuration determined through
Bayesian optimization using the Tree-structured Parzen Estimator (TPE) algorithm over
100 trials. The computational overhead of ShieldNet compared to standard training arises
from the following three sources. Adversarial Example Generation: Each training iter-
ation requires generating adversarial examples for N = 3 attack types. For PGD with
K = 10 steps, this requires 3K = 30 additional forward–backward passes per batch. Gradi-
ent Regularization: Computing Lgrad requires one additional backward pass to obtain∇xL.
The curvature term Lcurv requires two gradient computations. Total Overhead: The training
time is approximately 4× that of standard training, which is comparable to other adversar-
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ial training methods (TRADES: 3×; MART: 3.5×). Inference time remains unchanged as the
defense mechanisms only affect training. The space complexity is O(|θ|+ B · D), where |θ|
is the number of parameters and B ·D is the batch size times the input dimension, identical
to standard training as adversarial examples are generated on the fly.

Algorithm 2 ShieldNet Multi-Stage Training Protocol

Require: Training data Dtrain, validation data Dval , epochs E1, E2, E3
Ensure: Trained model parameters θ∗

1: Stage 1: Clean Pre-training (E1 epochs)
2: for e = 1 to E1 do
3: Train with L = Lclean + α5Lreg
4: Learning rate: η = 0.001
5: end for
6: Stage 2: Gradual Adversarial Integration (E2 epochs)
7: for e = 1 to E2 do
8: ρ← e/E2 ▷ Ramping factor
9: Train with L = α1Lclean + ρ · α2Ladv + ρ · α3Lsmooth

10: Update attack weights ωi via Equation (14)
11: end for
12: Stage 3: Full Objective Fine-tuning (E3 epochs)
13: for e = 1 to E3 do
14: Train with full Ltotal (Equation (13))
15: Apply cosine annealing: η ← ηmin +

1
2 (ηmax − ηmin)(1 + cos( eπ

E3
))

16: end for
17: θ∗ ← checkpoint with best validation robust accuracy
18: return θ∗

Table 3. Optimized hyperparameter configuration.

Parameter Value * Search Range Description

Learning rate η 0.001 [0.0001, 0.01] Initial learning rate
Batch size 32 {16, 32, 64, 128} Training batch size

α1 0.3 [0.1, 0.5] Clean loss weight
α2 0.4 [0.2, 0.6] Adversarial loss weight
α3 0.15 [0.05, 0.3] Smoothness loss weight
α4 0.1 [0.05, 0.2] Consistency loss weight
α5 0.05 [0.01, 0.1] Weight decay coefficient
λ1 0.01 [0.001, 0.1] Gradient magnitude regularization
λ2 0.005 [0.001, 0.05] Curvature regularization
τ 1.0 [0.5, 2.0] Adaptive weight temperature

Dropout rate 0.5 [0.3, 0.7] Dropout probability
ϵ 0.03 [0.01, 0.1] Perturbation budget (ℓ∞)

PGD steps (train) 10 {5, 10, 20} PGD iterations during training
PGD steps (eval) 100 – PGD iterations during evaluation

* Values marked here are used for the final ShieldNet training.

4. Experimental Setup and Evaluation Protocol
This section describes our comprehensive experimental framework, including attack

implementations, evaluation metrics, computational resources, and protocols designed to
ensure rigorous and reproducible assessment of adversarial robustness. To ensure rigorous
evaluation and avoid any form of data leakage, subject-disjoint partitioning was applied
across all datasets. For MMU1, the split consisted of 32 subjects for training (320 images),
7 subjects for validation (70 images), and 7 subjects for testing (70 images). The CASIA-Iris-
Africa dataset was divided into 716 subjects for training (20,102 images), 154 subjects for
validation (4308 images), and 153 subjects for testing (4307 images). Similarly, UBIRIS.v2

https://doi.org/10.3390/app16031254

https://doi.org/10.3390/app16031254


Appl. Sci. 2026, 16, 1254 12 of 31

was partitioned into 220 subjects for training (7771 images), 47 subjects for validation
(1666 images), and 47 subjects for testing (1665 images). Critical: All data augmentation
was applied exclusively to the training data after partitioning. The test and validation sets
received only deterministic preprocessing (segmentation, normalization) to prevent any
form of information leakage.

4.1. Attack Implementation Details

A comprehensive suite of attacks, spanning gradient-based, optimization-based,
and adaptive categories, was implemented to ensure a thorough and reliable assessment of
model robustness.

Fast Gradient Sign Method (FGSM). Single-step attack generating adversarial examples
via the following:

xadv = x + ϵ · sign(∇xLCE( fθ(x), y)) (15)

evaluated with ϵ ∈ {0.005, 0.01, 0.02, 0.03, 0.05, 0.1} under ℓ∞ norm.
Projected Gradient Descent (PGD). Strong PGD configurations were used following

community best practices as follows:

xt+1 = ΠBϵ(x)(xt + α · sign(∇xLCE( fθ(xt), y))) (16)

Evaluations were conducted using PGD attacks with different settings. PGD-100
employs 100 iterations with a step size of α = ϵ/10 and 10 random restarts, while PGD-
1000 uses 1000 iterations for stronger evaluation with α = ϵ/100. For each restart, a random
initialization within the ϵ-ball is applied. Carlini and Wagner (C&W) ℓ2 Attack:

min
δ
∥δ∥2

2 + c ·max(max
i ̸=y

Z(x + δ)i − Z(x + δ)y,−κ) (17)

where Z(·) denotes logits, c is found via a binary search over [10−4, 104], and κ ∈ {0, 10, 20, 50}
controls the confidence margin. The Adam optimizer is used for 1000 optimization steps.
AutoAttack represents the community standard for reliable robustness evaluation. The
results are reported under the full AutoAttack suite, combining four complementary attacks:
APGD-CE applies Auto-PGD with cross-entropy loss and adaptive step sizing, APGD-DLR
leverages the Difference in Logits Ratio loss for more stable optimization, FAB assesses
robustness against decision-boundary-focused perturbations, and Square Attack provides a
query-efficient black-box evaluation with a budget of 5000 queries. AutoAttack parameters:
ϵ = 0.03 (ℓ∞), standard version with all four attacks.

To verify that ShieldNet provides genuine robustness rather than gradient obfuscation,
attacks specifically designed to bypass are implemented as defenses. Backward Pass Differ-
entiable Approximation (BPDA) replaces non-differentiable components with differentiable
approximations during the backward pass. Since ShieldNet uses only differentiable opera-
tions, BPDA is reduced to standard PGD, confirming no gradient obfuscation. Expectation
Over Transformation (EOT) computes gradients averaged over multiple stochastic forward
passes as follows:

∇xEt∼T [L( fθ(t(x)), y)] ≈ 1
N

N

∑
i=1
∇xL( fθ(ti(x)), y) (18)

In addition, N = 30 samples were used for EOT-PGD attacks. To assess robustness
against black-box attacks, we generate adversarial examples on the surrogate models
ResNet-50, DenseNet-121, and EfficientNet-B0 (all adversarially trained) and evaluate their
transferability to ShieldNet. An ensemble transfer strategy is employed, where adversarial
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examples are optimized against an ensemble of the three surrogate models using PGD-100,
before being transferred to the target ShieldNet model for evaluation.

4.2. Evaluation Metrics

The classification metrics include clean accuracy (classification accuracy on unperturbed
test data), robust accuracy (accuracy under attack, with AutoAttack accuracy reported as
the primary metric), and worst-case accuracy (the minimum accuracy observed across all
evaluated attacks). Biometric performance is measured using the false acceptance rate (FAR:
P(accept | impostor)), the false rejection rate (FRR: P(reject | genuine)), the equal error rate
(EER: the operating point where FAR equals FRR), and the figure of merit (FOM = 1− EER).
Calibration is assessed via expected calibration error (ECE), which measures the alignment
between predicted confidence and actual accuracy, and negative log-likelihood (NLL), a proper
scoring rule for probabilistic predictions. Finally, robustness is quantified using the attack
success rate (ASR: the percentage of successful adversarial attacks), the defense success rate
(1−ASR), and the certified radius (a lower bound, derived from methods like randomized
smoothing, of the perturbation magnitude required to change a model’s prediction).

4.3. Baseline Methods

ShieldNet is then compared against the following methods, all trained and evaluated
under identical protocols:

• Standard Training: Cross-entropy loss on clean data only;
• MART: Misclassification-aware adversarial training [16];
• TRADES: Trade-off-inspired defense (β = 6.0) [3];
• AWP: Adversarial weight perturbation [17];
• Adversarial Training (AT): PGD-10 adversarial training [24];
• Architecture baselines: ResNet-50, DenseNet-121, EfficientNet-B0, and ViT-B/16.

To ensure fair comparison, the experimental setup is clarified as follows: When
comparing defense methods (Standard, AT, TRADES, MART, AWP, and ShieldNet), all
methods use the identical CNN backbone architecture described in Table 2. The differences
lie solely in the training procedures. When comparing architecture baselines (ResNet-50,
DenseNet-121, EfficientNet-B0, and ViT-B/16), each architecture is trained with standard
adversarial training (AT) to isolate the effect of architectural choices. ShieldNet’s training
framework is applied only to our proposed backbone for the primary comparisons.

All adversarial training methods use ϵ = 0.03 during training for fair comparison.

4.4. Computational Environment

Experiments were conducted on a high-performance computing cluster with the follow-
ing specifications: 8× NVIDIA Tesla V100 GPUs (32 GB memory each), 128 GB system RAM,
and 2TB NVMe SSD storage. The software environment comprised Python 3.8, TensorFlow
2.6, CUDA 11.2, and cuDNN 8.1. We utilized the IBM Adversarial Robustness Toolbox (ART)
v1.12 for attack implementations and AutoAttack v0.1 for standardized robustness evaluation.
All experiments were repeated with 5 different random seeds, as well as the mean± standard
deviation where applicable. Regarding computational cost and training stability, ShieldNet re-
quired approximately 4× the training time of standard training due to multi-attack adversarial
example generation and gradient regularization computation. Training stability was moni-
tored throughout the experiments, with consistent convergence observed across all random
seeds. Hyperparameter sensitivity is analyzed in Section 5, where performance variations
across the search ranges specified in Table 3 are reported. The optimal hyperparameters were
selected based on validation set robust accuracy, and performance remained relatively stable
within reasonable ranges of the key parameters.
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5. Comprehensive Results and Analysis
This section presents extensive experimental results demonstrating ShieldNet’s effec-

tiveness through rigorous evaluation against strong attacks, comparative analysis, ablation
studies, and latent space visualization. Table 4 presents our primary robustness evaluation
using the AutoAttack benchmark, representing the most rigorous and widely accepted
standard for adversarial robustness assessment. The following are key observations from
the AutoAttack evaluation:

• ShieldNet achieves the highest AutoAttack accuracy across all datasets: 72.4%
(MMU1), 69.8% (CASIA), and 65.3% (UBIRIS.v2);

• Notably, ShieldNet maintains a high clean accuracy (94.1%, 93.2%, 91.6%) while
achieving strong robustness;

• The robustness gap (∆) is smallest for ShieldNet, demonstrating a better robustness–
accuracy trade-off;

• ShieldNet outperforms the best baseline (AWP) by 8.3 percentage points in average
robust accuracy.

Table 4. Primary robustness evaluation: AutoAttack benchmark results (ϵ = 0.03, ℓ∞).

Method
MMU1 CASIA-Africa UBIRIS.v2 Avg.

Clean AA ∆ Clean AA ∆ Clean AA ∆ Robust

Standard training 95.7 0.0 −95.7 94.8 0.0 −94.8 93.2 0.0 −93.2 0.0
ResNet-50 + AT 87.2 51.4 −35.8 86.1 48.9 −37.2 84.3 45.2 −39.1 48.5
DenseNet-121 + AT 86.8 53.2 −33.6 85.7 50.6 −35.1 83.9 47.8 −36.1 50.5
EfficientNet-B0 + AT 88.4 55.7 −32.7 87.2 52.3 −34.9 85.6 49.1 −36.5 52.4
ViT-B/16 + AT 87.9 54.8 −33.1 86.5 51.7 −34.8 84.8 48.4 −36.4 51.6
TRADES [3] 86.3 58.9 −27.4 85.4 56.2 −29.2 83.7 52.8 −30.9 56.0
MART [16] 87.1 61.3 −25.8 86.0 58.7 −27.3 84.2 55.1 −29.1 58.4
AWP [17] 86.7 63.8 −22.9 85.8 61.2 −24.6 84.0 57.6 −26.4 60.9

ShieldNet (ours) 94.1 72.4 −21.7 93.2 69.8 −23.4 91.6 65.3 −26.3 69.2
AA: AutoAttack robust accuracy (%); ∆: clean accuracy–robust accuracy; AT: adversarial training. All values
are percentages.

Table 5 presents the results under PGD-100 with 10 random restarts, a stronger attack
configuration than typically reported in the literature. Table 6 presents the results against
attacks specifically designed to bypass potential gradient obfuscation, confirming that
ShieldNet provides genuine robustness. Critical Observation: the consistency between the
PGD-100, BPDA + PGD, and EOT-PGD results (within 1%) confirms that ShieldNet does
not rely on gradient obfuscation. If obfuscated gradients were creating false robustness,
BPDA and EOT attacks would show significantly lower accuracy.

Table 5. Strong PGD attack evaluation: PGD-100 with 10 random restarts.

Method

MMU1 Dataset CASIA-Africa Dataset

ϵ ϵ
0.005 0.01 0.02 0.03 0.05 0.1 0.005 0.01 0.02 0.03 0.05 0.1

Standard 89.2 71.4 42.3 18.7 3.2 0.0 88.1 69.8 40.1 16.4 2.8 0.0
AT 85.4 79.2 68.3 54.7 38.2 15.6 84.2 77.8 66.1 52.3 35.9 13.8
TRADES 84.8 80.1 71.6 61.2 45.7 21.3 83.7 78.9 69.4 58.8 43.1 19.2
MART 85.2 80.8 73.4 63.8 48.9 24.6 84.1 79.6 71.2 61.4 46.2 22.1
AWP 85.6 81.4 75.2 66.3 52.1 28.4 84.5 80.2 73.0 63.9 49.5 25.7

ShieldNet 92.8 89.4 83.7 75.6 62.4 38.9 91.7 88.1 81.5 72.8 59.1 35.2
Results on MMU1 and CASIA-Africa datasets with varying ϵ values. All values represent robust accuracy (%).
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Table 6. Adaptive attack evaluation: Verifying genuine robustness.

Attack Type Standard AWP ShieldNet ∆ vs. AWP

PGD-100 (10 restarts) 18.7 66.3 75.6 +9.3
PGD-1000 16.2 64.8 74.1 +9.3
BPDA + PGD-100 18.7 66.1 75.4 +9.3
EOT-PGD (N = 30) 17.4 65.2 74.8 +9.6
C&W ℓ2 (κ = 50) 12.3 58.9 68.7 +9.8
AutoAttack (full) 0.0 63.8 72.4 +8.6

Transfer (ResNet-50) 34.2 71.8 82.3 +10.5
Transfer (ensemble) 28.6 67.4 78.9 +11.5
Square Attack (5k queries) 21.4 68.9 79.2 +10.3

Results on MMU1 dataset with ϵ = 0.03. All values represent robust accuracy (%).

Figures 3 and 4 illustrate adversarial perturbations at varying intensity levels, demon-
strating the imperceptible nature of attacks that nonetheless compromise undefended
models. Figures 5 and 6 present training convergence analysis across all datasets.
Figure 7 and Table 7 present comprehensive biometric system performance metrics. Table 8
presents calibration metrics demonstrating that ShieldNet maintains well-calibrated predic-
tions under adversarial conditions. Figure 8 illustrates the defense success rate comparison
across varying perturbation strengths (ϵ values), demonstrating that ShieldNet maintains
significantly higher defense rates than baseline methods with graceful degradation at
extreme levels, while Figure 9 presents the confidence distribution analysis comparing
clean (blue) and adversarial (red) inputs, where the model preserves high confidence (near
1.0) for clean data and appropriately reduces certainty for attacks, ensuring the robust and
calibrated predictions essential for trustworthy biometric systems. Figure 10 displays the
performance heatmap demonstrating generalization capability, where strong off-diagonal
entries indicate effective transfer across different iris databases, confirming the model’s
robustness to dataset bias and domain shifts.

(a) (b)

(c)

(d) (e)

Figure 3. Progressive adversarial perturbations for ϵ ∈ {0.005, 0.01, 0.02, 0.05, 0.1}, (a–e), respectively.
Each pair shows the perturbed iris image (left) and the magnified perturbation pattern (right).
Perturbations remain imperceptible to human observers even at ϵ = 0.05.
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Figure 4. Detailed analysis for ϵ = 0.02: original image (left), adversarial image (center), and mag-
nified perturbation (right). The perturbation exploits high-frequency iris texture patterns while
remaining visually imperceptible.

Figure 5. Test accuracy progression showing both clean accuracy and PGD-20 robust accuracy.
The gap between the clean (blue) and robust (orange) accuracy decreases through training, indicating
improved robustness without sacrificing clean performance. This demonstrates the effectiveness of
adversarial training integration in the defense mechanism.

Figure 6. Training loss convergence across 30 epochs for all datasets. The three-stage training protocol
is visible: rapid decrease in Stage 1 (clean pre-training), gradual adaptation in Stage 2 (adversarial
integration), and fine-tuning stabilization in Stage 3. The stable convergence demonstrates effective
optimization of the dual-layer defense mechanism.
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Figure 7. Detection Error Trade-off (DET) curves showing false acceptance rate (FAR) vs. false
rejection rate (FRR) for ShieldNet across operating points. The equal error rate (EER) point, where
FAR = FRR, is marked. The curve demonstrates balanced performance suitable for security-critical
biometric applications, with low error rates across threshold settings.

Figure 8. Defense success rate comparison across varying perturbation strengths (ϵ values). ShieldNet
maintains significantly higher defense rates than baseline methods across all attack intensities.
The plot shows graceful degradation at extreme perturbation levels, demonstrating the robustness of
the proposed defense mechanism under increasingly powerful adversarial attacks.
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Figure 9. Model confidence distribution analysis comparing clean (blue) and adversarial (red) inputs.
ShieldNet maintains high confidence scores (near 1.0) for clean inputs while showing appropriate
uncertainty reduction (lower confidence scores) for adversarial inputs. This calibrated response
indicates robust predictions without overconfidence, a key characteristic for trustworthy biometric
systems under adversarial conditions.

Table 7. Biometric performance metrics under clean and adversarial conditions.

Method
FAR (%) FRR (%) EER (%)

Clean Adv Clean Adv Clean Adv

Standard 3.2 48.7 2.8 52.3 3.0 50.5
AT 5.8 12.4 5.2 11.8 5.5 12.1
TRADES 5.4 10.8 4.9 10.2 5.2 10.5
MART 5.1 9.6 4.6 9.1 4.9 9.4
AWP 4.8 8.7 4.3 8.2 4.6 8.5

ShieldNet 2.9 5.4 2.6 5.1 2.8 5.3
Results on MMU1 dataset. Adv: Under PGD-100 attack (ϵ = 0.03). FAR: False acceptance rate; FRR: false rejection
rate; EER: equal error rate.

To verify that ShieldNet learns genuinely robust feature representations, the latent
space is visualized using t-SNE. Latent Space Observations: Standard models exhibit large
displacement between clean and adversarial representations of the same sample, indicating
a lack of feature stability. In contrast, ShieldNet preserves the underlying cluster structure
even under adversarial perturbations, showing that adversarial examples remain close to
their clean counterparts in the feature space. These observations confirm that ShieldNet
learns truly invariant and robust features rather than relying on gradient obfuscation.
The t-SNE visualizations should be viewed at a high resolution in the electronic version of
this paper to ensure all details are legible.
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Table 8. Model Calibration: Expected calibration error and negative log-likelihood.

Method
ECE (%) NLL

Clean FGSM PGD AA Clean FGSM PGD AA

Standard 2.1 45.2 52.7 58.3 0.18 3.42 4.21 4.87
AT 4.8 8.7 12.4 15.2 0.42 0.78 1.12 1.38
TRADES 4.2 7.9 11.1 13.8 0.38 0.71 0.98 1.24
AWP 3.9 7.2 9.8 12.1 0.35 0.64 0.89 1.12

ShieldNet 2.4 4.8 6.7 8.9 0.21 0.43 0.62 0.84
Results on MMU1 dataset. Lower values indicate better calibration. AA: AutoAttack; FGSM: Fast Gradient Sign
Method; PGD: Projected Gradient Descent.

Figure 10. Cross-dataset performance heatmap demonstrating generalization capability. Diagonal
entries (training and testing on the same dataset) show the highest performance scores. Off-diagonal
entries represent cross-dataset evaluations, with strong performance transfer indicating good gener-
alization across different iris databases. This demonstrates ShieldNet’s robustness to dataset bias and
domain shifts.

Comprehensive Ablation Study

Tables 9 and 10 examines the ablation study results and the sensitivity to key hyper-
parameters, respectively. The results indicate that performance remains relatively stable
across a range of hyperparameter values. For the adversarial loss weight, values between
0.3 and 0.5 yield comparable results, with optimal performance at 0.4. Similarly, the gra-
dient regularization coefficient performs well in the range of 0.005 to 0.01. This suggests
that while careful tuning improves results, the method is not excessively sensitive to hyper-
parameter choices within reasonable ranges. Table 11 presents a cross-dataset evaluation
demonstrating ShieldNet’s generalization capability. Table 12 and Figure 11 present a com-
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putational requirement analysis. As shown in Figure 12, the training process exhibits stable
convergence over 30 epochs without significant oscillations, indicating effective optimiza-
tion of the multi-objective loss function. Table 13 provides a comprehensive comparison
with state-of-the-art methods across all metrics. Table 14 presents a statistical significance
analysis using paired t-tests across five random seeds.

Table 9. Ablation study: Contribution of individual defense components.

Configuration
Accuracy (%) Robust Accuracy (%) Biometric Metrics (%)

Clean AA PGD-100 C&W Transfer FAR FRR EER

Baseline (no defense) 95.7 0.0 18.7 12.3 34.2 3.2 2.8 3.0
+Adversarial training (AT) 87.2 51.4 54.7 48.2 62.8 5.8 5.2 5.5
+Gradient smoothing (GS) 92.4 28.6 38.4 31.7 48.9 4.1 3.7 3.9
+AT + GS (basic) 89.8 62.3 67.8 59.4 71.2 4.6 4.1 4.4
+AT + GS + adaptive weights 91.2 67.1 71.4 64.8 76.3 3.8 3.4 3.6
+AT + GS + consistency 90.6 65.8 69.7 62.3 74.8 3.9 3.5 3.7

ShieldNet (full) 94.1 72.4 75.6 68.7 82.3 2.9 2.6 2.8
Results on MMU1 dataset with ϵ = 0.03. Each configuration builds upon previous ones. AA: AutoAttack;
PGD-100: Projected Gradient Descent; C&W: Carlini and Wagner; FAR: false acceptance rate; FRR: false rejection
rate; EER: equal error rate.

Table 10. Hyperparameter sensitivity analysis.

Parameter Value Clean (%) AutoAttack
(%) PGD-100 (%) EER (%) ECE (%)

α2 (adv weight)

0.2 95.2 64.3 68.1 3.4 3.1
0.3 94.8 69.7 73.2 3.1 2.8
0.4 94.1 72.4 75.6 2.8 2.4
0.5 92.4 71.8 74.9 3.2 2.9
0.6 90.1 69.2 72.1 3.8 3.4

λ1 (grad reg)

0.001 94.6 68.9 72.4 3.0 2.7
0.005 94.4 71.2 74.3 2.9 2.5
0.01 94.1 72.4 75.6 2.8 2.4
0.05 92.8 70.6 73.8 3.3 2.9
0.1 90.3 66.4 69.7 4.1 3.6

Results on MMU1 dataset with ϵ = 0.03. Bold underline the best AutoAttack. EER: Equal error rate; ECE: expected
calibration error.

Table 11. Cross-dataset generalization: Train on one dataset, test on others.

Training Data
Test: MMU1 Test: CASIA-Africa Test: UBIRIS.v2

Clean AA EER Clean AA EER Clean AA EER

MMU1 only 94.1 72.4 2.8 78.6 54.2 6.7 71.4 48.9 8.2
CASIA only 81.2 58.7 5.4 93.2 69.8 3.1 76.8 52.4 7.1
UBIRIS only 76.8 51.3 6.8 79.4 55.8 6.2 91.6 65.3 3.6

Combined (all) 93.4 71.8 2.9 92.7 69.2 3.2 90.8 64.6 3.7
Results with ϵ = 0.03. AA: AutoAttack robust accuracy (%); EER: equal error rate (%). Diagonal cells (train and
test same dataset) show in-distribution performance. Combined (all) is underlined in bold.
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Table 12. Computational requirement comparison.

Method Params (M) FLOPs (G) Train (h) Infer (ms) Memory (MB)

Standard 18.7 3.6 2.4 8.2 76.4
AT 18.7 3.6 9.8 8.2 89.2
TRADES 18.7 3.6 11.2 8.2 92.4
MART 18.7 3.6 10.6 8.2 91.8
AWP 18.7 3.6 14.8 8.2 98.6

ShieldNet 18.7 3.6 12.4 8.2 94.8
Training on MMU1 dataset using single V100 GPU. Inference time measured per 512 × 64 image. Memory
indicates peak GPU memory usage during training. All methods use the same architecture, differing only in
training procedures.

Figure 11. Inference latency breakdown across three deployment scenarios: edge devices, mobile
platforms, and server environments. ShieldNet achieves inference times under 100 milliseconds for
all scenarios, meeting real-time processing requirements for biometric applications. The breakdown
shows the time allocation across different network components, highlighting the efficiency of the
proposed architecture.
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Figure 12. Training stability analysis over 30 epochs, showing consistent convergence without signifi-
cant oscillations. The smooth progression indicates stable optimization of the multi-objective loss
function, which balances clean accuracy, adversarial robustness, and computational efficiency. This
stability demonstrates the effectiveness of the proposed training protocol and gradient regulariza-
tion techniques.

Table 13. Comprehensive comparison with state-of-the-art methods.

Method
Accuracy (%) Robust Accuracy (%) Biometric (%) Calibration

Clean AA PGD-100 C&W Transfer FAR FRR EER ECE NLL

ResNet-50 (standard) 95.7 0.0 18.7 12.3 34.2 3.2 2.8 3.0 2.1 0.18
ResNet-50 + AT 87.2 51.4 54.7 48.2 62.8 5.8 5.2 5.5 4.8 0.42
DenseNet-121 + AT 86.8 53.2 56.1 49.8 64.2 5.6 5.0 5.3 4.6 0.40
EfficientNet-B0 + AT 88.4 55.7 58.4 52.1 66.8 5.2 4.7 5.0 4.3 0.38
ViT-B/16 + AT 87.9 54.8 57.6 51.4 65.4 5.4 4.9 5.2 4.5 0.39
TRADES [3] 86.3 58.9 61.2 54.7 69.8 5.4 4.9 5.2 4.2 0.38
MART [16] 87.1 61.3 63.8 57.2 72.4 5.1 4.6 4.9 3.9 0.35
AWP [17] 86.7 63.8 66.3 59.4 74.8 4.8 4.3 4.6 3.9 0.35

ShieldNet (ours) 94.1 72.4 75.6 68.7 82.3 2.9 2.6 2.8 2.4 0.21
Results on MMU1 dataset with ϵ = 0.03. AA: AutoAttack; C&W: Carlini and Wagner; FAR/FRR/EER: biometric
error rates; ECE: expected calibration error; NLL: negative log-likelihood. Lower values are better for FAR, FRR,
EER, ECE, and NLL.
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Table 14. Statistical significance analysis (paired t-test p-values).

ShieldNet vs. Clean Accuracy AutoAttack EER

Standard training <0.01 <0.001 <0.01
Adversarial training (AT) <0.001 <0.001 <0.001
TRADES <0.001 <0.001 <0.001
MART <0.001 <0.001 <0.001
AWP <0.001 <0.001 <0.001

Statistical significance of improvements using paired t-tests over 5 independent runs. All p-values indicate
statistically significant improvements (p < 0.01 or p < 0.001). EER: Equal error rate.

6. Advanced Analysis and Discussion
Robustness has emerged as a fundamental design principle across different application

domains, particularly for decision-making systems operating under adversarial, noisy, or highly
uncertain conditions. This perspective supports the view that robustness-oriented training
strategies represent general principles rather than domain-specific heuristics [63]. This section
provides an empirical analysis of ShieldNet’s defense mechanisms, discusses the synergistic
effects of our dual-layer approach, examines failure cases and limitations, and contextualizes
our contributions within the broader landscape of adversarial robustness research. Empirical
Analysis of Defense Synergy: The effectiveness of ShieldNet’s dual-layer defense can be under-
stood through empirical observations and intuitive reasoning. This word provides intuitive
explanations for why the combination of adversarial training (AT) and gradient smoothing (GS)
yields improved robustness compared to either approach alone. It should be noted that the
following analysis provides motivation for our design choices rather than formal theoretical
guarantees. Robustness Characterization: Let fθ : X → Y denote a neural network classifier
with parameters θ. The local robustness radius at input x is defined as

r( fθ , x) = min
δ
∥δ∥p s.t. fθ(x) ̸= fθ(x + δ) (19)

The expected robustnessover the data distribution D is

R( fθ) = E(x,y)∼D [r( fθ , x)] (20)

Adversarial training optimizes for worst-case performance within an ϵ-ball, effectively
maximizing a lower bound on the robustness radius as follows:

θ∗AT = arg min
θ

E(x,y)

[
max
∥δ∥≤ϵ

L( fθ(x + δ), y)
]

(21)

This can be interpreted as expanding the margin around training points. However, AT
alone has the following known limitations:

• Robust overfitting: performance on adversarial examples degrades after prolonged
training despite continued improvement on clean data.

• Accuracy–robustness trade-off: clean accuracy typically decreases by 8–15% to
achieve robustness.

• Attack-specific bias: models may overfit to the specific attack used during training
(e.g., PGD).

Effect of gradient smoothing: gradient penalty regularization encourages small and
locally consistent gradients.

LGS = λ1∥∇xL∥2
2 + λ2∥∇xL(x)−∇xL(x + η)∥2

2 (22)
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The intuitive motivation is that gradient-based attacks require ∇xL to be large and
informative. Regularizing gradient magnitude reduces the signal available to attackers.
The curvature term ensures that even if gradients are non-zero at a point, they do not
provide reliable direction information due to local inconsistency. Critical distinction from
gradient obfuscation: Unlike problematic gradient obfuscation techniques that introduce
non-differentiable operations (which create zero or random gradients), our approach
maintains differentiable, meaningful gradients. The smoothing makes the loss landscape
genuinely flatter rather than artificially hiding gradient information. This is verified
empirically by the consistency between standard PGD, BPDA, and EOT attack results. The
synergistic combination of AT and GS provides complementary benefits that address each
other’s limitations: Adversarial training (AT) expands robust regions by creating protection
around training points, though the class boundaries may still contain sharp gradients that
adversaries can exploit. Gradient smoothing (GS) complements this by smoothing these
boundaries, making class transitions more gradual and less vulnerable to attacks. Moreover,
GS helps reduce robust overfitting by regularizing gradient magnitude, preventing the
model from memorizing specific adversarial perturbation patterns, and limiting overfitting
to the training attack. Finally, AT provides robust feature representations that enhance
the effect of GS; while GS alone on a non-robust model merely smooths an already fragile
decision boundary, applying GS on top of AT allows it to operate on features that are
already partially robust, resulting in a stronger combined effect. This suggests that the
combined approach implicitly optimizes an objective, similar to the following:

min
θ

E(x,y)

[
max
∥δ∥≤ϵ

L( fθ(x + δ), y) + γ ·Varδ[∇xL( fθ(x + δ), y)]
]

(23)

where the variance term encourages consistent gradients across the ϵ-ball, not just correct
predictions. To empirically verify the synergistic effect, the loss landscape characteristics of
different model configurations are analyzed (Table 15).

Table 15. Loss landscape characteristic analysis.

Configuration Grad Norm Curvature Lipschitz AA acc.

Standard 12.4 287.3 18.7 0.0%
AT only 8.7 156.2 12.4 51.4%
GS only 3.2 89.4 6.8 28.6%

ShieldNet 2.1 34.7 4.2 72.4%
Grad norm: Average ∥∇xL∥2; Curvature: average spectral norm of Hessian; Lipschitz: estimated local Lips-
chitz constant; AA acc.: AutoAttack robust accuracy. Lower values indicate smoother landscapes for the first
three metrics.

The results confirm that ShieldNet achieves the smoothest loss landscape (lowest
gradient norm, curvature, and Lipschitz constant) while also achieving the highest robust
accuracy, supporting our intuitive analysis. The multi-objective optimization in Shield-
Net involves balancing potentially competing objectives. Convergence properties were
analyzed using the framework of multi-task learning. Define the combined loss as follows:

Ltotal(θ) =
K

∑
i=1

αiLi(θ) (24)

Under standard assumptions (Lipschitz continuous gradients, bounded variance), the
SGD on Ltotal converges at the following rate:
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E[∥∇Ltotal(θT)∥2] ≤ O
(

1√
T

)
(25)

The key challenge is gradient conflict when ∇Li and ∇Lj point in opposing directions.
Our empirical analysis shows that the gradients of Lclean, Ladv, and Lsmooth maintain posi-
tive cosine similarity throughout training, indicating compatible optimization directions.
This compatibility arises because all three objectives fundamentally encourage prediction
stability on clean data and adversarial data, as well as under small perturbations, respec-
tively. Despite strong overall performance, ShieldNet has identifiable limitations that
are discussed transparently. Table 16 presents scenarios where ShieldNet’s performance
degrades most significantly.

Table 16. Failure case analysis: Scenarios with reduced performance.

Scenario Robust Accuracy (%) Degradation

Standard benchmark (ϵ = 0.03) 72.4 –
Large perturbation (ϵ = 0.1) 38.9 −33.5%
C&W attack with high confidence (κ = 100) 54.2 −18.2%
Multi-targeted PGD attack 61.8 −10.6%
Severe occlusion + PGD attack 48.3 −24.1%
Low-quality images + PGD attack 52.7 −19.7%

Baseline: AutoAttack on MMU1 with ϵ = 0.03. Degradation was measured relative to baseline robust accuracy.
C&W: Carlini-Wagner attack.

Analysis: At large perturbation budgets (e.g., ϵ = 0.1), adversarial noise becomes
semi-perceptible and begins to alter the underlying image content, making it unrealistic for
any defense to preserve high accuracy without severely compromising clean performance.
Similarly, high-confidence C&W attacks (κ = 100) drive adversarial examples deeper into
the target class’s decision region, producing misclassifications that are significantly harder
to counter. Furthermore, when adversarial perturbations are compounded with natural
degradations such as occlusion, blur, or low-quality inputs, the resulting performance
drop exceeds the effect of either factor alone, highlighting a remaining vulnerability to
distribution shifts.

Limitations: Despite ShieldNet’s improved robustness–accuracy trade-off, a modest
drop in clean accuracy (95.7%→ 94.1% on MMU1) remains unavoidable due to the inherent
tension between tightly fitting clean data and maintaining sufficient margins against adver-
sarial perturbations. In terms of cost, ShieldNet requires roughly 4–5×more computation
during training because of adversarial sample generation and gradient regularization,
which may be restrictive for large-scale or frequently retrained systems, although inference
cost remains unchanged. Furthermore, the method is sensitive to hyperparameters such as
α1, . . . , α5 and λ1, λ2, where suboptimal choices can either weaken robustness or excessively
degrade clean accuracy, and optimal settings may vary across datasets. Another limita-
tion lies in the evolving nature of adversarial attacks: while ShieldNet is robust against
current state-of-the-art methods (including AutoAttack), future attack strategies may ex-
pose new vulnerabilities, as adversarial robustness remains an ongoing arms race. Finally,
performance differences across datasets (e.g., 72.4% AA on MMU1 vs. 65.3% on UBIRIS.v2)
indicate that more challenging real-world conditions, such as unconstrained capture and
variable illumination, still pose significant difficulties even with robust training.

We identify the following potential attack vectors that warrant future investigation:

• Semantic adversarial examples: Perturbations that change semantically meaningful
features (e.g., iris texture patterns) rather than pixel-level noise may bypass defenses
that focus on ℓp-bounded perturbations.
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• Physical-world attacks: While digital attacks are evaluated, physical attacks using
patterned contact lenses, projected light, or printed overlays may transfer differently
to robust models.

• Model extraction attacks: Adversaries with query access could potentially extract a
surrogate model that reveals exploitable patterns in ShieldNet’s decision boundary.

Table 17 contextualizes ShieldNet within recent advances in adversarial robustness.
Table 18 demonstrates that ShieldNet meets latency requirements for practical deployment
scenarios. Table 19 summarizes practical challenges for deploying ShieldNet in produc-
tion environments. Positive Applications: ShieldNet can enhance security in legitimate
biometric authentication systems, protecting against adversarial attacks that could compro-
mise access control, financial systems, and identity verification. Potential Misuse: Robust
biometric systems could potentially be deployed in surveillance applications without ad-
equate consent or oversight. It is emphasized that this work is intended for consensual
authentication scenarios with appropriate privacy protections. Fairness Considerations:
Our evaluation across demographically diverse datasets (Asian, African, and Caucasian
populations) helps ensure that ShieldNet does not exhibit differential vulnerability across
demographic groups. However, comprehensive fairness auditing across intersectional
categories remains an important direction for future work.

Table 17. Comparison with recent adversarial defense methods.

Method Domain Clean (%) AA (%) Key Idea

Gowal et al. [64] CIFAR-10 85.3 65.9 Extra training data
Rebuffi et al. [65] CIFAR-10 87.3 66.6 Advanced data augmentation
Wang et al. [66] CIFAR-10 86.4 67.3 Improved adversarial training

ShieldNet (ours) Iris recognition 94.1 72.4 AT + gradient smoothing synergy
Note: Direct numerical comparison should be interpreted cautiously due to different domains (CIFAR-10 vs. iris
biometrics), different dataset sizes, and potential differences in inherent robustness properties. AA: AutoAttack
robust accuracy.

Table 18. Real-time deployment feasibility analysis.

Application Requirement ShieldNet Status Notes

Access Control <100 ms 8.2 ms ✓ Pass Real-time feasible on V100 GPU
Mobile Authentication <200 ms 45.6 ms ✓ Pass Mobile CPU + Edge TPU pipeline
Airport Security <50 ms 8.2 ms ✓ Pass Suitable for high-throughput systems
ATM Systems <150 ms 8.2 ms ✓ Pass Low-latency verification
Border Control <75 ms 8.2 ms ✓ Pass Meets strict security constraints

ShieldNet latency measured on NVIDIA V100 GPU. Mobile latency includes preprocessing on mobile CPU +
inference on edge TPU.

Table 19. Production deployment: Challenges and mitigation strategies.

Challenge Description Mitigation Strategy Status

Legacy Integration Compatibility with existing biometric infrastructure REST API wrapper with standardized interfaces Implemented
Privacy Compliance GDPR/CCPA requirements for biometric data On-device inference; no template transmission Supported
Model Updates Continuous improvement against new attacks Federated learning for distributed updates Future work
Hardware Constraints Edge deployment on limited resources INT8 quantization (3% accuracy loss) Validated
Adversarial Monitoring Runtime detection of attack attempts Confidence calibration + anomaly detection Implemented

This table summarizes the challenges encountered during production deployment and the corresponding strategies
to mitigate them.
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7. Conclusions
This paper presents ShieldNet, a comprehensive adversarially resilient framework

for iris biometric authentication that addresses critical security vulnerabilities in deep
learning-based biometric systems. Through rigorous experimental validation using the Au-
toAttack benchmark across three diverse datasets, this work demonstrates that ShieldNet
achieves strong adversarial robustness while maintaining competitive clean data perfor-
mance. Synergistic Defense Framework: This study introduces a principled dual-layer
defense mechanism that combines adversarial training with smoothness-regularized gra-
dient penalty. Rather than claiming fundamental novelty in its individual components,
the effective integration yields synergistic benefits, as demonstrated. Furthermore, ad-
versarial training expands robust regions while gradient smoothing stabilizes decision
boundaries. The synergistic effect yields robustness gains exceeding the sum of its individ-
ual components. Rigorous Evaluation Protocol: The evaluation represents a comprehensive
adversarial robustness assessment for iris biometric systems, incorporating the AutoAttack
benchmark (the community standard for reliable robustness evaluation), strong PGD-100
attacks with 10 random restarts, and adaptive attack variants such as BPDA and EOT to con-
firm the absence of gradient obfuscation. Transfer-based black-box attacks using surrogate
models and cross-dataset generalization experiments are also included to assess robustness
under distribution shifts. Strong Empirical Performance: ShieldNet demonstrates substan-
tial gains over existing defenses, achieving 72.4% AutoAttack accuracy on MMU1 (an 8.6%
improvement over AWP) and 94.1% clean accuracy (7.4% higher than AWP). Under adver-
sarial conditions, ShieldNet attains a 2.8% EER, compared to 4.6% for AWP, with consistent
improvements across all datasets and attack types. Empirical analyses for evidence and in-
tuitive justification were provided. As a consequence, for defense synergy, a loss landscape
analysis demonstrates that ShieldNet achieves the smoothest decision boundaries among
the evaluated methods. Ablation studies quantify the contribution of each component.
Practical Deployment Viability: ShieldNet maintains a real-time inference performance
(8.2 ms on GPU) suitable for production deployment, with validated integration strategies
for common deployment scenarios. Several limitations are acknowledged, motivating
directions for future research. Robustness to Large Perturbations: Performance degrades
significantly at ϵ > 0.05. Future work could explore certified defenses or semantic-aware
robustness training. Our evaluation focuses on digital perturbations. Indeed, extending
to physical attacks (patterned contact lenses, projected light) is an important direction.
Computational Cost: Training overhead of ’4–5× may be prohibitive for frequent retraining.
More efficient adversarial training methods could address this limitation. Generalization
to Other Biometrics: While designed for iris recognition, these principles may extend to
other biometric modalities (fingerprint, face, voice). Cross-modality validation remains to
be studied in future work. Adaptive Attack Evolution: As attack methodologies advance,
continuous evaluation and potential defense updates will be necessary. Ongoing evaluation
against emerging attacks is necessary. The vulnerability of deep learning-based biometric
systems to adversarial attacks poses a significant security challenge for critical authenti-
cation infrastructure. ShieldNet represents a meaningful advance toward addressing this
challenge, demonstrating that a principled combination of defense mechanisms can achieve
substantially improved robustness without sacrificing practical utility. However, this study
emphasizes that adversarial robustness remains an active research area with no permanent
solutions. ShieldNet should be viewed as one component of an in-depth defense strategy
that includes input validation, anomaly detection, and regular security auditing. It is hoped
that the rigorous evaluation methodology and transparent discussion of limitations herein
will contribute to a more reliable assessment of adversarial defenses in future research.
The principles underlying ShieldNet, synergistic defense combination, gradient smoothing
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regularization, and rigorous evaluation against adaptive attacks, are broadly applicable
beyond iris biometrics. It is anticipated that these methodological contributions will inform
the development of robust deep learning systems across security-critical domains.
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