Secure Inter-communication in
Multi Agent System
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Intelligent Agent

® Agent definition

¢ Object prog

A= ~

ramming: a set of passive objects that
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Main characteristics

® Goal Oriented: an agent is programmed in order to
pursue a goal

® Autonomous: an agent must complete its goal
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Intelligent Agent
Other characteristics

® Reactive: an agent reacts on the base of events
that happen in the platform

® Proactive: an agent is able to elaborate action
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Agent Platform

-f |

Agent Communication Channel Agent Communication Channel

Internet, Wireless connection, eftc.

Two fundamental agents:
® Directory Facilitator (DF)

® Agent Management System (AMY)



Communication of the Agents

® Agent communication with ACL Message

® Most important items:

(inform
:sender (sender(@platform.net)

:receiver (receiver(@platform.net)
:language  (FIPA-SLO)
:content (,,Text to be signed™)




Security in MAS

® |t is inevitable to ensure security today




Attacks

® Passive attacks: monitoring of network packets
from malicious agent
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@ Active attacks : replay attacks, spoo




Goals

Possibility to secure not the whole ACL message but only
some of its parts.

Not to bind the security support tightly into the agent
blatform




X-Security Prototype

® |n the proposed system the function of the central
authority is exerted by the Security
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Certificates

® The agents use their certificates to prove their
identities and to execute security related to their
~ actions within the system




Certificates .2

SCA CERTIFICATE 1 €—
(agent-identifier :name sca(@platform.net)
(agent-identifier :name testAgent@platform.net)
Wed Jan 01 00:00:00 CET 2003

Wed Dec 31 23:59:59 CET 2003

VISITOR

certificate-ident
sca-ident
agent-ident
fime-from
time-to
security-level
key-description

O

ident
time-from
time-to

type
key-param
key-value
key-description
ident

time-from
time-to
type
key-param
key-value

SIGN 1 /

Wed Jan 01 00:00:00 CET 2003
Wed Dec 31 23:59:59 CET 2003
public-key

SHAwithDSA/1024
S6ATEDS89C2......... 6AC54DF983

CRYPT 1 —

Wed Jan 01 00:00:00 CET 2003
Wed Dec 31 23:59:59 CET 2003
public-key

RSA/1024

5A234DC82B......... 85329B76DC




Integration of Security into
the message

® The message is extended to contain a new slot
called X-Security

(inform
:sender (sender(@platform.net)
:receiver (receiver(@platform.net)
language  (FIPA-SLO)

:content (,,Text to be signed*)

:X-Security (  :type SIGN €——
:signature 48A7 20AD l
:certificate-ident SCA CERTIFICATE 1
:key-1dent SIGN 1)) €<—




Integration of Security into
the message .2

® Now, X-Security slot items inform that the
message content is encrypted ...

(inform
:sender (sender(@platform.net)
:receiver (receiver(@platform.net)
:language  (FIPA-SLO)

:content (,,28AD TBA4%)

:X-Security ( :type|lCRYPT
:certificate-ident SCA CERTIFICATE 1
:key-ident CRYPT 1))




Description of SCA’s
activity

® What does it happen when SCA fails? ...
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Description of SCA’s
activity

° What does it happen when SCA fa|Is7
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Protected information
exchange

® |t usually happens through asymmetric keys but if
~ there is a huge amount of data:
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Agent key Replacement

® |t generates new keys (public and private)
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SCA key replacement

|. It generates new keys and a new certitificate
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SCA Inaccessibility

® |t recovers itself from backup




Implementation

standard platform agents
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other agents on platform

Agent platform with Security Certification Authority
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Implementation .2

incoming messages

messages wit rtificates and ke

X-Security's
core
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set signature

security layer

agent layer

Agent's core
Integration of security module to agent
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Implementation .3

communication

receiving and sending
certificates and keys

management of
certificates and keys

set signature
or encrypt

while waiting for
appropriate certificate
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Certificates

other services for
agent's core

X-Security module

DIOCKING Messages

while waiting for
appropriate certificate

test signature
or decrypt

security layer
agent layer
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Conclusions

® X-Security system is appropriate for MAS
applications

® This system tries to avoid troubles during SCA
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