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Introduction: what's Anonymity?

What's Anonymity?
¢ Anonymity is the state of being anonymous, not known by others.
Who needs anonymity, and why?

- Journalists, Dissidents, Whistle blowers
- Censorship resistant publishers/readers
- Socially sensitive communicants
= Chat rooms and web forums for abuse survivors, people with illnesses
. Law Enforcement
+ Anhonymous tips or crime reporting
= Surveillance and honeypots
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Introduction: what's Anonymity?

Who needs anonymity, and why?
¢ You:
¢ Where are you sending email (who is emailing you)
¢ What web sites are you browsing
¢ Where do you work, where are you from

¢ What do you buy, what books do you read, ...
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Introduction: what's Anonymity?

Who needs anonymity, and why?

¢ And yes, criminals:

But they already have it.
We need to protect everyone else.
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Introduction: what's Anonymity?

Anonymity in the Internet:

Let Alice would communicate with Bob

forward anonymity: no one could know who Alice is
1 8
HHHHH _ Bob

reverse (or backward) anonymity: no one could know who Bob is

Alice - > #HtH
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Introduction: How To Achieve Anonymity

Mainly used approach:
¢ Mixing

° Proxy
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Introduction: How To Achieve Anhonymity

What does a mix do?

/ message 1

» message 2

P message 3

message 4

Randomly permutes and decrypts input.
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Introduction: How To Achieve Anonymity

What does a mix do?

?

message 2

XK K

Adversary can't say which cyphertext corresponds to a
given message
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Introduction: How To Achieve Anhonymity

What does a mix do?

PK, PK, PK, PK, PK, PK,
LS s B
RS EERS\ Mess
Server 1 Server 2 Server 3

Each server have a Key, they encrypt the message with layer
of crypto like an onion
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Introduction: How To Achieve Anonymity

Tor: The Onion Router

What does a mix do?

Server 1 Server 2

decrypt decrypt decrypt
7] o [2] " () m2

permute permute permute

502 [0 mp (5% mp m3
¥ [ m
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Introduction: How To Achieve Anhonymity

What does a mix do?

—
=

One honest server preserve anonymity
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Introduction: How To Achieve Anonymity

But if we need quick interaction?
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Introduction: How To Achieve Anonymity

Anonymizing Proxy

¢ Communications appears to come from the proxy, not from the real hosts
¢ Advantage: Simple, Focuses lots of traffic for more anonymity

¢ Disadvantage: Single point of failure, compromise, attack
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Introduction: Tor — The Onion Router

Let's use the advantage of both the approach:

¢ Use public key crypto to establish the circuit

¢« Use symmetric key crypto to move the data
= Like SSL - TLS based proxies

¢ Distributed trust like mixes

TOR: THE ONION ROUTER
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How Tor work: Circuit Setup

¢ Client proxy establish session key + circuit with the Onion Router 1

Client
Initiator
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How Tor work: Circuit Setup

¢ Client proxy establish session key + circuit with the Onion Router 1
¢ Proxy tunnels through that circuit to extend to Onion Router 2

Client
Initiator
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How Tor work: Circuit Setup

¢ Client proxy establish session key + circuit with the Onion Router 1
¢ Proxy tunnels through that circuit to extend to Onion Router 2
¢ Etc...

Client
Initiator
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How Tor work: Circuit Setup

¢ Client proxy establish session key + circuit with the Onion Router 1
¢ Proxy tunnels through that circuit to extend to Onion Router 2

¢ Etc...

¢ Client application connect and communicate over the TOR circuit

Client
Initiator
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How Tor work: Feature

.

¢ Perfect forward anonymity
+ Incremental building of circuit thought

4

session key negotiation with each next node.
+ Periodic renewal of circuit

¢ We can multiplex more TCP streams in one circuit
to reduce latency
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How Tor work: Feature

¢ Leaky pipe topology (no end-to-end attack) G R %
{ 1or _-II'CUIt |

= =

We can exit the circuit whenever we want

¢ TLS in every transaction between nodes
-~ Can't modify data in transit
+ Impossibility of portray a Router
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How Tor in depth works: Overview — What?

Tor is a Open Source Program, written in ANSI C.
The project was in origin developed by the U.S. Army, then donated to
the Open Source Community.
It lives thanks to the care of million of people, and operate thanks to
the bandwidth donated by normal people who set up a TOR node.
The more we are, the better anonymity we could have!!!

OSI certified
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How Tor work: Feature - How?

But ... how TOR can do this ???

conéi-chéf éhién;é_id[] =
"$1d: onion.c 8479 2006-09-24 17:20:417 nickm $";

f £
* onion.c
* Functions to gueue create cells, and handle onionskin
* parsing and creation.
:+::i:f,‘

#include "or.h"

/** Type for a linked list of circults that are waiting for a free CPU worker
* to process a walting onlon handshake. */
typedef struct onion_queue t
circuit_t *circ;
time t when_ added;
struct onion_gueus_t *next;
} onion_queue t;

/** 5 seconds on the onion queue til we just send back a destroy */
#define ONIONQUEUE WAIT CUTOFF 5

/** Global (within this file) wvariables used by the next few functions */
static onion _gueue t *ol list=NULL;

static onion_queue t *ol_tail=NULL;

/** Length of ol list */
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How Tor in depth works: Overview

const char onion c_id(] =
"$1d: onion.c 8479 2006-09-24 17:20:417 nickm $";

,[,r W
* onion.c
* Functions to queue create cells, and handle onionskin
* parsing and creation.
:+::+:)‘r

Hnclude o Let's see it in depth!

/** Type for a linked list of circults that are waiting for a free CPU worker
* to process a walting onion handshake. */
typedef struct onion queues t {
circuit t *circ;
time t when added;
struct onion gueue t *next;
} onion_gueue t;

/** 5 seconds on the onion queue til we just send back a destroy */
#define ONIONQUEUE WAIT CUTOFF 5

/** Global (within this file) variables used by the next few functions */
static onion gqueue t *ol Llist=NULL;
static onion queue t *ol tail=NULL;
/** length of ol _list */
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How Tor in depth works: Overview

B How Tor Works: 1 &3 Tor node

« « e Unencrypted link
—p oncrypted link

Alice

il + B

A
- Step 1: Alice's Tor

- client obtains a list
SR B + [ + [——

- adirectory server.
. Y Jane

N [—

.D ave Bob
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EH) How Tor Works: 2 S Torno

» e Unencrypted link
—p oncrypted link

Alice
- PN + N

Step 2: Alice’s Tor client
picks a random path to

destination server. Green - n n
links are encrypted, red e Bt

links are in the clear. Jane
M k3 .
Dave Bob
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How Tor in depth works: Overview

EH) How Tor Works: 3 2 Tornode

» = UREncrypted link
—p oncrypted link

.ﬁ.llc:ﬂ
+

Step 3: If the user wants
access to another site,

Alice's Tor client selects - n n
a second random path. o> e

Again, green links are -' Jane
encrypted, red links are
in the clear.

.D a.'u'e o .. . Bob

-
--------
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How Tor in depth works: Cells

Indicate which virtual circuit is associated
the cell.

In fact we can create a different circuit for
each connection we establish.

In reality, is better to MULTIPLEX more
communication in one circuit.
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How Tor in depth works: Cells

It Holds the value of one of the command supported by the
protocol. It can assume this values:

0 — PADDI NG ( Paddi ng)

1 — CREATE (Create a circuit)

2 — CREATED (Acknowl edge create)

3 — RELAY (End-t o-end dat a)

4 — DESTROY (Stop using a circuit)

5 — CREATE_FAST (Create a circuit,no PK)
6 — CREATED FAST (Circuit created, no PK)

7 — VERSI ONS (Negoti ate versi ons)

8 — NETI NFO (Time and M TMreventi on)
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How Tor in depth works: Cells

Contains the data we want to transmit to another node. The
interpretation of 'Payload’ depends on the type of the cell.

PADDI NG  Payl oad I s unused.
~ CREATE: Payl oad contai ns the handshake chall enge.
CREATED: Payl oad contai ns the handshake response.

RELAY: Payl oad contains the relay header and
rel ay body.

DESTROY. Payl oad contains a reason for closing the
circuit.
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How Tor in depth works: Cells - Create

1 - CREATE

Optimal Asymmetric
Encryption Padding

1°' part of
Diffie Hel man's
key agreenent
Pr ot ocol

2" part of Diffie
— Hel man' s key agreenent
Pr ot ocol
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How Tor in depth works: Cells - Create

1 - CREATE

Encrypted with RSA
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How Tor in depth works: Cells - Create

1 - CREATE

Encrypted with RSA

Encrypted with Symmetric Key
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How Tor in depth works: Cells - Create

We make this choice for efficiency
reason. Infact, this hybrid model
make use of asymmetric crypto
to grant a secure exchange for
the key, that will be used to
cyphe a big amount of data with
better efficiency.
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How Tor in depth works: Cells - Created

2 — CREATED

2" part of DH protocol

Hash (SHA1) of the DH Key.
Demonstrate the knowledge of the entire DH Key
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How Tor in depth works: Cells — Created - Derivative Key

- The g*xy computed value is used to derive K of 100 bytes
according to the follow scheme:

K = H(g"xy | [00] | H(g"xy | [01]) | ... H(g"xy | [04])

- where | is the concatenation of its operand, [NN] is a byte
which value is NN and H(x) is the SHA1 hash of x.

From K will be consequently derived further value like
derivative key (KH), forward digest (Df), backward digest
(Db), forward key (Kf) and backward key (Kb) according the
following schema: first 20 byte of K are KH, bytes 21-40 are
Df, bytes 41-60 are Db, 61-76 are Kfe 77-92 are Kb.
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How Tor in depth works: Cells — Relay

3 - RELAY

Can assune the follow ng
val ues:

-- RELAY_BEGQ N

- - RELAY_DATA

-- RELAY_END

- - RELAY_CONNECTED
RELAY_SENDME

- - RELAY_EXTEND

- - RELAY_EXTENDED
- - RELAY_TRUNCATE
- - RELAY_TRUNCATED
10 -- RELAY_DROP

11 -- RELAY_RESOLVE
12 -- RELAY_RESOLVED

OO ~NOOOUTPA,WN P
1
1
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How Tor in depth works: Cells — Relay

3 - RELAY

EEEEEEEE If this field is not

equal to O the decrypted
cell I1s routed to the
next circuit's Onion
Rout er, otherw se the
payl oad content iIs
processed by the sane
node.

Used to determine the cells that belongs to the same
data stream.

Badalamenti C. <RollsAppleTree@gmail.com> TOR & Omnet++



Introduction Overview
/N How TOR works? Cells
( How TOR in depth works? Circuit
Open Problems Web traffic

How Tor in depth works: Cells — Relay

Encrypted with
forward key R |
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How Tor in depth works: Cells — Relay Extend

CrclD
Command
Rel commmand
Recogni zed
Stream D

3 - RELAY

Di
LCFJ'lat h
KPOF’[SS o - RELAY_EXTEND

Payload of a CREATE Cell

Paddi ng
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How Tor in depth works: Cells - Relay Extend

CrclD
Command
Rel command 3

Recogni zed
Stream D

Di
Aﬁﬁ“&é;
Por t
OAEP
paddi ng
Symmetric K

- RELAY

6 - RELAY EXTEND

Encrypted with RSA with
public key of the Onion
Router that have to extend
the virtual circuit

1°° part g”x

Paddi ng

— Encrypted with Symmetric Key
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How Tor in depth works: Cells - Relay Extend

CrclD
R orBnd
el conmman
Recogni zed 3 - RELAY
Stream D

Di
AT
Por t
OAEP
paddi ng
Symmetric K

1°* part g”™x
Encrypted with
forward key R i

Hash Pk

Paddi ng
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How Tor in depth works: Cells — Relay Extended

> Payload of a CREATED Cell
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How Tor in depth works: Cells - Relay Extended

Eei commna

Recogni zed
Stream D

D gest

Lengt h

Encrypted wth
backward key R |
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How Tor in depth works: Circuit

The client OP choose the exit node
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How Tor in depth works: Circuit
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How Tor in depth works: Circuit

+ OP => CREATE =>R_1

R

1°% part g°x

-
N
N
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How Tor in depth works: Circuit

— Decrypt with public key
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How Tor in depth works: Circuit

— Decrypt with symmetric key
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How Tor in depth works: Circuit
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How Tor in depth works: Circuit

t Calculate g”xy and derive K R 2
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How Tor in depth works: Circuit

Send the
CREATED Caell
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How Tor in depth works: Circuit

OoP
| —— Cal cul ate g”xy and derive K

Conmpare first 20 bytes of K R 2
~ derivative key with KH recei ved
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How Tor in depth works: Circuit

d
RS.C“(%;“‘n{}gndd Send the
S ean EXTEND_RELAY Cel
nat |

6 |

Paddi ng

Encrypted wth
forward key R i
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How Tor in depth works: Circuit

a
es
EF 1SS —— Decrypt with forward key

addi n
SvPrmatrig K

1°" part g”x m

Hash Pk m

Paddi ng
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How Tor in depth works: Circuit

oP R 1
Control Relay_cmd=6, [}l
RELAY_ EXTEND
i rcl D
nmand .
R coamang Control Recognized -> 0.
ESE; So process the cell's

fiess content.

o R 2
VRS e K Control IPv4 and Port of =
1°* part g"x — the node in wich extend 45

B e _
Paddi ng |
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Re Co%fqundd Extract the Onio'n skin
E gan —— from extend cell's
af) or(r%:SS payload
OAEP R 2
paddi ng -

Svmmetric K

1°" part g”x m

-
- o

Paddi ng
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How Tor in depth works: Circuit

Insert the extracted
payload in a CREATE

cell 1Pt G <

Dadglnq

X
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How Tor in depth works: Circuit

Decrypt with
own PrivKey
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How Tor in depth works: Circuit

Decrypt with
SimmKey
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How Tor in depth works: Circuit

SendtoR 1a
CREATED caell
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How Tor in depth works: Circuit

Extract the
CREATED cell's
payload
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How Tor in depth works: Circuit

Calculate the g*xy
—— value and derivative

key. R 2
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How Tor in depth works: Circuit

The circuit is extended u
@

6 |
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How Tor in depth works: Web traffic

Tor use the socks4 proxy interface.

SOCKS4 is an Internet protocol that allows client-server applications to transparently
use the services of a network firewall.

So we can send thought TOR almost ALL TCP TRAFFIC!!!
We only need to “torify” the applications we would use.

Often it would mean simply set up proxy to localhost port 9050.
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Open Problems: Phone Home

There's no evident problems in TOR implementation.

It assure that all the tenets enunciated in the TOR design paper are
respected.

But ... there are other technologies that, used together, cause
* a web browser using TOR to “Phone Home” outside the TOR network
* a web browser using TOR to “Phone home” inside the TOR network,

and deliver uniquely-identifying about the client, such as the computer's
hostname and IP address.
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SOLUTIONS? & Firefox?2

Yes
Use “NoScript” plugin for Firefox...

nothing for IE (did you expect this?)
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