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What Is 1177

I} : Shoert for /nformnation: 1ecinology, and proneunced: as separate
letters, the bread subject concerned with all aspects off managing
andi processing Infermation), especially within a large erganization
O company. Because computers are central to infermation
Mmanagement, compuiter departments Within companies and
UnIversities are: efitent called /7: aepartments:

BUSInESS requirements: preserve I Systems Data freny damages
Involved: in

IRtegnty: = Unaviiiornized PEople cannot moaliy: Systemis Jafonnatorn,;
Avallability: = Systen /s always operative. ana inctional,;
BYIVACY: = Unauiliornizea PEopIe; caniort approach System’s lafonnaton,
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We could reachi this aim threugh...

: : ; Security Risk }
Securty Risk L Analysis
ARalysIs: [

d [IOCESS 10! efisulé

Risk Management }

that the security, (Business)
contro/s foran 17:

syister are iy _ _
commensurate Wit I lagfer o FFEl Ty
1S 1 Risk Management
/LS I15KS.
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Teaay’'s Main Tepics...

Infiermation Securty Risk Management;
Risk Vianagement Viethodolegles;

Attack Trees, Vulnerability Tirees, Fault Trees
and Event Trees;

Attack Scenery Analysis throughn: Attack: Iirees ;
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Information Security: Risk

Management

AlmE Watching oVer
BUSINESS Inl order te
identiiy I'F nsksianad
iRyIng 1o Managing
them! in order: ter cut
CAOWRI IMPACE'S
CONSEgUERCES;
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Risk Assessment

Asset (def.): Any real or personal property, tangible
or intangible, that a company or individual owns
that can be given or assigned a monetary value.
Intangible property includes things such as goodwill,
proprietary information, and related property.
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Risk Assessment

Phase 1 Phase 2 Phase 3
{System Features Threats Vulnerabilities }
AMEWSS Identification Identification
Phase 6 Phase 5 Phase 4
Impact ) [ Threat Impact . }
[ Analysis ) L Analysis Controls Analysis
Phase 7 Phase 8 Phase 9

Risks Controls Final
Determination Recommendation Documentation
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Risk Assessment: Sources of Threats

Virus

Unauthorzed access

Theft of proprietary info

Denial of Service

Insider Met abuse

Laptop theft

Financial fraud

Misure of public Web application
Syspem penetration

Abuse of wireless network

Sabotage
Telecom fraud

Web site defacement
50 5 10 milion S 20 million S 30 million 5 40 million 5§ 50 million
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Risk: Mitigatien

(def.): the process of evaluating and implementing recommended
controls as a result of the previuous phase of Risk Assessment,
giving necessary support to Management planning the buadget and
executing controls

RISk mitigation; pessikle strategies:
Risk: Assumption;

Risk Elimination;

Risk Restiriction;

Risk Planning;

Researnch And Comprehension;

Risk Transfer;

A
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Risk: Mitigation

Phase 1 Phase 2 Phase 3
{ Actions Recommended CBA }
Prioriting Controls Evaluation Analysis
Phase 6 Phase 5 Phase 4
{ Safeguard Plan L f Responsibilities Controls }
Developing | | Assignment Selection
Phase 7

{Selected Controls}
Implementation
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Risk Mitigation: Most used Countermeasures

Firewall

Anti-virus software

Intrusion Detection Systems
Server-based access control lists
Encryption for data in transit
Reusable account/login passwords
Encrypted files

Smart cards/other one time password tokens

Public Key Infrastructure
Intrusion Prevention Systems

Biometrics
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Risk Evaluation and Assessment

IT Systems are often modified;
System Conditions are changed,
We need another Risk Assessment Process?...

NO!

We have just to evaluate periodically
system risks in order to adapt necessary
changes to applied countermeasures
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Risk Management
Methoeolegies

Three Kindl of appreach:

Qualitative ;
Quantitative;
Hybrid;
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Qualitative Appreach

Simple and Elexible;
Noi lechnical Knowledge requireds;

Use of Interviews to define value and! risk run
fOr each asset:;

Risk/A/alue = [High, Meditm, Low:;
Useiiul teols: Risks' Viatix

Einal aim? > Ouitline pessikle attack SCENErES
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Quantitative Approach

NUmEeric evallation' ol aSSets;
Fechnical Knowiledge: reguired;

Use! ol Indexes 1o define correct fiorecast
Inherent the system;

Risk/Value = EEF,SLE,ARO,ALE,ROSI,ROA,
Cost/Benefits Analysis;

Einal aim? = Ouitline pessikie attack SCENErES
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Quantitative Approach

Exposure Factor (EF): The proportion of an asset's
value that is likely to be destroyed by a particular risk,
expressed as a percentage.

Single Loss Expectancy (SLE): The Single Loss
Expectancy (SLE) is the expected monetary loss every
time a risk occurs. The Single Loss Expectancy, Asset
Value (AV), and exposure factor (EF) are related by the

formula:

SLE = AV * EF
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Quantitative Approach

Annualized Rate of Occurence (ARO): The
probability that a risk will occur in a particular year.

Annualized |Less Expectancy (ALE): The Annualized
Loss Expectancy (ALE) is the expected monetary loss
that can be expected for an asset due to a risk over a
one year period. It is defined as:

ALE = SLE * ARO

where SLE is the Single Loss Expectancy and ARO is the
Annualized Rate of Occurrence.
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Quantitative Approach

Database
File Server
Product Plans

Infrastructure

asset value

Threat
Virus 100.000 £

12.000€
150.000€

12.000€
105.000 €

Failure
[ Msclosure

1.500.000< Fire 150000 £
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Quantitative Approach

Costs/Benefits Analysis: It could be executed
using three indexes

1. ALE (prior) : ALE before applying
countermeasures;

2. ALE (post) : ALE with in force countermeasures;

3. Annualized Cost of Safeguard (ACS) :
countermeasures total cost;

CBA = ALE (prior) — ALE (post) - ACS
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Quantitative Approach

Return on Security Investment (ROI/ROSI): It's a
gauge used to evaluate investment rendering and to
compare other alternatives

ROI = CBA/ACS
ROSI = (Risk Exposure * % Risk Mitigated) — SC/SC

Return on Attack (ROA): It's a gauge used from
attackers to evaluate attacks’ profit

ROA= gain from successful attack / cost before S + loss caused by S
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Fault Tree Analysis

Workers
Cannot Escape

fault tree analysis (a.k.a.
fault analysis) offers the
ability to focus on an event
of importance, such as a
highly critical safety issue,
and work to minimize its |

occurrence or conseguence. Workers Trapped
Fault tree analyses are id Squa Into flames
performed using a top-down Failed

approach. The resulting fault
tree diagram is a graphical
representation of the chain
of events in your system or
process, built using events
and logical gate
configurations.

Alarm
Failed
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Event Tirees

An event tree is a visual representation of all the events which can occur in
a system. Event trees can be used to analyze systems in which all
components are continuously operating, or for systems in which some or all
of the components are in standby mode. The starting point (referred to as
the initiating event) disrupts normal system operation. The event tree
displays the sequences of events involving success and/or failure of the
system components.

Sprinkler System  Call to Fire Dept.  Outcome Consequence

Success 0K
Success
Partial Damage

Success Partial Damage

System Destroyed
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Vilnerability: Trees

Vulnerability trees are hierarchy
trees constructed as a result of
the relationship between one
vulnerability and other
vulnerabilities and/or steps;

A threat agent has to carry out

in order to reach the top of the

tree;

The top of the tree is known as

the top vulnerability and we will

symbolise it with a capital V'

There are a large number of “B” zone
ways that such a top

vulnerability can be exploited.

Each of these ways will

constitute a branch of the tree.

The branches will be
constructed by child
vulnerabilities.

“A” zone
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Attack Trees

Structured attack scenarios against a system
organized in a tree structure;

Root node represents a main goal, child nodes
are subgoals that must be achieved to
accomplish higher level goals;

A given system is likely to have many attack
trees associated with its operation; A set of
attack trees is referred to as an attack forest;

And/Or structure;



Attack Trees

o
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Attack Trees

[ 10.000 € }
[ 30.000 € } [ 20.000 € } [ } [100.000 €}
10.000 €

75.000 € 20.000 €
[ 60.000 € } [100.000 €} [ 60.000 € } [ 20.000 € }
40.000 €
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Attack Sceneny: Analysis

Analysing Sceneries Attack we'll fellew these
simple steps

Attack Strategies Recognizing;

Countermeasures, Recognizing;;
Whille 1o examine Vareus peintsk e view: analysing
Attack Sceneries we'll' felow: these steps:

Attack liree Lanelling;
Countermeasures Labellings;
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Attack Strategies Recognizing

Attacker’'s Aim: Steal data from a server

Steal
Data

Steal Saved Steal Server
Data Phisically

Let’s develop separately these ¢
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Attack Strategies Recegnizing
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Countermeasures Recognizing

e

Motivate

Change Workers System
Password Update
Shutdown Add Auth heck Script Block Susp.
Pc After use Mechanism Validation Attachments

Change
Password

8
s

.%fﬁ

Resp.
Redistr.

Add Auth
Mechanism

Resp. Content
Redistr. Separation

Motivate
workers

Resp.
Redistr.

Ll
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Countermeasures Recognizing

Install
Cameras

—
a2
—
.

policeman

Install
Armoured
door

1

Install
Cameras

Install
Cameras

policeman policeman
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Business Point of View

Attack Tree Labelling:

Study: tree inf order te define: best Investments and
0 preserve assets;

Use offlalnels in order te; evaluate: tree in a
guantitative way: (AV;EEARO)

Attacks described by OR nedes: SLE and ALE

calculations depends only ol EE and ARG values; invelved in the
node itself;

Attacks described by ANID nodes: SLE and ALE

calculations depends on EE and ARO! values invelveadiwithr the
actions under the AND' nede;



Business; Point: of \View
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Business; Point: of \View

Attack = ARO | SLE ALE
Steal Data + Steall Root Perm. 110)0)% 0,09 | 100.000€ 0.000€
Steall Saved Data + Corrupt to 100% 0,09 | 100.000€ 0.000€
gain Reot Perm.
Steal Saved! Data + Root 100% 0,40 | 100.000€ 40.000€
Perm.
Steal Saved Data + Remote 90% 0,08 90.000€ 7.200€
Attack (DB)
Steal Saved! Data + Remote 85%0 0,68 35.000€ 57.800€

Attack (DB)
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Business Point of View

Countermeasures Lakelling:

Study: tree In erder te define est defiense
SCENEries;

User eff 1alels i order 1o evaltiate hest
countermeasures (% Risk Mitigated, Cost ofi
Investmeni, ROSH);

Countermeasures, described hy OR nedes: RosI s
calculateal for each countermeasure;

Countermeasures described by AND nedes: Rosl is
calculated for eachl countermeasure’s combination;
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Business; Point of \View

%RM1 ROSI1
Costl |
ON]
9%6RM2 /7 3,4
L IROSI2 ;
Cost2
%RM3 i % RM4 ROSI
Cost3 Cost4 3,5
% RM5
Costb5
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Business; Point: of \View

Colntermeasure ALE | %RM | Cost | ROSI
Change Password 0.000€ 60% 510)0)2 9,80
Shutdoewn! Pc after use 0.000€ 10% 100€ 8,00
Responsibility: Redistribution Z10)10/0)0):5 50% | 15.000€ -0,70
Systemi Update 7.200€ 90% 2551005 1,59
Antivirus 57.800€ 80% 240[00} 22,10
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Attacker Point of View

Attack Tree Labelling:

Study: tree In erder te define the' expect: profit
gained from suceessiiul attacks;

User of'lanels in order te; evaluate: Attack's coSt
(Gain,Cost)

Attacks described by OR NeJes: Cost calculation
depends only: on Cost values involved In the node Itself;

Attacks described by ANID nOdes: Cost calculation
depends on Cost values invelved with the cemposing NeJES;
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Attacker Point ofi View:

CostC = CostD + CostE

CostE
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Attacker Point ofi View:

Attack Cost
Steal Data + Steal Roet Perm. 3.000€
Steall Saved Data + Corrupt to gain Reot Pemm. 10.000€
Steal Savead Data + Reoet Perm. 02
Steal Saved Data + Remoete Attack (DB) 210/0)0)=
Steal Saved Data + Remote Attack (DB) 1.0008€
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Attacker Point of View

Countermeasures Lahelling:

Study: tree in order toe define best attack
strategles;

Usei efi Ialels 1n erder 1o evaluate gain expected
from a suceessiul attack: (1oss,ROA);

Countermeasures, descried by OR Nedes: ROA is
calculated for each countermeasure;

Countermeasures described By AND nedes: RoOA s
calculated! for each| countermeasure’'s combination;
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Attacker Point ofi View:

loss1 L IROAL
ROA
ROA2 7 3,4
loss2 8
N | loss4
loss3 ROA
45}
loss5
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Attacker Point ofi View:

Colntermeasure Cost | Loss ROA
Change Password 3.000€ | 1.000€ 7,50

Addl Authentication Mechanism 10.000€ | 1.500€ 2,60
Responsibility’ Redistrbution 02 700€ 42,85
System Upaate 2.000€ | 2.500€ 6,67
Antivirus 1.000€ | 1.500€ 12,00
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Conclusions...

PossIble futlre Works:

Developing a new: methed invelved with ARG
evaluauien;

Add a new: index 1o, ROA regarding a possible
Attack Opposite Expesition;

Develeping econemical studies 1o unaeriine the
mest expleiied vulneranilities;
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