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Abstract. In this paper we present a new efficient watermarking scheme for im-
ages. The basic idea of our method is to alter the colors of the given image in a
suitable but imperceptible way. This is accomplished by moving the coordinates
of each color in the color opponency space. The scheme is shown to be robust
against a large class of image manipulations. The robustness of the scheme is
also theoretically analyzed and it is shown to depend on the number of colors in
the image being marked.

1 Introduction

The proliferation of the Internet as a new media, opens many new possibilities and
opportunities for information and communication. If the new opportunities are many,
so are the challenges. It's clear that, in the digital world, making a copy of a document
means producing an exact copy of it: there is no degradation in the copying process.
Digital watermarking is the embedding of a mark into digital content that can later be,
unambiguously, detected to allow assertions about the ownership or provenience of the
data. This makes watermarking an emerging technique to prevent digital piracy. There
are several parameters and criteria over which categorize watermarking schemes due to
their widespread application in several areas. Excellent overviews on various aspects of
digital watermarking can be foundin [1, 2,9, 17, 20, 28]. In section 2 of this paper basic
notions about watermarks with particular reference to the case of digital images are
briefly surveyed. The contribution proposed in this paper is a novel technique to insert
an imperceptible mark in digital images. The new method is, in a sense, similar to the
technique introduced by Cox et al. [8] (see next Section). These authors propose to edit
in an imperceptible way some frequencies in the spectrum of the signal to be marked.
Differently than [8] we propose to insert the watermark in a suitable color space of the
image (i.e. thesolor opponencgpace [22]): editing in an imperceptible way the palette

of an image allows the insertion of a unambiguous mark. In the paper we show how this
can be done efficiently and robustly. The main advantage of the proposed technique is
to avoid costly computation of DCT or FT. On the other hand it could be argued that
LUT (Look up Table) operations can easily destroy the proposed watermark: our claim
is that for these attacks to be effective they must introduce perceptible degradation of



the original picture. In the paper we support this claim through a statistical analysis and
experimental evidences.

2 Watermarking basics

Here we summarize some general parameters for categorizing watermarking schemes.

First a watermark can bperceptibleor imperceptible A perceptible watermark
is typically used to encode information that should be known to the final user (i.e.
ownership information or usage instruction etc.) An imperceptible watermark is more
useful in those context in which the content owner doesn’t want the user to know about
the watermark (or at least not to know where the watermark is). Roughly speaking, by
applying an imperceptible watermark to a digital image, we get a marked copy that
is “almost” identical to the original unmarked one, where the meaning of “almost”
depends on several parameters, one of which could be how much degradation is allowed
in the marked data (with respect to the original).

Also a watermarking technique can fragile or robust Fragile watermarks can

be easily corrupted by almost any kind of manipulation on the data (i.e. in the case of
images, any image processing operation could damage the mark). Fragile watermarks
are useful to preserve the integrity of the marked document, and more generally for
authentication purposes (since small changes in the data will cause the corruption of
the watermark). On the other hand robust watermarks have to resist the most common
trasformations on the data (again in the case of images, typical procedures of image ma-
nipulation are filtering, JPEG compression, resizing, etc.) A desirable property would
be also to be able to resist malicious attacks aimed at the removal of the watermark.
Clearly, robust watermarks are useful in contexts where ownership has to be proved or
preserved.

PREVIOUS WORK Several techniques have been proposed in the last few years. One of
the first watermarking scheme has been proposed by [26]. Here the basic idea is to insert
the watermarking signal (a sequence of pseudo-random bits) into the LSB position of
the original image, pixel by pixel. Clearly this scheme is not robust: being embedded in
the least significant bit of the pixel it can be easily removed.

Other somehow non-robust techniques are proposedin [3,5, 7,15, 19, 18, 27].

Cox et al. [8] pointed out that a watermarking scheme to be robust has to be placed
in the perceptually most significant components of the digital data (their method can
also be used in audio, video and multimedia in general). This approach can seem con-
tradicting the requirement of imperceptibility of the watermark. However a reasonable
tradeoff between imperceptibility and robustness can be obtained using some properties
of spread-spectrum communication. This scheme is secure against almost all common
signal processing and geometric distortion operations and even against some more ma-
licious attacks.



3 Color spaces

The watermarking technique introduced in this paper operates an editing over a color
space of an image. The proposed algorithm requires, for this color space the following
properties:

i) a simple and compact way to describe geometrically in the color space a small,
perceptively constant region;

i) the transformation from a standard RGB space to the color space should be fast and
easily and robustly inverted.

The algorithm performs small imperceptible perturbations of the palette according to
some simple geometrical rules described in the next Section. In particular a colour is
movednside a sphere of almost equal colors. The common RGB space, unfortunately,
is not well suited to these operations: even small sphere in such a space could be per-
ceptively not very homogeneous. Computer Graphics has, since long, recognized the
need for perceptively uniform color spaces (see [12], [13]) and several color models
addressing this issue are known: L*u*v*, L*a*b*, etc. The transformation from RGB

to such spaces are generally non-linear, hard to invert, and what is worse for our appli-
cation introduce a requantization of the color. In short they violate the requirement ii)
above. For this reason, although these spaces are ideally the best alternative to RGB,
we choose to operate in the COglor Opponencgpace [22]. This choice grants a lin-

ear, easy to invert mapping from RGB to CO. The mapping is realized through the the

equations:

RGB — Co:
A=R+G+B;B/]Y =2B-R-G;R/G=R-2G + B. (1)

CO — RGB:
R:A+R/63¥—B/Y;G:A—;2/G;B:B/Y3+A_ @

Perceptual studies strongly suggest, moreover, that this space is probably the best choice
to hide small perturbations in colors, at least to an human obs&wutar Opponency
modelis, indeed, very close to the chromatic channels of human visual system. Another,
indirect, proof, of the suitability o€olor Opponencyin dealing with human perception

is that many computer vision algorithms aimed to recognize specific texture/colors (like
for example human skin [11]) adopt this model. In the following Sections it is assumed
that the color are already represented in the CO space. Conversion from RGB is a pre-
processing step that is taken for granted.

4 The algorithms

A watermarking mechanism is composed by two algorithms. The waterimsgkion
algorithm which takes as input the original image and outputs the marked image and a
mark that is stored in a database with the identity of the acquiring user. The watermark



detectionalgorithm takes as input the original image, a watermarked image and the
database of marks and outputs the mark which is associated with the input marked
image.

The crucial tool used by the algorithm is to associate to each color in the image
(thought of as a point in th€'O space) a sphere in th&0 space centered around it.
The points of the sphere represent colors that are indistinguishable to the human eye
from the original color.

At the moment we do not claim that our scheme is resistant against collusion attacks.
Indeed, notice that if all rays (on each color sphere) have the same length in all marked
images, an obviuos collusion attack can be mounted. As soon as an adversary gets at
least four different marked images the mark can be removed with overwhelming prob-
ability (since four different points not belonging to the same plane, uniquely determine

a sphere in the space and this would allow the adversary to reconstruct the ray and re-
move the mark). An easy countermeasure to this particular attack would be to choose
the length of the ray randomly (in a suitable range) for each color sphere and each
marked image. However it should be kept in mind that adopting this solution does not
necessarily protect against more clever collusive attacks.

4.1 The Insertion Algorithm

The insertion algorithm starts by classifying the pixels of the image according to their
color. Then we modify each color in the image in a random, yet impercetible, fashion.
That is, for each color in the image, we move the color space point associated with it to
the border of its color sphere. The direction in which the color space point is moved is
chosen at random for each color.

More in detail, we are given an imaderepresented as three matrices in the color
opponency spaced[i, j], R/GJi, j], B/ Yi, j] (the coordinates of the color of pixel
(i,7)). If the image hasV colors, we callCOL;, with 1 < k < N, the set of pixels
(i,7) of I that have the same color (i.e. the same coordindteg| = =, R/GJi, j] =
vk, B/Yi, j] = 2 in the color space.) For eadghwe randomly choose a ray of the
color sphere centered ifx, yx, z1.) and consider the planek] perpendicular to the
ray and passing through its middle point. We “move” all the pixel'i@ L, to the end
of the ray on the opposite side of the plari&] (that is, we change the representation of
the colors of pixel§i, j) € COL; to A'[i, j] = =}, R/G'[i,j] = y;., B/Y'[i, j] =
where(z},, y;., 2;,) is the other endpoint of the ray).

The result of this process is the watermarked image. The stored'nsatle vector
of planesr[k]

A pseudocode description of the insertion algorithm appears in Figure 1.

Lt is possible to reduce the size of a mark to a short random string by using gtsengo-
random number generato(see [21]). We use a PRNG seeded with a short random string
to generate plane coefficients in the color space. Clearly the stored mark can jusvben
the detection algorithm is run the vecfaf1], .. ., #[IV]] can be reconstructed using the same
process.



Mark-Insert

Input: An Image I, given as three matrices in the color opponency spacg

Ali, 7], R/Gli, 3], B/ Y [i, j] where(i, 5) is a single pixel.

Output:
A marked image’ given asA'[i, j], R/G'[i, j], B/Y'[i, 1].
A markgiven as a vectorr[k], k = 1,..., N whereN is the number of colors in the

image. Eachr[k] is a plane in the color space.

1. Foreachk =1,..., N whereN is the number of colors

(a) Classify pixels by color
SetCOLy the set of pixelgs, j) that have colok
Letzk, yr, 21 be the point in the color space associated with chklor
(b) Select a random direction of motion
Select a random ray in the color sphere centered(ain, yx, z1). Let
(x}, ¥k, 2.) be the other endpoint of the ray.
(c) Move all pixels inCOL,, to the same point in the color opponency space
For each pixeli, j) € COLy
SetA'li, j] = @, R/G'i, j] = yh, B/Y'[i, ] = 2}
End For.
(d) Save the plane normal to the direction of motion
Setn[k] to be the normal plane to this ray and passing through its middl
point.
End For.
2. ReturnI’ = [A'[3, 5], R/G'[i, 7], B/Y'[i, j]] as the marked image.
SaveM ARK = [r[1],...,n[N]] as the mark.

[4

Fig. 1. Watermark Insertion Algorithm




4.2 The Detection Algorithm

Recall that a detection algorithm takes as input a received marked image, the original
image and the list of stored marks.

Let us assume for the moment that the received image has the same number of
colors as the original image. The detection algorithm compares the image to each stored
mark. When comparing againsf ARK = [r[1],...,n[N]], the basic idea is to look at
each clas€’OL;, of the received marked image and check if the color pejny;., z;,
associated with it is located on the opposite side of the pidhp(where opposite is
defined with respect to the original center @O Ly, i.e.(xk, yx, 2¢)). If this is the case
we increase a counter.

At the end, after comparing the image with all the stored marks, we output the mark
that scored the highest counter.

A pseudocode description of the detection algorithm appears in Figure 2. In Sec-
tion 5 we present a statistical analysis that proves that with very high probability this
algorithm identifies the correct mark.

Remark 1. Note that the detection algorithm could receive an image manipulated by
a malicious adversary. Such an adversary is not required to keep the same number of
colors in the image. In particular the adversary could “move” each pix€lixi.;, to a
different location in the color space. However notice that in order not to deteriorate the
image the adversary must keep each pixel'ti L, inside the color sphere associated
with it. Then it is easy to reduce this case to the case that the received image still has
the same colors. One possibility is to “recompact” the pixels moved by the adversary
to their “baricenter”. Another possibility is to increment the counter whenever a large
enough quorum of pixels belonging to the same class is on the correct side of the plane.
So in the following we can safely assume that the received image will Nagelors

and the classeSO L, are the same as in the original image. The only difference is that
the representative coordinate point for the cl@gsL; will be different in the marked
image.

5 Statistical Analysis

In this section we show that the proposed algorithms work. We first show that a marked
imaged that has undergone no transformation at all will be recognized uniquely with
very high probability (that is we show that our algorithms do not create false positive or
false negative errors).

We then consider an adversarial model in which the marked image is processed by
an adversary who is trying to erase the watermark. We first argue that such an adversary
does not have enough information to mount an effective attack and the only thing that it
can do is to move the pixels of the marked image in a random fashion inside their color
spheres. Then we show that with very high probability our algorithms will resist such
adversarial strategy and the marked image will still be uniquely identified.

Remark 2. For simplicity’s sake we first carry on the analysis in a two-dimensional
color space rather than the three-dimensional one. That is we assume that each color



Mark-Detect

Input:

The original imagd = [A[, j], R/G[i, j], B/ Y3, j])-

A received marked imagE = [A'[i, j], R/G'[i, 5], B/Y'[i, 7]].

The list of stored mark8/ ARK, = [m¢[1],...,m[N]]for¢ =1,..., M wherelM is
the total number of images originally marked.

N the number of colors in the image.

Output: Amark MARK ;4.

1. Setmaz = 0 andid =0
2. Foreac =1,...,M
(a) Setcounte€; = 0.
(b) Foreachcolok =1,...,N
Let (x},, y, 2. ) be the coordinates of the color of the pixels
of the marked image belonging €O L.
Let (zx, yx, 2 ) be the coordinates of the color of the pixels
of the original image belonging 6O Ly,.
If (zk,yx, 21) and(z}, yi, 21,) are on opposite sides of the plane
m¢[k] then increas€’; by 1.
End For
(c) If C¢ > max then setmaz = Cp andid = ¢
End For.
3. OutputM ARK 4.

Fig. 2. Watermark Detection Algorithm




is a point in the plane and that it will be moved to the edge of a circle centered on it.
The “planes”z[k] will become straight lines normal to the ray along which the point
has been moved and passing through its middle point. Although this gives us slightly
weaker bounds on the error probability of our algorithm, it is much easier to understand
the geometric intuition behind the analysis. In section 5.3 we show how to improve the
error bounds by using the full three-dimensional model.

5.1 Identifying non-manipulated images

Let's assume that the marked imafegiven to detection algorithm is the exact result
of the application of the insertion algorithm to the original imdg&hat is, we assume
that no other manipulation has been applied to the image.

Let M ARK; be the correct mark that generatédrom I and letA/ ARK; be any
of the other incorrect marks.

Since the image was not manipulated in any way, the courifeesulting from
comparingl’ with M ARK; will reach the valu&”; = N. The detection algorithm will
outputid = j only ifalsoC; = N.

When comparindg’ with M ARK;, for eachk the counteC'; will be increased iff
the color(z},,y},, z;,) in I' ended up on the opposite sidemf{k]. This happens with
probability 1/3 since the lines intersect the circles in a way that 1/3 of the edge is on
the opposite side (see Figure A case 1). For daeh1,..., N these are independent
events, thus we conclude thBtob[C; = N| =37,

The algorithm fails if there exists A # i such that the above will happen. Thus
since there ar@/ — 1 incorrect marks to be examined we have that the total probability
of failure is bounded by

Prob| Mark-Detect fails | < (M —1) 3™V

5.2 Identifying manipulated images

In this section we assume that an adversary has manipulated a markedlintage
effort to remove the watermark embedded in it.

First of all let’s try to understand what kind of attack can the adversary mount. When
given a marked image, the adversary does not know in which direction colors have been
moved. Indeed this information is part of the secret key used to generate the mark.

Thus the only thing that the adversary can do is to move each color in a random
fashion trying to “undo” the effect of the watermark. As a first approximation let us
assume that the adversary moves pixels with the same color in the same way. That is,
it makes the same changes for each pixel’idL;, inside its associated color sphere
(indeed the adversary is limited to move things inside the sphere, otherwise the image
is deteriorated). The interesting thing is that now for each color the adversary “sees” a
different color sphere associated with it, namely the one centeréd, iy, z;,). For
each color the probability of “undoing” the mark is 1/3. This is because the biggest part
of the “new” color circle (actually 2/3 of it) lies on the other side of the line w.r.t. to the
original color location, thus the probability that a random motion brings the point to the
correct side of the plane is 1/3 (see Figure A case 1).



Another thing that we have to make sure is that by “moving” these colors the ad-
versary does not cause an increase of the counter for an incorrect mark. As we will see,
this event will also happen with sufficiently small probability for each color.

Remark 3. It is sufficient to consider the above adversarial strategy for our purposes.
Indeed (as we already mentioned in Remark 1, Section 4.2), the adversary could also
“move” each pixel inCO Ly, in a different direction of the color space. However all these
locations should be inside the color sphere. Thus it would be sufficient for the detection
algorithm to look at the “baricenter” of all the pixels inside this sphere associated with
COL;, and increase the counter if this point is on the opposite side of the plane. An
equivalent approach would be to increase the counter only if a large quorum of the
pixels fall on the opposite side of the plane. Roughly speaking such an attack will be
effective if it concentrates as many pixels as possible on the correct side of the plane
w[k]. Which is basically as hard as guessing where the plane is and mailthg pixels

on the other side of it.

SOME PROBABILITY TOOLS. Our analysis uses heavily the following inequality due to
Hoefding (see [14]).

Let Z,..., Zn be independent, identically distributed (i.i.d.) random variables,
each ranging over the intervial, b], and letu denote their expected value. Then,

262N

< 2e vma 3

Prob >0

—p

N
Ei:l Zi
N

Again letM ARK; be the correct mark antf ARK; be any of the other incorrect
marks. The statistical analysis will work by considering the countgrandC; kept
by the detection algorithm as random variables. The algorithm fails wher C;,
i.e. whenS = C; — C; > 0. We show thatS can be written as the sum &f i.i.d.
random variables whose expected value is a negative nymB&en we can just apply
Equation (3) withd = —u to get a bound on the probability th&t> 0.

Consider the random variablg,, defined as followsX; = 1 if when analyzing
color k in the detection algorithm we add 1 to the countgr otherwiseX; = 0.
Clearly C; = fo:l X}. Similarly define random variablg; as follows:Y;, = 1 if
when analyzing colok in the detection algorithm we add 1 to the courdtgrotherwise
Yy = 0. ClearlyC; = Son, V3. ThusS = Y0, Z; whereZ, = Yj, — X;. All we
are left to do is to estimate the distributionsf andY’,.

ESTIMATE FOR X,. When analyzing the correct maM AR K; we claim that for each
color the countec’; is increased with probabilitg/3, that is Prob[X), = 1] = 2.
Indeed in order forX; = 1 we need that the adversary moved the marked color on
a location that is still on the opposite side of the lingk]. But since the color circle
associated with this color lies for 2/3 on that siderdk] (see Figure A case 1) and the

adversary chooses the direction of motion at random we have the above probability.

ESTIMATE FOR Y%. In this case the analysis is slightly more complicated. In order
for Y, = 1 we need that the adversary moved the marked color on a location that is
still on the opposite side of the ling;[k] (whereM ARK is the incorrect mark being



analyzed). We analyze the probability that this happens based on the location of the line
7Tj [k]
Referring to Figure A, we partition the original color circle in four areas:

1. Assume that the ling;[k] is ortogonal to a ray contained inside the angl&@his
happens with probability/3 sincea = %’T In this case at most/3 of the color
circle of the “marked” point lies on the opposite sidegfk]. Thus the probability
that the adversary moves the point to the opposite side;@f in this case is at
most2/9.

2. Assume that the ling;[k] is ortogonal to a ray contained inside the arigl@his
happens with probability /6 sinceb = Z. In this case at most/2 of the color
circle of the “marked” point lies on the opposite sidegfk]. Thus the probability
that the adversary moves the point to the opposite side;@f in this case is at
most1/12.

3. Symmetrically the same probability12 is obtained when the ling;[k] is ortog-
onal to a ray contained inside the andle

4. Assume that the ling;[k] is ortogonal to a ray contained inside the angl@his
happens with probability/3 sincec = 2. But in this case the ling; [k] doesnot
intersect the color circle so the adversary will never manage to move the point on
the opposite side of it. Thus the probability in this case is 0.

The above cases are mutually exclusive and cover all possibilities, thus we can say that
Prob[Yy = 1] < 2 + 275 = 1&. In the following we assume that the adversary is
actually stronger and gels, = 1 exactly with probability7/18 (this means that in
practice the failure probability is smaller than the obtained bounds)

PUTTING IT ALL TOGETHER. Now we can estimate the distribution 8f. Given that
X, andY}, are indendent random variables we have that

—1 with prob.11/27
Z =< 0 with prob.25/54
1 with prob.7/54

Thusy = E[Z;] = —5/18. We can now apply Equation (3) with=1,a = —1, and
0= —u
Prob[S > 0] < e m'N
As in the previous case the probability of failure is that there exists at least one incorrect
mark that causeS > 0. Thus

Prob[ Mark-Detect fails | < (M —1) emHN

5.3 Improving the analysis

The statistical analysis in the previous section was simplified to a two-dimensional
model in order to make it more intuitive. However the full three-dimensional model
allows us to obtain stronger bounds on the probability of error.
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In this section we simply sketch how to generalize the two-dimensional arguments
to the case in three dimension and provide the stronger bounds. The final version of this
paper will contain all the missing details.

First of all let's recall some fact of basic geometry. A sphere ofRdyas aredn R?.

If we take a plane perpendicular to a ray and distafrbm the center, the area of the
spherical cap on the opposite side of the plane from the certe@éR — h). Since in

our case we choose a plane passing through the middle point of the ray, we obtain that
the area of the spherical cap on the opposite side of the planB?si.e. 1/4 of the

total.

This immediately generalizes the bound on the probability of error in the case of
images non-manipulated. In that case we can strenghten the upper bound on the proba-
bility of failure to (M — 1)4~ 7.

For the case of images manipulated by an adversary we use again the same notation
as before. In this casBrob[ X}, = 1] = 3/4 since to a random motion of the marked
point “undoes” the mark only if it brings the point on the above spherical cap. When
analyzing incorrect marks we can argue tRabb[Y};, = 1] < 7/16, by generalizing the
case-by-case analysis done in the two-dimensional case yThuE[Z;] < —5/16 in
this case (and the probability of failure still bounded(By — 1)e*“2N.)

THE PRACTICAL MEANING OF THIS ANALYSIS. The first thing to notice is that the
error probability goes down exponentially with the number of colors in the image. For
non-manipulated images the theoretical bounds are already very strong. For manip-
ulated images the theoretical bounds start becoming meaningful for images ranging
around one thousand colors.

For images with, sayy = 256 colors the theoretical bound says that the probability
of failure is (M — 1)e~2® which is clearly not strong enough. However one must re-
member that in the analysis we were quite “generous” with upper bounding. In practice
the probability of failure is much smaller than that and our experimental results seem to
confirm this.

THRESHOLD DETECTION. The algorithms assume that the image being analyzed by
the detection algorithm has been generated by one of the marks in the list MARK. If this
is not the case (for example the image arrives from another vendor) then the algorithm,
as is, will still identifies a mark from the list as the correct one. In order to avoid this
problem it is sufficient to modify the algorithm so that it accepts an identification as
correct only if the countef’;; of the selected mark is higher than a given threshald

A statistical analysis similar to the one described above (and not reported here for space
limitations) show that by setting the thresholdfio~ N/2 one obtains bounds on the
failure probability comparable to the current ones. The vdlue N/2 is also justified

by the experimental results described in the next section.

6 Experimental results

A first version of the proposed marking and detection algorithm has been implemented
in MATLAB 5.0. This has been done for sake of fast prototyping. On the other side
MATLAB image processing libraries works only on 256 colors pictures.



The first kind of experiments that we have performed concerned the invisibility of
the watermark inserted in the picture. The overall quality of a picture is not affected,
both for photographs and for synthetic pictures.

Example images for this section can be found at this URL
http://www.dipmat.unict.it/ ~anile/FuzzyArith/lhome/papers.htm

Small differences comes out only on very high quality monitors and just at the
highest magnifications.

The second kind of experiments that we have performed have been aimed to tune
the detection algorithm. We call a color that has been recognized as mapkssitise
color. For a given markl/, we are interested in determining a threshold vdluguch
that if more tharl” positive colors have been found then, with a high probability, the
image comes, perhaps after some manipulation, from an image containingMhark
To this aim we have taken an ensemble of about 200 unmarked pictures and submitted
them to the detection algorithm in search of a mark M. The algorithm gave an average
of about 38% of positive colors, with a variance of = 7.5%. As a safe rule of
thumb, hence, we suggest to classify as definitively suspect an image such that more
thanT = (38 + 202)% colors have been recognized as marked. With this safely set
threshold we have observed no false positive (unmarked images detected as marked) in
our set.

The third kind of experiments that we have done uses a small "library” of 15 marks.
We have submitted to the detection algorithm an ensemble of 100 pictures. Of these,
33% were marked with marks from the library, 33% were unmarked, 33% were marked
with a mark outside of the library. All the unmarked images have been recognized
as such using the threshold discussed above relatively to every marks in the library.
Of the 33% of images that have been stained with a mark outside of the library all
have been classified as unmarked. Of the remaining group all the pictures have been
recognized as marked because the number of colors in agreement with a watermark
exceeded the threshold. Moreover, in total agreement with the theoretical analysis
reported in the previous Section, the threshold has been trespassed only relatively to the
original inserted watermark. Results are also summarized in the following table, where
the number indicates the number of positive colors detected both on images marked
with marks outside the library (denoted with M1) and marked with marks of the correct
library (denoted with M2).

0<n<T/2[T/2<n<Tn>T
Unmarked 25 8 0
Marked M1 20 13 0
Marked M2 0 0 33

We have repeated the previous experiment using the same marks library, with an-
other ensemble of 200 pictures where, this time, 50% of them were unmarked, and 50%
of them were marked with a random mark from the library and successively manipu-
lated with a random combination of 4 of the following operators: trimming/cropping,
geometrical distortion, scaling and rotation, equalization, contrast stretching, median
and gaussian filtering (with a small kernel). All this operation has been realized using
the standarétirmark 3.0package (see [16], [24] for more details). The detection algo-
rithm has correctly classified all the unmarked images as such. Of the marked images



almost all have been correctly recognized as marked with the correct mark, although the
value observed for the counters were much closer (from above) to the threshold than in
the previous experiment. Only in one case a marked image produced a counter value
slightly below the threshold, without attaining, in such a case, the maximum value of
the counter for the correct mark. Results are summarized in the next table.

n <T|T <n < 3/2T|n > 3/2T|Correct Mark identifiet
Marked | 8 70 22 99
Unmarked 100 0 0 —

Finally we have simulated some malicious attacks oriented to remove the mark from
an image. In order to do so we are presented with the following alternatives:

i) To randomly change all colors in the picture palette by a large amount;

if) To randomly change all colors in the picture palette by a small amount;
iii) To randomly change a portion of all colors in the picture palette by a large amount;
iv) To randomly change a portion of all colors in the picture palette by a small amount;

The mark becomes difficult to detect in case i), but in this case the picture is visibly
degraded from the original: although almost mark free the picture is now close to useless
if fidelity to the original is an important issue.

The strategy in case ii) seems to produce the best results for a malicious attack. In
this case, indeed, we observed an attenuation of the watermark with an almost imper-
ceptible degradation of the picture. In all of our experiments, however,the correct water-
mark has always been recognized. In case iii) the mark has been still recognized in all
our experiments and at the same time frequently the image could be visibly degraded.
In case iv) the mark is recognized by our detection algorithm with a slight decrease of
the maximum number of positive colors detected.

Lately, we have implemented the two algorithms i€ to better test the method
with images having more than 256 colors.

Early experimental results showed its robustness against requantization attages-

ticular we noticed that the number of recognized colors is “proportional” to the number
of colors of the final, requantized image (the less is the number of colors of the requan-
tized image, the less is, clearly, the number of recognized colors).

However, we point out, that the number of positive colors remains moreZfhewven

for “strong” requantizations (from 16 million to 256 colors).

7 Conclusions and future works

In this paper we have presented a new watermarking scheme that works moving the col-
ors of a picture inside the CO color space according to a predefined scheme. The mark
inserted in this way can be easily detected. Its statistical properties have been analyzed
and the dependence of its robustness to malicious attack is shown to be dependent on
the number of colors in a picture. Early experimental results show that the proposed

method is resistant to several attacks, under different strategies, moreover the mark is

% Requantization attacks have been simulated using Stirmark software



resistant to geometrical transformation, equalization and smoothing. Future works in-
cludes to explore the importance of the color space in granting a transparent and robust
mark also under collusive-attacks.
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