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Le 5 fasi

= |dentificazione

Acquisizione

Analisi

Valutazione

Presentazione




Identificazione

= Rilevare/scovare cosa € effettivamente utile per
I'indagine
= Sistemi informatici
= Sistemi di comunicazione
= Supporti di memorizzazione esterna

= Supporti non digitali e informazioni
= Documenti, post-it...

= Password, modalita di accesso a sistemi complessi...

Acquisizione

= Duplicare le informazioni in maniera fedele all’'originale
= Cloni
= Immagini bit-a-bit
= Es: DD
= Immagini bit-a-bit compresse
= Es: EWF (Expert Withess Format)
= Obiettivi
= Acquisire il maggior numero di dati (possibilmente tutti)
= Rendere I'attivita di acquisizione ripetibile

= Limitare i tempi di inattivita di server “importanti”




Analisi

= Mettere in evidenza i dati con contenuto informativo
importante per I'indagine

= A favore

= A sfavore

= Documentare il processo di analisi

Analisi

» Principali funzioni svolte durante I'analisi

Visualizzazione dei dati

Ricerca per parola chiave

Decompressione di archivi

Carving

Decifratura

Calcolo della timeline




Valutazione

» Interpretare i dati evidenziati in fase di analisi per
sostenere le proprie tesi

= A favore

= A sfavore

Presentazione

= Documentare
» Cosa e stato fatto
= Come e stato fatto
= Cosa e emerso
= Che significato hanno i dati emersi
= Adattare il registro all’interlocutore
= Tecnico

= Giurista




Analisi forense con Autopsy
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Autopsy e Sleuth Kit

» Lo Sleuth Kit & una collezione di programmi a linea di
comando che consente di realizzare analisi forense di dischi
e file system. Il tool pud essere incorporato in un gran
numero di sistemi per analisi forense che possono utilizzare
tali comandi per accedere direttamente ai dati.

» Autopsy Forensic Browser € un’interfaccia grafica verso i
comandi dello Sleut Kit. Assieme consentono di condurre
un’analisi forense di dischi e di file system di computer.

http://www.sleuthkit.org




Autopsy e Sleuth Kit (architettura)

Autopsy|| [...] PyFlag

PTK

Sleuth Kit

Linux
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Awvio di Autopsy

Fle Edit View Terminal Tabs Help

ubuntu@ubuntu; ~ @ | ubuntu@ubuntu; ~

root@ubuntu:~# autopsy

Autopsy Forensic Browser
http://www.sleuthkit.org/autopsy/
ver 2.08

Evidence Locker: /var/lib/autopsy

Start Time: Thu Mar 24 12:35:22 2811

Remote Host: localhost

Local Port: 9999

Open an HTML browser on the remote host and paste this URL in it:
http://localhost:9999/autopsy

Keep this process running and use <ctrl-c> to exit

D
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Awvio di Autopsy

w History Bookmarks Tools Help

G 0 ﬂ [“http:mnca\hustzgggg,raumpsy |V] ['|Guug\e

~ fpGetting Started (5] Latest Headlines =

Autopsy — Creazione di un nuovo caso
@g ;n[r:‘rh:tpj:\::aIhﬂoz:gggg,lautcpw?mcd:0&\.‘|ew:1 =] [@=]co0ge
# Getting Started |5 Latest Headlines ~

PP_1234_2011

Procura BO - PM: Giovanni Rossi

Michele Ferrazzano
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Autopsy — Creazione di un nuovo caso

File Edit View History Bookmarks Tools Help
@ o - ‘ 0 = [‘|http:ﬂ'localhast:QQQQIautopsy?mod:l}&view:2&case:PP_1234_20ll&de

[ Most Visited >  #»Getting Started [flLatest Headlines ~
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Autopsy — Aggiunta di un host
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Autopsy — Aggiunta di un host
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Autopsy — Aggiunta di un host

File Edit \iew History Bookmarks Tocls Help

@ - - G o = [‘|http:nlnca\hnst:gggg,faumpsy?mnd:n&mew:a&case:Pp_lzaa_zn11&hnstzpc-01&de

[ Most Visited > g Getting Started [5]Latest Headlines =
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Autopsy — Aggiunta di un host

Fle Edit Wiew History Bookmarks Tools Help

@ - - 6 o = [‘lhnp:!,llnca\hﬂsl:9999!autnpsy?mﬂd:O&V\Ew:10&:355:9!’712347201l&hnst:PC-Ol fﬁ;‘v}

[ Most Visited ~ g Getting Started |5 Latest Headlines ~
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Autopsy — Aggiunta di un’immagine

Fle Edit View History Bookmarks Tools Help

@ o -6 0 @ || http:slocalhost:0995/autopsy?mod=0view=13&host=PC-01&case=PP_1234_2011&inv=unknownsx=538y=1 | ~ | [GI{

[ Most Visited = @@ Getting Started [5]Latest Headlines ~

/mnt/dest/PCOLPCOL dd|

10
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Fle Edit View History Bookmarks Tools Help
= - 6 = |ﬂb http:/flocalhost:9999/autopsy?mod=0&view=13&host=PC-01&case=PP_1234_2011&inv=unknown&x=538&y=1 | V] ‘El
[ Most Visited = @ Getting Started [ Latest Headlines
Case: PP 1234 2011
Host: PC-01
ADD A NEW IMAGE
1. Location
Enter the full path (starting with /) to the image file.
If the image is split (either raw or EnCase), then enter *' for the
extension.
[fdevfsda\ ]
2. Type
Please select if this image file is for a disk or a single partition.
@® Disk O Partition
3. Import Method
To analyze the image file, it must be located in the evidence locker. It
can be imported from its current location using a symbolic link, by
copying it, or by moving it. Note that if a system failure occurs during
the move, then the image could become corrupt.
® Symlink O Copy O Move
NEXT
22

Autopsy — Aggiunta di un disco

Image File Details

Local Name: imagss/sda

Data Integrity: An MD5 hash can be used to verify the intsgrity of
the image. (With split images, this hash is for the full image file)

@ Ignore the hash value for this image.

O Calculate the hash value for this image.

O Add the following MD5 hash value for this image:
[ J
[0 Verify hash after importing?

File System Details

Analysis of the image file shows the following partitions:

Partition 1 (Type: NTFS (0x07))
Sector Range: 63 to 1953503999

Mount Point: 11/ ] File System Type: [raw 2]
ADD CANCEL HELP

For your reference, the mls output was the following:
DOS Partition Table

offset Sector: 0

Units are in 512-byte sectors

Slot Start End Length Description

0000000000 0OEEO00000 0D0O0EEE01 Primary Table (#0)
0080000001 0E08000062 GOB08E0EE2 Lnallocated
0000000063 1953503999 1953503937 NTFS (0x07)
1953504000 1953525167 000021168 Lnallocated

11
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Autopsy — Aggiunta di un disco
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Autopsy — Aggiunta di un disco
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Autopsy — Aggiunta di un disco

Fle Edit View History Bookmarks Tools Help

25

. » - 6 0 ﬂ [‘lhttn:,lflu:alhust:999913utupsy?mud=U&vwew:1S&imgjath:%ZFdev%ZFsdg&numeg:1&5ur‘l=1&duimd5=1- o,

-] G

[ Most Visited = @@ Getting Started [5]Latest Headlines ~

Autopsy — Aggiunta di un disco

Fle Edit View History Bockmarks Iools Help
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. o- G 0 ﬂ [.‘http:ﬂluca\hst‘SBSBJ'Eutpsy?mud:ﬂ&v\ew:lﬁ&casezPP71234720ll&huﬁtzPC—Ul&mv:unknown

f& Most Visited ~  #Getting Started [fLatest Headlines =

13
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Autopsy — Timeline

Bookmarks Tools Help

'] ['lGoogle

h [@ | http:/flocalhost:9999fautopsy?case=PP_1234_2011&host=PC-01&inv=unknown&mod=6&view=1

g Started [5]Latest Headlines~
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Autopsy — Timeline

Fle Edit Wiew History Bookmarks Tools Help
@ - @ . % [ htplocalhostse99/autopsy?mod= s&view= 1&submod= 3&case=PP_1234_2011&host=PC-01&inv=unknown | - | (G~ o1

[ Most Visited~ @ Getting Started [|Latest Headlines ~

14
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Autopsy — Timeline

Fle Edit Wiew History Bookmarks Tools Help

@& o - ‘ 0 ﬂ ‘httpulcalhostssgglautupsy?md:s&view:l&Eubmd:3&casE=PP_1234_Zull&hstZPCrul&mvzunknown ::.|'] |Gl 4

[ Most Visited ~ @ Getting Started [5)] Latest Headlines ~
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Autopsy — Timeline

Fle Edit View History Bookmarks Tools Help

. ﬂ - 6 0 ﬂ [_Blhttn:,lflu:alhust:999913utupsy?budy=vo\3&md=6&view=l&submod=5&host=PCrU1&ca5&=PP7123472011&m| .:“'] (G

[ Most Visited = @@ Getting Started [5]Latest Headlines ~

O [mar < J[2 ]

timeline txt

15



Autopsy — Timeline
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Ele Edit View History Bookmarks Tools Help

@ 5 - ‘ o o] [_Elhnp:mcalhnsr‘ ttopsy?body

[ Most visited ~ v Getting Started [5] Latest Headlines~
i

Autopsy — Timeline
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Autopsy — Timeline
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Autopsy — Timeline
CREATE DATA FILE CREATE TIMELINE VIEWTKEIJNE VIEW NOTES Hil.l’ CI.;SE
C
<-Feb 2011 Summary Apr2011 ->
[Mar 4 [2012 | ok

TUe VIar Sl T T ITWETWETW U U ool TTT AOTRICEICAIBIDTOgTallarmuove CAT LEIEarE. Jar
2011 23:52:30

432301 ..C

1490663 ..c
Tue Mar 22 501951 G
2011 23:52:32

4103042 ..c
Tue Mar 22 1343877 ..c
2011 23:52:34

76579 ool
Tue Mar 22 16384 ..C
2011 23:52:36

16384 ool

341 oo@

75776 ..C
Tue Mar 22 212988 ool@ -pdf
2011 23:52:38

233851 G e Amo

377497 ..C

414012 ..C
Tue Mar 22 150044 ..c
2011 23:52:40

110252 e —V\Ixrwxrwx 0 0 9068576 C:/12345/Ricerca/da sistemare/j.1747-9991.2010.00292.x.pdf

764108 ..C A-rwxrwxrwx 0 0 9068584 C:/12345/Ricerca/da sistemare/Liu, Ushara, Sasaki - Development of digital

forensics practice and research in Japan.pdf
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CREATE DATA FILE CREATE TIMELINE VIEW TIMELINE VIEW NOTES HELP CLOSE
Os 2 X
<-Feb 2011 Summary Apr2011 >
[Mar 3][z011 | ok
TUe VIar Sl T-IVVETWETW. U U ool TTT AOTRICEICAIBIDTOgTallarmuove CAT LEIEarE. Jar

2011 23:52:30
432301
1490663

Tue Mar 22 501951
2011 23:52:32

4103042

Tue Mar 22 1343877
2011 23:52:34

76579

Tue Mar 22 16384
2011 23:52:36

16384
341
75776

Tue Mar 22 212988
2011 23:52:38

233851

377497
414012

Tue Mar 22 150044
2011 23:52:40

110252
764108

f
&l
L

-pdf

e Amo

W
-/
W]

—Verwxrwx 0 0 9068576 C:/12345/Ricerca/da sistemare/j.1747-9991.2010.00292.x.pdf
A-rwxrwxrwx 0 0 9068584 C:/12345/Ricerca/da sistemare/Liu, Uehara, Sasaki - Development of digital

forensics practice and research in Japan.pdf
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Fle Edit View History Bockmarks Iools Help
. —
& = @ it ‘ﬂ&n http:f/localhost:9939/autopsy?mod=08view= 16&case=PP_1234_2011&host=PC-01&inv=unknown ‘ v‘ “C

Most Visited ~  #dGetting Started \:\Latest Headlines ~

Case: PP_1234 2011
Host: PC01

Select a volume to analyze or add a new image file.

CASE GALLERY HOST GALLERY HOST MANAGER
mount name fs type

O disk sdg-disk raw details

Ci/ sdqg-32- 1966079 fatlé details

ANALYZE ADD IMAGE FILE CLOSE HoST

HELP

FILE ACTIVITY TIME LINES IMAGE INTEGRITY HASH DATABASES

VIEW NOTES EVENT SEQUENCER

18
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Autopsy — Analisi

marks Tools Help

‘ http://localhost:9998/autopsy?mod=06&view=17&host=PC-01&case=PP_1234_2011&inv=unknown&vol=vol26s | '] ['lGoogle

arted [5|Latest Headlines ~

2 p e /. £ /. £ L A i

38

Autopsy — Analisi
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Autopsy — Analisi

39

FILE ANALYSIS  KEYWORD SEARCH FILETYPE IMAGE DETAILS META DATA DATA UNIT HELP  CLOSE
78] =
Directory Seek Current Directory: c:/ 12345/ /Ricerca/ /Dottorato - B
enuleforensic/ /emuleforensic 0.50a/
Enter the name of ADD NoTE GENERATE MDS LIST OF FILES
a directory that
you want to view.
G/ pe 1YPE Name s, WRITTEN AccEssED CREATED Size UID GID  Meta
[I— "
did ./ 2011.03.22 2011.03.22 2011.03.22 16384 0 0 9498628
rre— 23:53:08 (UTC) 00:00:00 (UTC) 23:53:06 (UTC)
d/d ./ 2011.03.22 2011.03.22 2011.03.22 16384 0 0 9498627
e 23:53:08 (UTC) 00:00:00 (UTC) 23:53:06 (UTC)
Search r/r  AcSearchStringsbat.c 2010.02.07 2011.03.22 2011.03.22 1558 0 0 9498631 []
20:29:48 (UTC) 00:00:00 (UTC) 23:53:06 (UTC)
Enter a Perl r/r  Acsearchstringsbat.h 2010.02.07 2011.03.22 2011.03.22 87 0 0 0498634
regular 20:29:48 (UTC) 00:00:00 (UTC) 23:53:06 (UTC)
exprassion for the r/r  ACsearchstringsbat.o 2010.10.18 2011.03.22 2011.03.22 1844 0 0 9498637
file names you 14:50:50 (UTC) 00:00:00 (UTC) 23:53:06 (UTC)
want to find. r/r  clientshet.c 2010.02.07 2011.03.22 2011.03.22 2710 0 0 0498639
20:29:48 (UTC) 00:00:00 (UTC) 23:53:06 (UTC)
(| r/r  clientsket.h 2010.02.07 2011.03.22 2011.03.22 78 0 0 9498641
20:29:48 (UTC) 00:00:00 (UTC) 23:53:06 (UTC)
Swanchy r/r  clientshet.o 2010.10.19 2011.03.22 2011.03.22 4900 0 0 9498643
14:50:26 (UTC) 00:00:00 (UTC) 23:53:06 (UTC)
r/r  comettixsl 2010.02.21 2011.03.22 2011.03.22 2404 0 0 0498644
AuLDecETED Plss 12:44:14 (UTC) 00:00:00 (UTC) 23:53:06 (UTC)
T r/r  constant.h 2010.10.19 2011.03.22 2011.03.22 2579 0 0 0498645
14:50:24 (UTC) 00:00:00 (UTC) 23:53:06 (UTC) H
File Browsing Mode i
I D £

40
Fle Edit Wiew History Bookmarks Ioocls Help
6 i) [|§| http:jflocalhost:9999/autopsy?rmod=2&view=12&case=PP_1234_2011&host=PC-

[ Most visited ~  fGetting Started  [5Latest Headlines ~

[©] PP_1234_2011:PC-01:vol2 (] | [@] http:flocalh...meta=9486858 @

MDS Values for files in C:/1234S/RicercasDottorato - emuleforensicsemuleforensic 0.50as (sdg-32-1966079)

8d8a3l d 1asfl 499 -
052509b3bb6ecc48c02d965e691 faced -
23e2f9d9lafSaSbbdeBe7c2el3acfdan -
f715fb701ce38019c2c9205189817h64 -
53dflc357elcod0ea8l316d587e42634 -
3261lebfbad4735b33dab20cSa3434b361 -
93ec7de95d6145fe3bSeec4b0nlEsdss -
3deSeb8cfc3f3df73374cclogB2deff7 -
c6la544677dbad8cc7855b8dcSb5453d -
37374fe077a33c881ef43ebccle0Sedd -
e262alb6dddd9a63316803c1258cd409 -
cbf026eedcdcodat07ch783e300fc6az2 -
edfad7acdlfoabfcllfsfofdlobdozab -
fo7c31c7cbab6cbfboebadc8333bf7de -
eec0f2e9e6fdf7a9cBbb0odag9ddSfe7o -
53e7912f26a63ec0b645180990edb836 -
115c3efc2150c4418cb521770b8Baas54 -
dS675el2bcel7cO00fS0aeat80edfabsn -
f15abb3a0716b4c9el S6chbSTOEST4506 -
a8dfacca7lboofes4eo0d2dbesSha7ode -
fafdldosdzdbb31chc88033b93chSeeh -
2d19defbEdb4cfOb228079083dcbe37b -
2dfc7c2445f1465b4dcfa6fdsasiedez -
197088e9a49ebf9a773af6f213175954 -
Sac3bof7adefs3asfdffleocefS156143 -
8c7325707ed4beblSfOd4e52e0518c860 -
34d82ae20068564c7dbdeScdldbe7sbef -

ACSearchStringsDat. c
ACSearchStringsDat. h
ACSearchStringsDat.o
clientsMet.c
clientsMet.h
clientsMet.o
connetti.xsl
constant.h
emuleforensic
emuleforensic.c
emuleforensic.o
esempiomaster.xml
knownMet.c
knownMet . h
knownMet.o

Makefile
output-7.xml
preferencesDat.c
preferencesDat.h
preferencesDat.o
report.html

schema. xsd

struct.h
transform. xsl

util.c

util.h

util.o

20
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Hle Edit View History Bookmarks

Tols Help

41

@ -G 7 [[8]] hitp:ffocalhost:9995/autopsy?mod= 16submod=2case=PP_1234_2011&host=PC-01inv=unknowngvol=vol2 | ~ | (G~

&

[ Most Visted @ Getting Started [ Latest Headlines ¥

FILEANALYSIS  KEYWORD SEARCH FILETYPE IMAGE DETAILS META DATA DATA UNIT HeLp  CLOSE.
7 X
TE LT [+] TIT Ci7_go7 T 2008.08. 27 20038.06.23 2008.06.27 225877 U 1574
that you want to 14:56:34 (UTC) 00:00:00 (UTC) 14:56:32 (UTC
b T/T  Cugobpdt 2009.06.22  2009.06.23  2009.06.22 193673 0 15]
] 14:53:16 (UTC)  00:00:00 (UTC) 14:53:14 (UTC)
I rir c/gos.pof 2009.06.22 2009.06.23 2009.06.22 148664 0 154
— 14:51:40 (UTC)  00:00:00 (UTC) 14:51:38 (UTC) H
rir  Ci/go2.pdf 2009.06.22 2009.06.23 2009.06.22 1897117 0 154
14:47:12 (UTC)  00:00:00 (UTC) 14:47:10 (UTC) N
File Name .
i r/r  Cy/Imagine.jpy 2009.06.22 2009.06.22 2009.08.22 124139 0 15]
(EEHE 14:32:28 (UTC) 00:00:00 (UTC) 14:32:22 (UTC
Enter a Perl rir  C/golpdf 2009.06.22 2009.06.23 2009.06.22 419869 0 154
—— 14:39:34 (UTC)  00:00:00 (UTC) 14:39:32 (UTC
expression for rir  Ci/god.pdf 2009.06.22 2009.06.23 2009.06.22 130032 0 154
the file names 14:48:56 (UTC)  00:00:00 (UTC) 14:48:54 (UTC)
you want to find. r/r  Ci/ god.pdf 2009.06.22 2009.06.23 2009.08.22 59167 0 16(
: 14:50:30 (UTC) _ 00:00:00 (UTC) 14:50:28 (UTC) : \f
; >
ASCII (display - report) * Hex (display - report) * ASCII Strings (display - report) * Export * Add Note
S File Type: writable, no read permission
Deleted File Recoverv Mods E
T Contents Of File: C:/_TVCE.tnp
EXPAND DIRECTORIES.
[zl D

Done

Autopsy — Analisi

File Edit Wiew Terminal

Tabs

Help

ubuntu@ubuntu: ~

B | ubuntu@ubuntu: ~

Error recovering
Error recovering
Error recovering
Error recovering
Error recovering
Error recovering
Error recovering
Error recovering
Error recovering
Error recovering
Error recovering
Error recovering
Error recovering
Error recovering
Error recovering
Error recovering
Error recovering
Error recovering
Error recovering
Error recovering
Error recovering
Error recovering
Error recovering

deleted
deleted
deleted
deleted
deleted
deleted
deleted
deleted
deleted
deleted
deleted
deleted
deleted
deleted
deleted
deleted
deleted
deleted
deleted
deleted
deleted
deleted
deleted

file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file

(Starting
(Starting
(Starting
(Starting
(Starting
(Starting
(Starting
(Starting
(Starting
(Starting
(Starting
(Starting
(Starting
(Starting
(Starting
(Starting
(Starting
(Starting
(Starting
(Starting
(Starting
(Starting
(Starting

cluster
cluster
cluster
cluster
cluster
cluster
cluster
cluster
cluster
cluster
cluster
cluster
cluster
cluster
cluster
cluster
cluster
cluster
cluster
cluster
cluster
cluster
cluster

of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of

42

@ |ubuntu@ubuntu; ~

deleted file is
deleted file is
deleted file is
deleted file is
deleted file is
deleted file is
deleted file is
deleted file is
deleted file is
deleted file is
deleted file is
deleted file is
deleted file is
deleted file is
deleted file is
deleted file is
deleted file is
deleted file is
deleted file is
deleted file is
deleted file is
deleted file is
deleted file is

allocated)
allocated)
allocated)
allocated)
allocated)
allocated)
allocated)
allocated)
allocated)
allocated)
allocated)
allocated)
allocated)
allocated)
allocated)
allocated)
allocated)
allocated)
allocated)
allocated)
allocated)
allocated)
allocated)

DI

21



4

Autopsy — Analisi

Hle Edit View History Bookmarks Tools Help

3

@ -e0e

[@) http:flocalhost: autopsy?mod= 1&submod=: _1234_2011&host=PC-01&inv=unknown&vol=volz ‘v] [=}s

[ Most Visted = @ Getting Started [ Latest Headlines ~

htt| 10st:999 9fautopsy?mod= PP_1234_2011&host=PC-01&inv=unknown&vol=vol2&meta=9406392&sort=2&dir= 12345 Ricerca/Dottorato+-+Documenti+-presentati/d. .

FILEANALYSIS  KEYWORDSEARCH  FILETYPE  IMAGEDETALS = METADATA DATAUNT  HELP  CLOSE
? X
T £
that youwant to [ All files with 'emile’ in the name §
view.
B0 SHOW ALL FILES ||
|
ViEW bn YPC e WRITTEN ACCESSED CREATED size UD GID MeTa
dir / in
) d/d  Ci/eMuleantonio 2009.07.09 2009.07.20 2009.07.09 16384 0 0 243
File Name 15:27:22 (UTC) 00:00:00 (UTC) 15:27:20 (UTC)
Search d/d  Ci/eMuleantonio/eMule 2009.07.09 2009.07.20 2009.07.09 16384 0 0 342534
anter 2 Perl 15:27:22 (UTC) 00:00:00 (UTC) 15:27:20 (UTC)
rglgilr; et rir  Cmmicrmtost - 2010.08.30 20110322 20110323 1039674 0 0 9406099
Docunents presentati/docunenti 10 00- oy
expression for TS 18:10:38 (UTC) 00:00:00 (UTC) 23:52:56 (UTC)
e Y- Tottorato/enuleforensic - iisfa
: nenberbook 2010.paf
you want to find. CELVEIRT 2RI
rlr C:/12345/Ricerca/Dottorato - 2010.09.16 2011.03.22 2011.03.22 697468 0 0 9464329
T — ognen YR8 L) 11:11:02 (UTC)  00:00:00 (UTC) 23:53:02 (UTC) E
ASCII (display - report) * Hex (display - report) * ASCII Strings (display - report) * Export * Add Note
| SEaRcH) File Type: writable, no read permission
Deleted File Recoverv Mode 1
T Contents Of File: C:/_TVCE.tnp
EXPAND DIRECTORIES
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tory Bookmarks Iools Help

= |\§I http:/flocalhost:9999/autopsy?mod= 1&submod=4&case=PP_1234_2011&host=PC-01&inv=unknown&vol=volz | '] HG\'

p Getting Started [)Latest Headlines ~

FILE ANALYSIS = KEYWORD SEARCH FILETYPE IMAGE DETAILS META DATA DATA UNIT HELP CLOSE

O it X

Keyword Search of Allocated and Unallocated Space

Enter the keyword string or expression to search for:

‘_emu\e |
M ASCII ®Unicode
4 [ grep Regular
¥ Case Insensitive B meSs e
SEARCH
EXTRACT STRINGS EXRACT UNALLOCATED

Reqular Expression Cheat Sheet

NOTE: The keyword search runs grep on the image.
A list of what will and what will not be found is available here.

Predefined Searches

22
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Autopsy — Ricerca

ry Bookmarks Tools Help

D & |http:ﬂlacalhast:99991autupsy?mud=15.submud=4&:ase=PP_1234_20115.host=Pcrm&mv:unknuwn&vul:vu\z Sl =] [@=]coogle

Fetting Started [B]Latest Headlines ~

1wolz & |[g]

[0-2]7([:digit:]11{ 1.2 .[0-217]

46
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Autopsy — Ricerca

FILEANALYSIS = KEYWORDSEARCH _ FILETYPE IMAGE DETALS. META DATA DATA UNIT HELP  CLosE
2 X
Search Options: [+]

) PREVIOUS  NEXT
Unicode = = =
Case Insensitive Eroxrcomsoall Acetice

I ASCII (display - report) * Hex (display - report) * ASCII Strings (display - report)
. File Type: data
Sector 21960 (Hex - Ascii) Sector: 609347
1: 114 (anni\eMuleTenp) Status: Allocated
Find Meta Data Address
Sector 21992 (Hex - Ascii)
2: 114 (anniverulerTenp)
Hex Contents of Sector 609347 in sdg-32-1966079
Sector 609291 (Hex - Ascii)
3: 174 (BNTE EMULE: ANA) o 65004400 75006c00 5004600 6f007200 .M. u.l. e.F. o.r
» 16 65006200 73006000 53003300 26006100  e.n. s.i. c.:. .a
Sector 609341 (Hex - Ascii) 2 62006100 6c005900 73006900 20006600 n.a. 1i. si. .f.
4: B4 (9euleForen) 48 67067200 65006e00 73006500 20006400  o.r. e.n. s.e. .d
5. 168 ( Wte) 64 65066c00 20006600 50006c00 65002000  e.l. .f. i.l. e
g G (& 80 73006800 61067200 59006260 67002000 s.h. a.r. i, g, .
e %6 63006700 62002000 55004d00 75006c00  c.o. n. . e.M. u.l
Sector 609347 (Hex - Ascii) 112 65000000 63004d00 75006C00 65002000 e eM oul e .
6: 0 (shileForen) 128 8002000 75006200 20007300 65f006600 Looun .50l f.
72104 144 74007700 61007200 65062000 5f007000  t.w. a.r. e. . 0.p
: ( con etiule) 150 65006200 20007300 6007500 72006300 e, s, 0. TG
8: 116 (emule ) 176 65002000 63006800 65002000 6300600 e . c.hoe . co.
162 6e007300 65006e00 74006500 20006400 1. note .d
_ Ascii 208 69002000 72006500 61006C00 69067200 1. . r.e. a.l. i.z.
Sector 609348 (Hex - Ascii) 224 7a006100 72006500 20006c00 27006100  z.a. r.e. .1, '.a.
9:92 (e di eule ) 240 74067400 6SOG7600 690G7A00 e0OB2000 1. v.oit
256 64005900 20006600 69006c00 65002000  d.i. .f. i.l.e. .
Sector 609349 (Hex - Ascii) 272 73006800 61007200 69006200 67002000  s.h. a.r. i.n. g. .
10: 270 (tive ehule e al) 288 6900500 20006100 6d006200 5O006SC0  i.n. .a. m.b. i.e
: 304 6e07400 65002000 70006500 65067200  n.t. €. . p.e. e.r.
» 320 24007400 67002000 70006500 65007200 St.0o-. pee. e
Sector 609351 (Hex - Ascii) 336 20006200 61067300 61067400 6f002000 .boas at o
11:108 (e di emule.) 352 73007500 69002000 70067200 6f007400  s.u. i. . p.r. 0.t.
368 6005300 600600 6COGEIN0 20006500  o.c. 0.1. L.i. .e
» 384 44005f00 6e00GDO0 65067900 2000600  D.o. n.k. e.y. .o
Sector 809352 (Hex - Ascil) 400 20004b00 61008400 65006400 5COOEA00 Koad.oem 1,
12: 396 (o ad eMule. Que) 416 61062200 04064400 5100660 20007000 a....D. al .p
432 7500600 7400600 20006400 50002000  w.n. t.o. .d. i
» 448 76008900 73007400 61002000 64006500  v.i. s.t. a. . d.e.
Sector 609358 (Hex - Ascii) 454 6cOGCO0 27006100 6eDBELOD 6cOBEA00  1.1. '.a. n.a. 1.i
13: 2 (e di eMule all') ||| 480 73006900 20006600 5007200 55006600 s.i. .f. o.r.en
=ll 508 72008500 20002000 75006000 £1002000 H Lia

48

Analisi di una email

Return-Path: mittente@gmail.com

Received: from [192.168.1.83] (dynamic-adsl-84-220-169-6.clienti.tiscal
[84.220.169.6])
by mx.google.com with ESMTPS id bs4sm597962wbb.35.2011.03.25.12.31.02
(version=SSLv3 cipher=0THER);

Fri, 25 Mar 2011 12:31:03 -0700 (PDT)

Message-1D: 4D8CED7B.2050105@gmail.com

Date: Fri, 25 Mar 2011 20:31:07 +0100

From: Mittente Neri mittente@gmail.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; it; rv:1.9.2.15)
Gecko/20110303 Lightning/1.0b2 Thunderbird/3.1.9

MIME-Version: 1.0

To: Destinatario Rossi destinatario@gmai

Subject: Re: Verbale ultimo

References: <4D8A677E.2060002@gmai l.com> AANLKTinG17F2-8PuOfL3A_prj952-FT-
KbAceJKW8mxg@mai l .gmail .com

In-Reply-To: AANLKTinG17F2-8PuOfL3A_prj952-FT-KbAceJKW8mxg@mail .gmail.com

Content-Type: multipart/alternative;

boundary=" --060500090204050700070106

This is a multi-part message in MIME format.

—————————————— 060500090204050700070106

Content-Type: text/plain; charset=1S0-8859-1; format=flowed

Content-Transfer-Encoding: 8bit

1l 2570372011 19:37, Destinatario Rossi ha scritto:

> Ciao ciao ciao.

> > Ciao2 ciao2 ciao2

-com

24



Analisi forense con Wireshark

49

50

Wireshark

xgela+saFs|pE|aaan@nms| @

v Expresson... Cear Apply

The World's Most Popular Network Protocol Analyzer

L Fles_______________J ___________ Odliee |
E) Interface List

Live st ofthe capture intefaces {counts incoming packets)

Open @ Website
Open s previusly capurd e

Vist the projects website
Start capture on nterface:

OpenRecent: w5 User's Guide

) TEEES02.11n Wirekess Cord The Use's G (sl v, i)
£ I0teIR) 825780C GigabitNetwork Connecton (@ Sample Captures

8 wware virtual Ethernet Adapter

A rich assrtment of rample captre Fies on the wiki
£ UMware Virtual Ethernet Adapter

@ Security
Work with Vieasharkas ssury 2 possti
ﬁ ‘Capture Options

Strt 2 copure with detaied options

@ How to Capture

Step by step 10 3 successhl capnre sep

@ Network Media

‘Speciicinformation for capuring on: Ethenet, WLAN,

[/ Ready toload or copture: NoPackets

Profie: Default

25
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Awvio dell'intercettazione del traffico

Wireshark: Capture Interfaces / |0 x|

Description P Packets Packets/s =
E Adapter for generic diglup and VPN capture unknown li] li] Options | Details
E MVIDIA nForce MCP Metworking Adapter Driver (Microsoft's Packet Scheduler) 137.204.231.102 7 2 Options | Details
E‘ Sun (Microsoft's Packet Scheduler) 192.168,56.1 li] li] ﬂl Options | Details
& WMware Yirtual Ethernet Adapter 192,168.137.1 li] li] ﬂl Options | Details
ﬂ WMware Virtual Ethernet Adapter 192.168.88.1 li] li] ﬂl Options | Details

. i

I

traffico.pcap - Wireshark

File Edit View Go Captre Analyze Statistics Telephony Tools Help
Buoes bDEXEE A TL|(BEE QQAaf | @#¥B X | B
Fiters [ ~  Expression... Clear Apply
= T = = =
3 1.868590 S NLB w, Server 01— WS NLE p: NLB T T
4 2.025436 7h:f 5 r sTP ROOT = 32768/0/00:1e:cL:0f Port = 0x8031
5 2.721604 DNS Standard query A www.repubblica.it
6 2.723026 DNS standard query response A 213.92.16.171 A 213.92. 16 191
7 2.731229 TcP prm-nm-np > http [SYN] Seq=0 wi
8 2.735491 TcP http > prm-nm-np [sYN, AcK] se
9 2.735506

pro-nm-np > http [ACK]
TTP/1.

http > prm-nm-np [ACK] Se 36
Tcp [TCh seoment of a renssembled Pou]
TP [TCP segment of a reassembled PDU]
14 2.837477 137.204.231.102 213.92.16.171 TCP prm-nm-np > http [ACK] Seq=336 Ack=2921 win=64512 Len=0 ~|

0 (389 bytes on wire, 383 bytes captursdy
i 25, 2011 17:13:01.079477000
[Time delta from previous cap(ured Frame: 0.000052000 seconds]
[Time delta from previous displayed frame: 0.000052000 seconds]
[Time since reference or first frame: 2.735558000 seconds]
Frame Number: 10
Frame Length: 380 bytes
capture Length: 380 bytes
[Frame is marked: False]
[protocals in frame: eth:
[coloring Rule Name: HTTP]
[coloring Rule string: htep || tcp.port — 50]
Ethernet II, src: AsustekC_74:a0:cc (00:23 4:a0:cC), Dst: Al1-HSRP-routers_cg& (00:00:0c:07:ac:c8)
Internet protocol, src: 137.204.231.102 (137 204.231.102), Dst: 213.92.16.171 (213.92.16.171)
Transmission Control Protocol, Src Port: prm-nm-np (1402), Dst Port: http (80), Seq: 1, Ack: 1, Len: 335
= Hypertext Transfer Protocol
B GET / HTTR/1.1\r\n
[expert Info (chat/sequence): GET / HTTR/L.1\r\n]
Request Method: GET

shttp]

0000 00 00 Oc 07 ac c8 00 23 54 74 a0 cc 08 00 45 00
0010 01 77 1d e7 40 G0 80 06 B84 5f 89 cc e7 65 d5 5¢
0020 10 ab 05 7b 00 50 Ob 84 dé ba 75 19 dd 00 50 18
0030 fc 00 43 2b 00 00 47 45 54 20 2f 20 48 54 54 50
0040 2f 31 2e 31 0d 02 48 6Ff 72 74 3a 20 77 77 77 2e
0050 72 65 70 75 62 62 6c 69 63 61 2e 69 74 0d 0a 55
0060 73 65 72 2d 41 67 65 6e 74 3a 20 4d 6f 7a 69 6C
0070 6c 61 2f 35 2e 30 20 28 57 69 6e 64 6f 77 73 20
0080 4e 54 20 35 2e 31 3b 20 72 76 3a 32 2e 30 29 20

|+

6c
2e
63 7 LBl
74 0d 0a 41 63 63 65 70 74  uage
0110 2d 45 6e 63 6f 64 69 6e 67 3a 20 67 7a 69 70 2C —En(umn
65
66

eep-aliv i

O Absolute tme uhen this frame was captured (fra... [Packets: 3688 Displayed: 3688 Marked: 0 Profie: Default
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‘traffico.pcap - Wireshark 15T

e Edt Vew Go Ceptre Analyze Statistics Telephony Tools telp

SEWseN DEXELa+ssoTFL|EEIRQAQAH E®S & | H

Fiters | ~  Expression... Clear Apply
= = Tooe == = m
5 2.721604 137.204.231.102 137.204.25.77 NS standard query A ww.repubblica. i

137.204.25.77 137.204.231.102 DNS standard query response A 213.92. T6.171 a 213.92.16.101
137.204.231.102 213.92.16.171 TCP prm-nm-np > http [SYN] Seq=0 Win=64512 Len=0 MSS=1460

213.92.16.171 137.204.231.102 TCR http > prm-nm-np [SYN, A(K] e Ack=1 win=5840 Len=0 M55=1460
S R T2 prm-nm-np > http [ACK] s win-64512 Len-0
2 T/ HTTP/1.1

137.204.231.102

192.16. http > m-np_[ACK] Ack=33 0
213. 92. 16.171 137.204.231.102 TCP [TcP segment of a reassembled PDU]
213.92.16.171 137.204.231.102 TCP [TcP segment of a reassembled PDU]
137.204.221.102 213.92.16.171 TCP prm-nm-np > http [ACK] 5eq=336 Ack=2921 Win=64512 Len=0
213.92.16.171 137.204.231.102 TCP [TcP segment of a reassembled PDU]

1A 2 Rza140 512 a2 16 171 137 504 331 100 o Frep cament nf a rasccamhlad snil

Frame 10 (380 bytes on wire, 380 bytes captured)
Ethernet II, src: Asustekc 74:alicc (00:23:54:74:a0:cc), Dst: All-HSRP-routers_c8 (00:00:0c:07:acic8)
Internet Protocol, Src: 137.204.231.102 (137.204.231.102), Dst: 213.92.16.171 (213.92.16.171)
Transmission control Protocol, src Port: prm-nm-np (1403), DSt Port: http (80), Seq: 1, Ack: 1, Len: 335
= Hypertext Transfer protocol
= GET / HTTP/1.1\r\n
[Expert Info (Chat/sequence): GET / HTTP/1.1\r\n]
Request Method:
Request URI: /
Request versio

user—Aqent mMozilla/s. D (windows NT 5.1; rv:2.0) Gecko/20100101 Firefox/4.04r\n
Accept: text/html, application/xhtml4xml, application/xnl;
Accept-Language: it\r\n

Accept-Encoding: gzip, deflate\r\n
Accept-Charset: 150-8859-1,utf-8;q=0.7,%;
Keep-Alive: 1154\r\n

Connection: keep-alive\r\n

\rin

9,%/%;

-0.7\r\n

cefee
Llerl.GE
JL.1..
ser -Agen
1a/5.0
5.1;
Gecko/20
irefox/4
pr: text
plicatio
xml, appl
xm1igq=0. 9,

i
-encodin
deflate .
—Char‘se(
59—

q
Tive: 11 5..
0170 63 74 69 6F Ge 3a 20 6b 65 65 70 2d 61 6C 69 71 cmun. k eep-aliv
o120 65 0d 02 0d 02 L.

Ll

O HTTP Host (http.hast), 25 bytes | Packets: 3688 Displayed: 3688 Marked: 0 Profile: Default

traffico.pcap - Wireshark

e Edt Ven Go Ceptre Analyze Stabstcs Telephony Tools Help

Bwees DERRXES | AcswTLBEIRQAAR IDME| B

Fiter: | ¥ Expresson... Clear Apply
Moo [Time [ soure= [ pestnaton [protocal [ na
T. 568590 SNLE-PhysServer 01 NE WS NLE
4 2.025436 7h:f. P Conf. Root 8/0/00:1e:cL:0f t — 0 Port - 0x8031
5 2.721604 Standard query A www.repubblica. it
6 2.723026 Standard query responze A 213.92.16.171 4 213.92.16.1s1
7 2.731229 prm-nn-np > http [SYN] Seq=0
8 2.735491 133200331 102 TP e e e e
9 2.735506 137.204.231.102 213.92.16.171 TP prm-nm-np > http [ACK] Seg-L Acl 4512 Len-0
k] 1302
11 2.738939 213.92.16.171 137.204.231.102 T e o) \CK] Seq=1 Ack=336 Win=6432 Len=0
12 2.836567 213.92.16.171 137.204.231.102 Tc © SetTime Reference (toggle) eassembled PDU]
13 2.837434 213.92.16.171 137.204,231,102 ™ feassembled Poul
14 2837477 137.204.231.102 213.92.16.171 T ApplyasFiter » hCK] "Sen336 Ack-2921 win-64512 Len-0 E
Prepare s Fiter »
= Frame 10 (389 bytes on wire, 389 bytes captured) Comversaton Fiter » =
Arrival Time: Mar 25, 2011 17:13:01.079477000 e Se—_— b
[Time delta from previous captured frame: 0.000052000 seconds] scTP »

[Time delta from previous displayed frame: 0.000052000 seconds]
[Time since reference or first frame: 2.735558000 seconds] Follow UDP Strezm
Frame Number: 10

Frame Length: 389 bytes -
capture Length: 389 bytes Copy

[Frame is marked: False]

Follow 551 Stream

N 38 Decode Ac.
[Protocols in frame: eth:ipitcp:httpl :
[coloring Rule Name: HTTP] = Print.
[Coloring Rule String: http || tcp.port == 80] Show Packetin New Window i

Ethernet II, Src: AsustekC_74:a0:cc (00:23:54:74:a0:cc), Dst: Al1-HSRP-routers_c8 (00:00:0c:0:
Internet Protocol, Sr 137. ZUA 231.102 (137.204. 231 102), Dst: 213.92.16.171 (2132.92.16.171)
Transmission control Protocol, src port: prm-nm-np (1403), pst Port: http (80), seq: 1, Ack: 1, Len: 335
= Hypertext Transfer protocol
B GET / HTTR/1.1\r\n
[Expert Info (chat/sequence): GET / HTTR/1.1\r\n]
Request Method: GET

8)

0000 00 00 Oc 07 ac c8 00 23 54 74 a0 cc 08 00 45 00
0010 01 77 1d e7 40 G0 80 06 B84 5f 89 cc e7 65 d5 5¢
0020 10 ab 05 7b 00 50 Ob 84 d4 ba 75 19 d4 00 50 18
0030 Fc 00 43 2b 00 00 47 45 54 20 2f 20 48 54 54 50
0040 2f 31 2e 31 0d 0a 48 6F 73 74 3a 20 77 77 77 2e

0d 0a 55

|+

0050 72 &5 70 75 62 62 6c 69 62 61 2e 69 74 Od

0060 73 65 72 2d 41 67 65 6e 74 3a 20 4d 6f 7a 69 6C
0070 6c 61 2f 35 2e 30 20 28 57 69 Ge 64 6f 77 73 20
0080 4e 54 20 35 2e 31 b 20 72 76 3a 32 2e 30 29 20

NT 5.1
0000 47 65 62 6b 6f 2f 22 30 31 30 30 31 30 31 20 46  Gecko/20

0020 69 72 65 66 6f 78 2f 34 2e 30 0d 0a 41 63 63 65 irefox/4
00b0 70 74 33 20 74 65 78 74 2f 68 74 6d 6¢ 2 61 70  pr

00c0 70 6c 69 62 61 74 69 6f 6e 2f 78 68 74 6d 6c 2b  plicatio
oodo 78 6d 6c 2c 61 70 70 6c 69 63 61 74 69 of 6e 2f  xml,appl
000 78 6d 6c 3b 71 2d 20 2e 30 2c 2a 2f 2a 3b 71 3d  xmljg=0.

0100 75 61 67 65 3a 20 69 74 0d 0a 41 63 63 65 70 74  uage: it ..
0110 2d 45 Ge 63 6f 64 69 Ge 67 3a 20 67 7a 69 70 2c  -Encodin
0120 20 64 €5 66 6c 61 74 65 Od 0a 41 63 63 65 70 7. deflate

eep-aliv =

LBrofic; Defoult




[GET HTTR/1.
[Hosts www, repul hb'h(a
lUser-Agent : Mozil1a,
laccept® text/html, app'h(amuﬂ/xh(m'me'\ e o Ea
laccept B

P bRl o
[accept—charset: I50-i

[Keep-Al7ve

At (e
[server : apac
Sche.conerol:
Expires: Fri, 25 mar Sout 16:
—HyHOSTname :

ary: Accept_Encading
ontent—Encoding:

HIT

et e
ol g
e

ength: 48103

H
0 (Wwindows NT

8850-1, utf-8;g=0.7,%;

keep-alive

keep-alive

max-age=t
13:42 QuT
25,
2ip
hrml
25 war 2011 16:13:04 GMT

0) cecku/zuwuun GiREToamn
A

IDIR RS PP v
kAT g,

.,.}A i oW P

x. .
L linviNe.UCiq.

an

Eind | Save as | print IEr\nremr\varsanﬂr\ (9185 bytes)

=€ ascn © escoic € HexDump € Carmays G Raw

- A.wg, . X. Q.

(..md/...d...f.

K2

Sg3. 4
SV...$...U...DK.W.0...Y.

MITi[1..BQY..8.. Tc.. . 4V..>.M.x2.D. . <k

c~..8..d3..u.Too LN, .. 4. fl L cRo.

=
eh.._8.m.zzq.uv......

bttt 2 1 ha mau ot o b us [

Help

traffico.pcap - Wireshark

Analyze Statistics Telephony Tools

Eie

Edt Vien Go Capture

Help

B bDERE L

AcsoFilEE[eaanWEm x| ®

Fiter; [tep.stream eq 1 - Expresson... Clear Apply
= = = == = s
55 2.856346 213.92,16.171 137,204, 231,102 TP [TcP segment of a reassembled poul
56 2.856380 137.204,231.102 213.92,16.17 TP prm-nm-np > http [ACK] Seq=336 A\:k=43801 Win-64512 Len=0
57 2.856777 213.02.16.171 137.204.231.102 TP [TCP segment of a reassembled PDU]
58 2.857208 213.92.16.171 137.204.231.102 TP [TCP segment of a resssembled rou]
59 2.857234 137.204.231.102 213.92.16.171 Tcp prm-nm-np > http [ACK] Seq=336 Ack=46721 Win=64512 Lens(
639 213,92,16,171 137204251 102 Tcp [TcP segment of a reassenbled poul
ps iy
62 2.858088 137.204.231.102 12093 16 171 TCp prm-nm-np > http [noq saq 336 Ack=48535 Win=64512 Len:
63 3.002422 137.204.231.102 213.92.16.171 HTTP GET /favicon.ico HTTS
64 3,005601 213.92,16,171 137,204, 231,102 TP http > pro-nm-np [A(K] SEqusss Ack=652 win=7504 L
65 3.016734 137.204.231.102 213. a7 TP prm-nm-np > http [FIN, ACK] Seg-652 RehesBi0s in-6i9T2 Len-o0
&& 2 17901 12 > i 171 5 5na >0 100 +o hren ~ nem_nm_nn Cack] Con"AR53% Arl K2 Win750A Fon-n

Bl

ame 61 (408 bytes on wire, 408 bytes captured)

aArrival Time: mar 25,

2011 17:13:01.201985000

[Time delta from previous captured frame: 0.000427000 seconds]
0.000427000 seconds]

[Time delta from previous displayed frame:

[Time since reference or first frame:

Erame Number :

61

Frame Length: 408 bytes
Capture Length: 408 bytes

[Frame is marked:
[protocals in frame: eth:

False]

[coloring Rule Name: HTTP]
[Coloring Rule String: http || tcp.port

Internet protocol,
Transmission Control Protocol,

[Expert Info (chat/Sequence):
Request Version: HTTP/1.1
Response Code:

serve
cache-contro
Expires: Eri,

25

200

: Apache\r\n
max-age-61\r\n
11

mar 2011 16

Ethernet II, src: AT1-HSRP-routers_c8 (00:0
Src: 213.92.16.171 (213.92.16.171),
src Port: http (80),

80]
0c:07:ac:c8),

2.858066000 seconds]

:http:data-text-Tines]

HTTP/1.1 200 ok\rin]

Dst: AsustekC_74:a0:cc (00:23:54:74:30:cc)

Dst: 137.204.231.102 (137.204.231.102)

Dst Port: prm-nm-np (1403), Seq: 48181, Ack: 336, Len: 354

[Reassembled TCP Segments (48534 bytes): #12(1460), #13(1460), #15(1460), #16(1460), ¥18(1460), #19(1460), #21(1460), #22(1460), #24(1460), #25(1460), #27(

= Hypertext Transfer Protocol
B HTTP/1.1 200 OK\r\n

X-MyHostname: 25, 186\r\n
Kl |
0000 00 22 54 74 a0 cc 00 00 Oc 07 ac ¢8 OF 00 45 00 B
0010 O1 8a 33 8b 40 00 40 06 ae a8 d5 5c 10 ab 89 cc =
0020 o7 66 00 50 05 7b 75 1a 90 34 Ob & d6 09 50 18
0020 19 20 7 55 00 00 5d le 3d 2e 81 dd 08 f4 cf 73
0040 02 7a le 46 40 ce Ga 3d 34 df 18 2f 62 1f 2f 81
0050 2 b8 cb 5a 84 bb dd 16 68 8a 32 ad 75 £6 8d 55
0060 10 2f 07 3C a5 ae da 46 66 13 14 49 41 69 19 92
0070 24 2d 20 e3 46 05 d0 fc ia fe 93 dé 97 7d <9 98 -
0080 b2 55 05 c5 0a 52 da ed fe 32 22 o7 S5F ed 84 &f
0050 27 bd dl 84 5c 73 e6 <7 2c 68 b7 af 59 32 a2 7.
0020 7214 93 31 28 b9 7d bc ba 18 93 af 3f ic bd 93 ENE SO
00b0 94 20 7f d2 bf b9 fd 73 74 79 f1 65 42 4e 3a od Ty, eBN:.
ooco f7 95 bf 95 65 77 58 0d 6b la 91 bb 28 ee 5f 7 koo lov
00d0 5b 53 ed 76 78 d2 32 bS f2 Ze ba ad 8e 9d 74 Te Sl
Frame (408 bytes) | T bytes) | ¢ v bytes)

(O File: F:\12345\Didattica|20 11 - UniCT - F\traffi_ [Packets: 3685 Displayed: 62 Marked: 0

Profie: Default
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traffico.pcap - Wireshark

e Edt Vien Go Coptre Analyze Stabstcs Telephony Tools Help

BuUsAM EEREL acswTLEE I QRAAl EEM%| B

Fiter; [tep.stream eq 1 ~  Expresson... Clear Apply
= = = [ [roms o
55 2.856346 213.92,16.171 137,204, 231,102 TP [TcP segment of a reassembled poul
56 2.856380 137.204,231.102 213.92,16,171 TP prm-nm-np > http [ACK] Seq=336 A\:k=43801 Win-64512 Len=0
57 2.856777 213.02.16.171 137.204.231.102 TP [TCP segment of a reassembled PDU]
58 2.857208 213.92.16.171 137.204.231.102 TP [TCP segment of a resssembled rou]
59 2.857234 137.204.231.102 213.92.16.171 Tcp prm-nm-np > http [ACK] Seq=336 Ack=46721 Win=64512 Len=0
60 2.857639 2i302 .17 137204231 102 Tcp [TcP segment of a reassembled Poul
1 2.85: 33 11 200 ok (t. tml )
62 2.858088 e rER Tcp prm-nm-np > NTCp [ACK] Seq=336 ACK=48535 Win=64512 Len
63 3.002422 137.204.231.102 213.92.16.171 HTTP GET /favicon.ico HTTP/1.1
64 3,005601 213.92,16,171 137,204, 231,102 TP http > pra-nm-np [ACK] Seq=48535 Ack=652 win=7504 Len=0 ||
65 3.016734 137.204.231.102 213.02.16.171 TP prmCrm-hp > RTtp [FIN, ACK] Saga652 ACk=48535 Win-64512 Len=0
3 17900 512 > i 17 137 204 51 1m> +o hren ~ nem_nm_nn Cack] Con"AR53% Arl K2 Win750A Fon-n IS

X-Cache: HIT\ri\n

X-Cache-Hits: 177\r\n

\rin

content-encoded entity hudy (gzip): 48193 bytes -» 223316 bytes
©

<IDOCTYPE html PUSLIC "-//W3C//DTD XHTML 1.0 Transitional//eN" "hrtp://wi.w3.org/TR/xhtml1/pTo/xhtnli-transitional.ded">\n
<html xmlns="http://www. w3. org/1999/xhtml">\n
<head>\n
<meta http-equi
\n

IE=EmulatelE7; IE=EmulateIEd” />\n

X-UA-Compatible” content

<titlesLa Repubblica.it - Homepage</titles\n
\n
[truncated] <meta name="keywords" content="La Repubblica, notizie internazionale, giornaliere, nazionale, politics, scienze, business, affari, finanza, =
[truncated] <meta name="description” content="Repubblica.it: i1 quotidiano online con tutte le notizie in tempo reale. News e ultime notizie. Tutti i set
<link rel="alternate” type="application/rss+xml" title="Homepage - La Repubblica.it” href="http://wer.repubblica, it/rss/homepage/rss2.0.xn1" />\n
[truncated] <meta name="msapplication-task” content="name=Economia;action-uri=http://www.repubblica.it/economia/;con-uri=http://wmw.repubblica. it/static

<meta property="fb:admins" content="100000390369341"/>\n

<meta msapplication-startur1” content="http://wm.repubblica. it/ />\n
<meta msapplication-tooltip” Naviga sul sito de La Repubblica.it” />\n
<meta msappTication-window" width=-1024; height-768" />\n

NNwWN oy

£
GERGRAFNEY

content]

Frome (308 bytes) |

Profie: Default

Packsts: 3688 Displayed: 62 Marked: 0

O Line-based text data (data-text-ines), 223316 b.

traffico.pcap - Wireshark

e Edt Vien Go Coptre Analyze Stabstcs Telephony Tools Help

BuUsAM EEREL acswTLEE I QRAAl EEM%| B

Fiter; [tep.stream eq 1 ~  Expresson... Clear Apply
o e = Tocswaton [rows o
55 2.856346 213.92.16.171 137.204.231.102 TCP [TcP segment of a reassembled pDu]
56 2.856380 137.204,231.102 213.92,16,171 TP prm-nm-np > http [ACK] Seq=336 A\:k=43801 Win-64512 Len=0
7 2.856777 213.92.16.171 137.204.231.102 TCP [TcP segment of a reassembled PDU]
58 2.857208 213.92.16.171 137.204.231.102 TCP [TcP segment of a reassembled PDLI]
59 2.857234 137.204.231.102 213.92.16.171 TCP pro-nm-np > http [ACK] Seq=336 Ack=46721 Win=64512 Len=(
0 213.9 171 137204231 102 Tcp [TcP scament of a reassenbled Poul
1 21 7 200 ¢ hti
62 2.858088 137.204.231.102 213.92.16.171 TCP prm-nm-np > http [A(K] SEq 336 Ack=48535 Win=64512 Len
63 3.002422 137.204.231.102 213.92.16.171 HTTP GET /favicon.ico HTTP/1.1
64 3,005601 213.92,16,171 137,204, 231,102 TP http > pro-nm-np [mq 5eq=48535 Ack=652 Win=7504 L ||
65 3.016734 137.204.231.102 213.92.16.171 TCP prm-nm-np > http [FIN, ACK] 5eg=652 Atk:AESSS Wi =i 6A512 Len=0
&& 2 17901 512 > i 17 137 204 51 1m> +o hren ~ nem_nm_nn Cack] Con"AR53% Arl K2 Win750A Fon-n -]

Date: Fri, 25 Mar 2011 16:13:04 GNT\r\n

Age: 23\r\n

Connection: keep-aliveir\n

x-Cache: HIT\r\n

x-Cache-Hits: 177\r\n

\rin

content-encoded entity body (gzip): 48193 bytes -> 223316 bytes
T it

Expand Subtress

Expand Al
Collapse Al
Acgly as Fiter >
\n Prepare a Fiter >
<!'DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//en” "http://wei.w3.org/TR/xhtm11/DT0  Colorize with Fiter 3
<html xmIns="http://www. w3. org/1999/xhtml">\n Follow TCP Stream
<head>\n Foloy UDP Strezm
<meta hrtp-equiv="x-UA-Compatible” content="IE=EmulateIE7; IE=EmulateIE9” />\n Foloy 851 Stream

\n

<titlesLa repubblica.it - Homepage</titles\n Copy) >
\n
[truncated] <meta name-"keywords" content="La Repubblica, notizie internazionale, giornaliere, < wid ProtocolPage , business, affari, finanza, =
[truncated] <meta name="description” content="Repubblica.it: 11 quotidiane online con Ttte Te & rier FedRefurence e ultime notizie. Turti i set

<link rel-"alternate” type-"application/rss+xml" title-"romepage - La Repubblica.it" href-"hrep = =778 = epage/rss2.0.xm1" />\n

[truncated] <meta name="msapplication-task” conomia; action-uri=http://waw, repubb — o LSS feep: /v, repubblica, it/static

3 Decode As.

< Disable Protocol...

e Resolve Name
S A o Coresponding Padiet
Tional

Frome (39 bytes

Profie: Default

Packsts: 3688 Displayed: 62 Marked: 0

O Line-based text data (data-text-ines), 223316 b.




Salvain: [ 55 Nuova catela -l cF B~

[=]iz-repubblica-ogo-home-payo f. pn
traffico.jpg

Mome fie Jindesc i M

Salya come: Al Fies 1) =] Amnula

223316 bytes of raw binary data will be written

59

o

\Nuova cartella\ind
Fle Modfica Cerce Visualizza Formsto Linguaggio Configuazione Macro Esegui TextFX Plugins Finestra 2

Notepad++

BocBldbmae|mia s s|B82

DEElEE| =2 E g%

) indexhini |

a
B
(3

S5 RGN

.
8

<UDOCTYPE html PUBLIC "—//W3C//DID XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtmll/DID/zhtmll-transitional.dtd">
Emcm xmlns="http://www.w3.0rg/1999/xhtml" s
head>

<meta http-equiv="X-UA-Compatible" content="IE=EmulatelE7; TE=EmulateIES" />

<title>la Repubblica.it - Homepage</title>

<meta n onn pubblica.it: il quotidiano online con tutte le notizie in tempo reale. News e ultime notizie. Tutti i

<link zel="alternate" type="application/rsstxml" title="Homepage - La Repubblica.it"

<meta o ppli " content iasaction-
<meta property="fbiadmins" content="100000390369341"/>
<meta name="msapplication-starturl" content="http://www.repubblica.it/" />
pplicati 1tip" coni iga sul sito de La Repubblica.it" />
1 indow" content="width=1024;hei I
image_src" href="http://www.repubblica.it/images/homepage/la_repubblica_logo.gif" />
rel=rcanonical" href='http://wwn.repubblica.it/" />
apple-tonsh-icon" nref='http://www.repubblica.it/images/homepage/apple-touch-icon.png" />
<meta property="fbiapp_id" content="124996494210426"/>
<link rel="search" typ tion/ ptiontxml" hr p: //www.repubblica.it/statickpn3/common/xml/cpensearch_desc.xml"
<meta o £fy-vi" content="eyc9DUeswGlulkZxy+F u/! "
<meta name="application-name" content="Repubblica.it" />
<link rel="alternate" media="handheld" ="http://m.repubblica.it/" />

ppli

<mete nttp-equiv="Refresh” content="300;URL=index.html?refresh_ce” />

<meta ntp-equr ~Type" conten; t/ntml; 8" />
<link re e="image/x-icon" href='http://www.repubblica.it/static/images/homepage/2010/favicon. 100"
<link rel="stylesheet" hzef="http://www.repubblica.it/ i /! 2010/h " type="text/css" media="all" />
<scrips e="text/javascript" ‘http://www.Tepubblica.it/static/js/common/jquery. min.js"></soript>

<script type="text/javascript" src="http://www.repubblica.it/static/js/homepage/2010/homepage.js"></script>

=] - Da scommentare per freno dei commenti
«script type
<script Typ

ext/ avascript” sre"/ javascript/sw fobject.js"x/scriph-
"text/javascript" src="http://adagiojs.repubblica.it/uploads/js/repubblicaad.)s"></script>

<script type="text/javascript" sre="http://oasjs.kataweb.it/adsetup.]s?hprep"></seript>
Llcacrint fune:

"text/iavasorint's

<meta name="keywords" content="La Repubblica, notizie internazionale, giornaliere, nazionale, polities, seienze, business, affari, finanza, sport, o1

settori: pe

£="http://www. repubblica.it/rss/honepage/rss2.0.ml" />
p://www . repubblica. it/economia/; icen-uri=http: //www.repubblica.it/static/images,

title="Cerc

30



[ La Repubblica.it - Homepage a

w (e O g

C O fie:///F:/Nuova%20cartela/index.html

. © Quotidiano digitale
© Mobile E-
© Facebook

* Venerdi 25 marzo 2011 - Aggiornato alle 17.11

. < IEspresso
© Network

= Quotidiani loeali

= Alto Adige

Corriere defle Alpi
Gazzetta di Mantova
Gazzetta di Modena
Gazzetta di Reggio
1l Centro

1 mattino di Padova
1l Piccalo

= I Tirreno.

= LFo
1l Trentino

La Citta di Salerno
La Nuova Ferrara

= LaN Sardegna
La Nuova Venezia

La Provincia Pavese

La Sentinella del Canavese

La Tribuna di Treviso
essaggero Veneto

= IBd

= Periodici

I'Espresso

Espresso - Food and Wine
Le Scienze

National Geographic
Micromega

Chiesait

= Limes

Capital

« L3 Repubbiica.it - Homepage a

X O fiey/f/F:/Nuovade20cartela/index.html w (@ O [N
IaRepubblicaf~ | obile | Facebook LEspresso | Network =

Venerdi 25 marzo 2011 - Aggiomato ale 17.11

EDIZIONI LOCALI: BARI - BOLOGNA - FIRENZE - GENOVA - MILANO - NAPOLI - PALERMO - PARMIA - ROMA - TORINO: Cerca

Home BRI Affari&Final Sport Spettacoli&Cultura Moatori Vi

llcaso

Libia, nuovo duello tra Italia e Francia Cinema
Frattini a Sarkozy: "Anche noi abbiamo idee” BERT Metti un figlio
Diario Tripoli: "Messinscena del regime” - Tv

DIRETTA. Accordo a Bruxelles, all'Alleanza guida dellintera missione. Frattini
Operativo da lunedi". Berlusconi soddisfatto (video). Parigi: Con Londra lavoriamo a Terzan, scritoremie, um
soluzione palitica. La secca risposta della Farnesina. Assedio a Misurata (video), i “H fim con Brune Gane ed Elio
ribelli denunciano: "Massacro di civili" daifinviato VINCENZO NIGRO Germano (fotg). Il “vero”
» Onu, nasce 'asse dei "Bric” ¢i F. RaMPIN * La dietrologia dellassurdo = | fialio: *Mio padre era un
pellegrino a pagamento™ o7 .
MORCOCLIONE Interviste

Anche la Siria in fiamme, 20 morti
Decine arresti a Damasco - Video
Oltre 50 feriti in scontri in Giordania
ey g Marcia per portare sostegno alla
T s cittd assediata di Dara.
Manifestazioni anti-regime anche
nella capitale, a Homs e Qamishli
| la polizia spara. Abbattute statue
di Assad che ieri aveva
annunciato riforme. Yemen, fallite
d le trattative con i ribelli

OGGI IN PUBBLICO

Parmalat, su scalata Lactalis

la procura apre un'inchiesta

1 pm di Milano indagano
sull'acquisizione da parte del
gruppo transalpino delle quote
detenute dai fondi esteri. Alla
vigilia del decreto del governo
frena-Opa, i francesi avevano
rastrellato il 29% delle azioni

| dell'azienda italiana. L'ad Bondi
(nella foto) sentito come teste

Durissima nota dei vertici dell’Anm. "Prescrizione breve

I magistrati vanno
al contrattacco

nel mirino il premier
Continua

incostituzionale, viola principio di uguaglianza”. "Norma su
responsabilita delle toghe assurda e disorganica, & un atto di
aggressione”. "Il vero disegno ¢ colpire i giudici"

1 POTERI REPUBBLICA DOMANI

POTERI HVISIBILI B £ P Gheddali

TABLET MANIA

Video L'iPad2 sbarca in ltalia
c'é chi ha fatto 24 ore di fila
FOTO L'attesa a Milano

M Ecco la nostra prova

il TUTTI1 TORMENTONI

[ TVzaF avanai, vent
TUTTI I TORMENTONI

satira che non invex

Bremmier fon i Cantal
Sl smentita sul sito del governo

LINTERATTIVO
Domani sera 'ora legale
lancette avanti di 60 minuti
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traffico.pcap - Wireshark

e Edt Vien Go Coptre Analyze Stabstcs Telephony Tools Help

BuUsAM EEREL acswTLEE I QRAAl EEM%| B

Fiters [ ~  Expression... Clear Apply

= = = =
1927 14. UDUGSE 137.204.231.102 TCP http > saism [ACK] Seq =1 A(kﬂEU Win:
1928 14.013 spanning-tree-(for-br sTp conf. Root .
1929 14. DEDESU ZUQ ES 229. 1EI2 .204.231.102 HTTP HTTE/1.1 200 OK ((Ext/]ava;(rwpt)

1930 14.236765

4. 231.102 85.229.102 TCP.

ism > htep [ACK] oA oKy

208580 i 02 z 2
15.209162 200. 85.229.102 .204.231.102

utpu
[ACK] Seq 363 A

T
http > saism

1932 960 =
1933 15.240253 209. 85.229.102 137.204.231.102 HTTP HTTP/1.1 200 OK ((ext/]ava;cmpt)

1934 15.343272 137 zua zn 102 209.85.229.102 TcP saism > hrep [ACK] 5eq=060 Ack=717 wins

1935 16.174746 _0f :7b:fa 5 conf. Root = 32768/0 (‘(“Le‘:l of : 7k = 0x803

1936 16.192736 137,304 231,103 209. GET /complete/search?out| REsoRaelE tag=bol HTrP/l
1937 16.228075 209.85.2209.102 137. HTTP/1.1 200 OK ((ext/java;cmpt)

1938 16. 349188 137.704.231.102 209.85.729.102 TCP. saism > httn [ACKT Sen=1441 Ack=1080 win=A3433 | an=0

Ll

[Time delta from previous displayed frame: 0.969821000 seconds]
[Time since reference or first frame: 15.206586000 seconds]
Frame Number: 1931
Frame Length: 534 bytes
capture Length: 534 bytes
[Frame is marked: False]
[Protocals in frame: eth:
[coloring Rule Name: HTTP]
[coloring Rule string: http || tcp.port 80]
Ethernet II, src: AsustekC_74:a0:cc (00:23:54:74:a0:cC), DSt: A11-HSRP-routers_c8 (00:00:0C:0:
Internet protocol, Src: 137.204.231.102 (137.204.231.102), Dst: 200.85.220.102 (200.85.220.102)
Transmission Control Protocol, Src Port: saism (1436), Dst Port: http (80), Seq: 480, Ack: 363, Len: 480
= Hypertext Transfer protocol |
[ GET /complete/searchzoutput—Firefoxaclient—Firefoxahl—itaa-bo HTTP/1.1%r\n
[Expert Info (chat/sequence): GET /complete/search?output=Firefox&client=Firefoxahl=it&g=bo HTTP/1.1\r\n]
Request Method: GET
Request URI: /complete/search?output=Firefoxaclient=Ffirefoxahl=it&g=bo
Request Version: HTTP/L.1
Host: suggestqueries.google.com\r\n
0000 00 00 0c 07 ac 8 00 23 5% 74 a0 cc 08 00 45 00
0010 02 08 23 9b 40 00 80 06 ad 65 89 cc e7 66 di 55
0020 e5 66 05 9c 00 50 19 51 e¢ 99 b2 bS &F Oc 50 18 Q... P,
0030 fa 96 c6 fc 00 00 47 45 54 20 2f 63 6f 6d 70 6C  ......GE T /compl
0040 65 74 65 2f 73 65 61 72 63 68 3f 6f 75 74 70 75 eta/sear ch?outpu
irefo x&client
Firefox &h
bo HTTP /1.1..H
7 7 7. ST7 Sugg estquert
0090 65 73 2e 67 6F 6F 67 6c 65 22 63 6f 6d 0d 0a 55 es.googl e.com..U
0020 73 65 72 2d 41 67 65 Ge 74 3a 20 4d 6f 7a 69 6C  ser-agen T: Mozil
oobo 6 i 2f 35 2¢ 30 20 28 57 68 e 6 of 77 73 20 1a/5.0 Cwindous
o

ryia.
0060 47 85 63 ab oF F 35 30 31 30 30 31 30 33 20 40 Gecka/20 100108 F
000 69 72 &5 66 6F 78 2f 34 2e 30 0d 0a 41 63 63 65 irefox/4 .0..Acce
00t0 70 74 3a 20 74 65 78 74 2F 68 74 6d 6¢ 2c 61 70  pr: text /html,ap
0100 70 6c 69 63 61 74 69 6f e 2f 78 68 74 &6d 6c 2b  plicatio n/xhtml+
0110 78 6d 6c 2c €1 70 70 6c 60 63 61 74 89 6f 6e 2f  xml,appl ication/ | |
1:9=0. 9,*/*;q=
0130 50 2o 38 0d 0= 41 03 63 B3 70 74 2d 4c o1 6o 87 O-8.-Acc ept.Lang
0140 75 61 67 65 32 20 69 74 0d 0a 41 63 63 65 70 74  uage: it ..Accept
0150 2d 45 ©e 63 6F 64 69 6e 67 3a 20 67 ra 69 70 2c  -Encodin g: gzip,
0160 20 64 65 66 6 61 74 65 0d 0a 41 63 63 65 70 7. deflate ..accept

0 2d 43 66 61 72 73 65 74 3a 20 49 53 4f 2d 38 36  -Charser : I50-88
180 35 39 2d 31 2c 75 74 66 2d 38 3b 71 3d 30 2e 37  50-1,utf -8;q=0.7

:httpl

(D) Fie: 12345 ictaca)20 11 -UniCT - IF\waff. | Packets: 3688 Dspayed: 3688 Marked: 0 Profie: Default

Follow TCP Stream

tream c

Trefox@client=fire

FET JcompTete sear chooutp
Host: suggestqueries.googl
User-Agent: Mozilla/5,0 (windows NT 5.1; rvi2.0) o

[Aecepts Text/nEnl, appidcation/Xhtml+xnl, appis cationsxm; ao
laccept-Language:

laccept-encading: gzip, deflate
|rccept-charset: 150-8859-1,utf-8;
keep-alive: 115

onnection: keep-alive

|cookie: PREI :ID:QdAC3!47(016(032:11’\:1!01059589:LMZLZOLOSQSEQ:

—ims INGEZr F2ZKFEY

HTTP/1.1 200 oK
Date: Fri, 25 Mar 2011 16:13:16 GMT
Expires: Fri, 13
[cache-contra g
content - vascript; charset=ute-§
fcontent - ;ncudmg gzip

lServer:

Icontent -Length: 92

-xss-Protection: 1; mede=block

. - AgEF YL B S )..@b_ppa.<...... ohj.e...GET /complete/search?output=Firefox&client=Fire
Host: suggesmuemes gm]
User_agent: Mozilla/ ?wmamws NT 5.1; rvi2.0) cecko/20100101 Firefox/s.0

laccept: text/html, apphcamun/xhcmnxm application/xml; g
laccept-Language: it -~
|sccept-encoding: gzip, deflate

|sccept-cCharset: 150-8859-1,utf-§;

keep-alive: 115

Kconnection

cookie: PrE

keep-al

0550403347 CO1ec0a2 : TH=1301068589 : L=1 301069589 : S=ims INGBZ 1 F2zKfEU

HTTP/1.1 200 OK
pate: Fri, 25 Mar 2011 16:13:17 GuT
Expires: Fri, 25 mar 2011 16:13:17 GMT
Icache-control: private, ge=3600
feontent “Type: text/javascripti charsec-
[content -Encoding:

server: g

Fontent Cength:
~XS5-Protectio

TF-8

mode=block

BB AR HERREEE Y. J:@UNN.BDIT>. . &. ..

.-GET /complete/search?output=firefox&client=Ffir

hiost Suggestqueries. google. co
user-agent: Mozilla/5.0 wmduws NT 5.1; rv:2.0) GeCkD/ZDIDDIDI erefux/zi o
hecepr: text/htn, appiication/xhtmlexi, appiication/xn; o /%

accept-La

P e .
A(ceptfcharset *295- Basas 1, utf-8; q=0. 7,
keep-alive: 115

komnection:
cookie: PRE

keep-aliv

T 5C0d4c3347C018c0a2 : TW-1 301069580 : LW~1 301060589 : S=1ms INGEZrF2ZKFEU

HTTP/1.1 200 OK
Date: Eri, 25 Mar 2011 16:13:18 GMT
Expires: Eri, 25 war 2011 16:1
fcache-control: b ge=3600
fcontent -Type: (ex(/]avascmpt charset=
fcontent-encodin
iServer :
Icontent-Cength: 93
55-Protection:

1; mode=block
£nd | save s | eont [[entre conversaton (5509 bytes) ~ | ¢ ascx € Escpic © HexDump € C Arays @ Raw
Help Filter Out This Stream Cose




traffico.pcap - Wireshark
e Edt Vien Go Coptre Analyze Stabstcs Telephony Tools Help

BUsAM EEREL AassaTLlEE QAQH EEM%| B

Fiter; [tcp.stream eq 155 ~  Expresson... Clear Apply
= T == = =
1923 13.928306 137.204.231.102 209.85.229.102 TCP saism > http [SYN] Seq=0 wi MSS5=1460
1924 13.970536 209.85.229.102 TCP 840 Len=0 M55=1460
1925 13.970580 137.204,231.102 TCP
1926 13.970672 137.204.231.102 HTTP 3
1927 14.0006386 2009.85.229.102 TCP
1929 14.060850 209.85.229.102 HTTP HTTP/l 1 200 ok (rext/javascript)
1930 14.236765 137.204,231.102 TCP saism > http [Ack] Seq=480 Ack=363 win=64150 Len=(
1931 15.206586 137.204.231.102 HTTP GET /(ump1ete/sear(ﬁ"nutput Fv‘efcx&('\went f1rEFux&H'\—1t&q bo HTTP/1.
1932 15 209162 209 ES 229 102 TCP http > saism [ACK S 363 Ack: QSD
HTT) T i
1934 15 343272 137 204 231 102 2“9 ES 229.102 TCP saism > http [ACK] S EEU Ack 717 wi 3796 Lel
1936 16.192736 137.204.231.102 209.85.229.102 HTTP M oa e AN PO T e R A et e BN T E IO R =

[coloring Rule string: htep || tcp.port — 80]
Ethernet IT, src: Al1-HSRP-routers_c8 (00:00:0c:07:ac:c8), DST: AsustekC_74:a0:cc (00:23:54:74:
Internet Protocol, src: 209.85.229.102 (209.85.229.102), Dst: 137.204.231.102 (137.204.231.102)
Transmission Control Protocol, Src Port: http (80), DSt Port: saism (1436), Seq: 363, Ack: 960, Len: 354
= Hypertext Transfer protocol
B HTTP/1.1 200 OK\r\n

[expert Info (chat/sequence): HTTP/L.1 200 ok\r\n]

Request version: HTTP/1.1
Response Code: 200

Date: Fri, 25 Mar 2011 16:13:17 GVTAr\n

Expires: Fri, 25 Mar 2011 16:1 GuT\r\n

Cache-cControl: private, max-age-3600\r\n

Content-Type: text/javascript; charset-

Content-Encoding: gzip\rin

server: gushrin

content-Length: 84\r\n

x-xss-Protection: 1; mode=block\rin

0:cc)

5

TE-8\r\n

ased text data: text/jav
., ["booking”,

p.
ascript
bollo auto”, "bol

Encoding
server:

00 00

Frame (408 bytes) | Uncompressed entity body (100 bytes) |

O Text item 0, 84bytes | Packets: 3533 Displayed: 34 Marked: 0 Profie: Default

traffico.pcap - Wireshark
e Edt Vien Go Coptre Analyze Stabstcs Telephony Tools Help

BUsAM EEREL AassaTLlEE QAQH EEM%| B

Fiter; [tcp.stream eq 155 ~  Expresson... Clear Apply
Moo [ Time [ source [ pestnaton [Protocl_ [ 100
1923 13.928306 137.204.231.102 209.85.229.102 TCP saism > http [SYN] Seq=0 wi MSS5=1460
1924 13.970536 209.85.229.102 137.204.231.102 TCP http > saism [SYN, ACK] Se C| 840 Len=0 M55=1460
1925 13.970580 137.204,231.102 209, 85.229.102 TCP saism > htrp [Ack] Seq=1 Ack=1 win=64512 Len=0
1926 13.970672 137.204.231.102 209.85.2209.102 HTTP GET /complete/search?output=Ffirefox&clien irefox&hl=it&g=b HTTP/1.1
1927 14.0006386 2009.85.229.102 137.204.231.102 TCP http > saism [ACK] Seq=1 Ack=480 win=6432 Len=0
1929 14.060850 209.85.229.102 137.204.231.102 HTTP HTTP/1.1 200 Ok (text/javascript)
1930 14.236765 137.204,231.102 209, 85.229.102 TCP saism > htrp [Ack] Seq=480 Ack=363 win=64150 Len=0
1931 15.206586 137.204.231.102 209.85.2209.102 HTTP GET /complete/search?output=Ffi refcx&('\ ient=firefox&hl=it&g=bo HTTP/1.
1932 15.209162 209. 8! 29.102 137 204.231.102 TCP http > saism [ACK] Seq=363 Ack: QSD 504 Len=0
1! HTTE 200 C T il
272 13 TCP m > http [ACK] S 960 Ack 717 3796 Lel
1936 16.192736 137.204.231.102 200 85. 335.108 HTTP M oa e AN PO T e R A et e BN T E IO R =
[coloring Rule string: htep || tcp.port == 80] =

Ethernet IT, Src: AT1-HSRP-routers_c8 (00:00:0c:07:ac:c8), Dst: AsustekC_74:a0:cc (00:23:54:74:a0:cc)
Internet Protocol, src: 209.85.229.102 (209.85.229.102), Dst: 137.204.231.102 (137.204.231.102)
Transmission Control Protocol, Src Port: http (80), DSt Port: saism (1436), Seq: 363, Ack: 960, Len: 354
= Hypertext Transfer protocol
B HTTP/1.1 200 OK\r\n
[expert Info (chat/sequence): HTTP/L.1 200 ok\r\n]
Request version: HTTP/1.1
Response Code: 200
Date: Fri, 25 Mar 2011 16:13:17 GVTAr\n
Expires: Fri, 25 Mar 2011 16:13:17 GMT\r\n
Cache-cControl: private, max-age-3600\r\n
Content-Type: text/javascript; charset-
Content-Encoding: gzip\rin
server: gushrin
content-Length: 84\r\n
x-xss-Protection: 1; mode=block\rin
\rin

TE-8\r\n

Content-encoded entity body (gzip): 8¢ bytes -> 100 bytes
b

a italiana

booking"|

auto™ A

itali
b

bol ogna”
o sch, “bol

Frame (408 bytes) Uncompressed entity body (100 bytes) |

O Text item 0, 100 bytes | Packets: 3533 Displayed: 34 Marked: 0 Profie: Default

33



Estrazione di dati dall’in

tercettazione
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traffico.pcap - Wireshark

- 213.92.16.171 HTTP
175 3.152670 213.92.16.171 137.204.231.102 Tcp
176 3.153097 213.92.16.171 137.204,231.102 Tcp

Fie Et Ven Go Coptre Analyze Siatstcs Telephony Toos Help
Buoa BERXEL AacrTL|(|BEB @QQAB| #EDME | B
Fiters [ ~  Expression... Clear Apply
No.- | Time [ source [ Destnaton [protocol [ 100
166 3.145791 213.92.16.171 137.204.231.102 Tcp [TCP segment of a reassembled PDU]
167 3.146224 213.92.16.171 137.204,231.102 Tcp [TCP_segment of a reassembled PDUT
168 3.146255 137.204.231.102 213102.16.171 Tcp gi-Tm > http [ACK] Seq~756 Ack-4666 Win-64512 Len-0
169 3.150949 213102.16.171 137.204.231.102 Tcp ttp > hig [ACK] Seq-2197 Ack-692 Win-7504 Len-0
170 3.151376 213192.16.171 137.204.231.102 Tcp [TCP segment of a reassembled PDU]
171 3.151807 213.92.16.171 137.204,231.102 Tce [TcP segment of a reassembled PDUT
172 3.151821 137.20.231.102 213.02.16.171 Tcp af > http [ACK] Seq-104 Ack=5841 Win-64512 Len-0
T K - CENG

HTTP/1.1 200 O )

‘GET /images/2011,/03/25/161210851-271b7d22-bde9-455a-9984-7f2ebfc27aa3
[TCP segment of a reassembled PDU]

[ICP SEng:t ufra r$assemb72d PoU]

E Frame 173 (78 bytes on wire, 78 bytes captured)
Arrival Time: mar 25, 2011 17:13:01.496156000
[Time delta from previous captured frame: 0.000416000 seconds]
[Time delta from previous displayed frame: 0.000416000 seconds]
[Time since reference or first frame: 3.152237000 seconds]
Frame Number: 173
Frame Length: 78 bytes
capture Length: 78 bytes
[Frame is marked: False]
[protocals in frame: eth:
[coloring Rule Name: HTTP]
[coloring Rule String: http || tcp.port
Ethernet II, src: A11-HSRP-routers_cg& (00:0
Internet Protocol, Src: 213.92.16.171 (213.92.16.171), Dst: 137.204.231.102 (137.204.

shttp:ipngl

80]

[Reassembled TCP Segments (5864 bytes): #160(1460), #161(1460), #170(1460), #171(1460;
= Hypertext Transfer Protocol

[expert Info (Chat/sequence): HTTP/1.1 200 ok\r\n]
Request Version: HTTP/L.1
Response Code: 200

0c:07:ac:c8), Dst: Asustekc_74:a0:cc (00:23:54:74:a0:cc)

231.102)

Transmission Control Protocol, src Port: hrtp (80), Dst port: af (1411), Seq: 5841, Ack: 404, Len: 24

), #173(24)]

iin  AA ns 4> AF an an A% &> 72 Za &F 2x 53 on sk A o i

Frame (78 bytes) Reassembled TCP (5354 bytes) |

O Text item 0, 17bytes

| Packets: 3688 Displayed: 3688 Marked: 0

Profie: Default

34



traffico.pcap - Wireshark

e Edt Vien Go Captre Analyze Statstcs Telephony Tools Help

SweeNlcEEXEL  AcswTelEEQaal EEm%| B

Fiter: [ v Expression.. Clear Apply
No- | Time [ source [ Destnation [protocal [ 100
166 3.145791 213.92.16.171 137.204.231.102 TCP [TCP segment ;FLE réass;mb'\ ed PDU]
167 3.146224 213.92.16.171 137.204.231.102 TCP [TcP segment of a reassembled PDU]
168 137.204. 23]. lDZ 213 92.16.171 TCP 191 -Im > http [ACK] Seq=756 Ack=4666 win=64512 Len=0
169 213.92.16. .204.231.102 TCP http > hig [ACK] Seq=2197 Ack=692 win=7504 Len=0
170 213.92.16. 171 137.ZDA 231.102 TCP [TcP segment of a reassembled PDU]
171 213.92.16.171 137.204.231.102 TP [TcP segment of a reassembled PDU]
172 137.204.231.102 213.92.16.171 af > http [ACK] Seq=404 Acl
2 Tty . e 2 Vark Packet (togole) T2ebrc2raa
175 213.92.16.171 1;7.25A.2;1.1mz TP [TcP segment of © SsetTime Reference {toggle)
176 3. 213.92.16.171 137.204.231.102 TCP [TcP segment of a reassem —————————————— -
337 3 1e21n0 1337305 251 1 575 0 38 171 +rn Shm macs been TAruT canc  Apply asFiter »hon
[= Frame 173 (78 bytes on wire, 78 bytes captured) Prepare a Filter r B
Arrival Time: Mar 25, 2011 17:13:01.496156000 Conversation Filter >
[Time delta from previous captured frame: 0.000416000 seconds] Colorize Conversation >
[Time delta from previous displayed frame: 0.000416000 seconds] SCTP. >
[Time since reference or first frame: 3.152237000 seconds]
Frame Number: 173 Follow UDP Stream:
Frame Length: 78 bytes Follow S5, Stream
capture Length: 78 bytes - 5
[Frame is marked: ralse] T | |
[Protocols in frame: eth:ip:tcp:http:pngl 23 Decode As.
[coloring Rule Name: HTTP] JEN
[coloring Rule string: htep || tcp.pert — 80] e
Ethernet II, src: All-HSRP-routers_c8& (00:00:0c:07:ac:c8), Dst: AsustekC_74:a0:cc (00:23:54:74:a30:cc)
Internet Protocol, Src: 213.92.16.171 (213.92.16.171), Dst: 137.204.231.102 (137.204.231.102)
Transmission control Protocol, src Port: http (80), Dst Port: af (1411), seq: 5841, ack: 404, Len: 24
[Reassembled TCP segments (5864 bytes): #160(1460), #161(1460), #170(1460), #171(1460), #173(24)]
= Hypertext Transfer Protocol
[Expert Info (Chat/Sequence): HTTP/L.1 200 OK\r\nJ
Request Version: HTTP/1.1
Response Code: 200 B

Frae G byts) Resssanbind T (s yte) |
O/ Textitem 0, 17bytes [Packets: 3538 Displayed: 3688 Marked: 0 Profie: Default

|4 start] O] -] traffico.pcap - Wircsh... =) 1 |@ | 2O 1732

Stream o —
:E:r ;statwc mages. Hnmepage 2010/ Ta-repubblica- logo-home-payof f.png HTTP/1.1 > :1

ubblica.it
User-Agen ORI 3. 0
.8,%/%;9=0.5

gzip, deflate
|rccept-charset: 150-8859-1,utf-8;
keep-alive: 115
fonnection: keep-alive

Referer: http://www.repubblica. it/

HTTP/1.1 200 OK
enleneenE e

-control: max-age=86400, public
Expires: sat, 26 Mar 2011 10: 1836 @i
ostname 190

g wage/png

-cacheable: YEs

content —Length: 548

oores Fric g5 Har 2011 16:13:05 GHT
126

lage: 2
onnection: keep-alive
~cache: HIT
-Cache-| H'\ts' 182420
. enG
qopozatblih xtsoftware. Adobe ImageReadyg.e<..."iTXUXML:com. adobe. xmp. oo dd="wsmoypcehinar esaNTczkesd 22 cxixmpnera

adobe ta/" x:xmptk: Adub& XMP Core 5.0-c060 61 134777, 2010/02/12 l’ 3. //WMN w3, Dr‘g/lQQQ/OZ/ZZ rdf-
syntax-ns#"> <rdf :Description rdf:abo ns: htcp:,/ns. adobe. com/xap/1.0/” xmlns: xapin Bctpes o, adube Comyap /A O NG oA RET R p/
Ins. adobe. <mm/xap/1 U/ /Resmur‘(eReF#” xmp :CreatorTool="Adobe Photoshop €55 Macintosh” xmpMM:InstanceTl xmp. i1d:977¢ CSE’IDIESLLEDQOEEDDULQGEELAUB”
[xmpMM : Document I xmj d grrCS;’201ZSILEOQDEGDDDIZGZFIADB > <xmpMM:Derivedrrom stRef:instanceId="xmp.1iid:97 CSZGFDIZSILEQQDEGDDDIZGZFIADB

i

stet : documentio- xmp md 977C5370013511E090E6DD01263F1408" /> </rdfipescription> </rdf iRDF> </xixmpmetar <?xpacket end="r
-PLTE. bhnaaaED

s d-pX\p.

Fiooo

-{.

. 6R.
z

LoR.

G..C..

SQM.0.A. . h.YOZ P - . L.>R.L.

.>G.1..5DW. /Z.
Ldp.kz..d.u.

95 se) Siver s

kb,
(adits
us..L.p..fok20l

..0.a..T, X)g....>d% . c. h2Y. 10, 6L,
S(;R Yc. s}
.f.

Alclocogoogkibc
_.iga..~#0a.K%.u, .
4.#.F%.

eooiis

3...5.700=

70. VEPLI '\J
Kl |
£nd | save s | et [[entre conversaton (214372 byte5) ~| ¢ asci € Escoic € HexDump © C Arays @ Raw

Help Filter Out This Stream Cose




traffico.pcap - Wireshark

e Edt Vien Go Coptre Analyze Stabstcs Telephony Tools Help

BUsAM EEREL AassaTLlEE QAQH EEM%| B

Fiter; [tep.stream eq 12 ~  Expresson... Clear Apply
= = = == = s
170 3.151376 213.92.16.171 137.204.231.102 TP [TCP segment of a reassembled PDUT
171 3.151807 213.92.16.171 137.204.231.102 TP [TCP segment of a reassembled PDU]
172 3.151821 137,204, 231.102 213.92,16.171 Tcp af > http [ACK] Seq=404 Ack=5841 Win
5323 213.5 T 137.204.231.102 HTTP, oK (PNG)
174 3.152325 137.204.231.102 213.92.16.171 HTTP GET /images/2011/03/25/161210851-271b7d22-bde9-4553-0984 7T 2ebfC27aad
179 3.156107 213.92.16.171 137.204.231.102 TP http > af [ACK] Seq=5865 Ack=813 Win=7504 Len:
214 3.183201 213.92.16.171 137.204.231.102 TP [TCP segment of a reassembled PDU.
215 3.189652 213.92.16.171 137.204.231.102 TP [TCP segment of a reassembled PDU]
216 3.189664 137.204.231.102 213.92.16.171 TP af > hrp [ACK] Seq=813 A
217 3.190081 213.92.16.171 137.204.231.102 TR [TCP segment of a reassembled PDU]
218 3.190941 213.92,16,171 137.204, 231,102 TP [TcP segment of a reassembled Poul
219 3.190951 137.204.231.102 213.92.16.171 Tcp af > http [ACK] seq=613 Ack=10832 win=64512 Len=0

Ll

server: Apache\r\n
Last-wodified: Thu, 17 Mar 2011 22:52:26 GMT\r\n
ETag: "1568-40eb583F3fd22"\r\n
cache-control: max-age=86400, public\rin
Expires: Sat, 26 Mar 2011 10:18:36 GMT\r\n
X-MyHostname: 26, 190\r\n

Content-Type: image/png\rin

x-Cacheable: YES\r\n

content-Length: 5480\r\n

Date: Fri, 25 Mar 2011 16:13:05 GuT\r\n
Age: 21269\r\n

Connection: keep-alive\rin

X-cache: HIT\r\n

x-cache-Hits: 182430\r\n

\rn

Graphi
PNG signatur 89504E47 0DOALADA
5 IHDR Image Header
Len:
chunk: THDR

. ... = Ancillary: This is a CRITICAL churk -

33 0a

: RDF|
df="htepl
org/19

3a 2
h3on EE z Z
Frame (78 bytes) Reassembled TCP (5364 bytes)
O Portable Netnork Graphics (pna), 5430 bytes

| Packets: 3588 Displayed: 278 Marked: 0 Profie: Defauit

traffico.pcap - Wireshark

e Edt Vien Go Captre Analyze Statstcs Telephony Tools Help

Bude BEXES | acsroTalEE @Al EDM%|E

Fiter: [tep.stream eq 12 ¥ Expresson... Clear Apply
Mo | Time [ source [ Destnation [protocal [ 100
170 3.151376 213.92.16.171 137.204.231.102 TCP [TcP segment of a reassembled PDU]
171 3.151807 213.92.16.171 137.204,231.102 TCP [TcP segment of a reassembled PDU]
172 3.151821 137.204.231.102 213.92.16.171 TCP af > http [ACK] Segq=404 Acl Lel
it 5223 = 1 137.204, 231. 1 C GO)
174 3.152325 137.204.231.102 213.92.16.171 HTTP ‘GET /images/2011/03/25/161210851-271b7d22-bde9-455a-9984-7f2ebfc27aa3
179 3.156107 213.92.16.171 137.204.231.102 TCP http > af [ACK] Seq=5865 Ack=813 win=7504 Len=0
214 3.183201 213.92.16.171 137.204,231.102 TCP [TCP segment of a reassembled PDU;
215 3.189652 213.92.16.171 137.204.231.102 TCP [TcP segment of a reassembled PDU]
216 3.189664 137.204.231.102 213.92.16.171 TCP af > http [AcK] seq=813 Ack=7912 win=64512 Len=0
217 3.190081 213.92.16.171 137.204.231.102 TCP [TcP segment of a reassembled PDU]
218 3.190941 213.92.16.171 137.204.231.102 TCP [TcP segment of a reassembled PDU]
219 3.190951 137.204.231.102 213.92.16.171 TCP af > http [ACK] Segq=813 Ack=10832 win=64512 Len=0

Pl

ETag: '1568-49eb583F3fd22"\r\n
cache-control: max-age=86400, public\rin
Expires: sat, 26 mar 2011 10:18:38 GvT\r\n
X-MyHOstname: 26, 190\r\n
Content-Type: image/png\rin
x-cacheable: YES\r\n
content-Length: 5480\r\n
Date: Fri, 25 Mar 2011 16:13:05 GVT\r\n
Age: 21269\r\n
Connection: keep-aliveirin
X-Cache: HIT\r\n
x-Cache-Hits: 162430\r\n
\rin

= Portable Network Graphic:

Expand Subtrees
PNG Signature: 59504E470DOALAOA eiiyn
IHDR Image Header =
Collapse Al
tEXt Textual data . ColepeeAl
iTxt (don't know how to dissect this) Apply as Flter ,
PLTE (don't know how to dissect this) Prepare aFier »
IDAT (don't know how to dissect this) Coorize with Fiter » ||
IEND Image Trailer Folow TCP Stream

Follow UDP Stream
p170 28 73 3T 2313330 0d0aod
0180 EEEEETE 1a Oa 0d 49 48 o

03 00 00

Wiki Pratacol Page:

Fiter Field Reference
Protocol Preferent

3 Decode As.
Disable Protocol,
Resolve Name

o to Garresponing Packet

Frame (75 bytes) Reassembled TCP (5864 bytes)
O Porteble Netork Graphics (png), 5480bytes | Packets: 3688 Displayed: 278 Marked: 0 Profie: Default
|2 start] ol @ & traffico.pcap - Wiresh.. ) | LHRD 1734
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Wireshark: Export Raw Data 2xl

Savain: [ 3 Nuova catella =l e cF E2-

Risorse di rete

Nome fie: Jlarepubbiicafoge-home payoff png =|[ sava |

Savacome:  [AlFles ) =] e |

Raw data (" bin_* dat B

5480 bytes of raw binary data will be writen

4
74
uova cartella i [=] 3]
Ele Modifica Visualizza Preferit Strumenti 2 |':,’

(D mdero - () - [T |;) Cerca | Cartell |

Indirizzo IEJ Fi'Nuova cartella

«

o Operazioni immagine *

7J Visualizza come
presentazione
@ Ordins stampe via Internet

J‘ﬂ Stampa immagine

8. Imposta come sfondo del ®
desktop
&) Copiz sucD l

Operazionifile e cartella & In diretta con I'ltalia

] Rinomina fie

_& Sposta file

Copia file

D Pubblica file sul web

() Tnvia i fle per posta
elettronica

W Eimins file [0 R

Altre risorse =

“e# Disco rimovibile (F:)
(& tmmagini

:) Risorse del computer
& Risorse direte

Frrra—y 2

‘Formam: 432 x 90 Tipo: Immagine PNG Dimensione: 5,35 KB 5,35 KB ‘ -‘ Risarse del computer 7 |




traffico.pcap - Wireshark

e Edt Vien Go Coptre Analyze Stabstcs Telephony Tools Help

BEeeE DEBRXES | AesnTLEEIRAQAE DM %

Fiter; [tep.stream eq 12 ~  Expresson... Clear Apply
= = = == = s
307 3.305772 213.92.16.171 137.204.231.102 TP [TCP segment of a reassembled PDU] ]
308 3305782 137.204.231.102 213.92.16.171 TP af > http [ACK] Seq=1104 Ack-13571 Win-64512 Len-0
204,231,102 DU]

310 3.306636 213 92

TCp [1ce E=ems of a reassembled PI
2

5 a
326 3.322554 e T TCP af > htep_[Ack] seq 5286 win-64512 Len=0
327 3.322648 137.204.231.102 HTTP GET /pWug1nskpm3/repuhh11chTug'\r\sz'mt'wE emmrwah/mxges/gw 2
328 3.327290 213.92.16.171 TcP http > af [ACK] Seq=15286 Ack=1609 Win=0648 Len=0
347 3.364275 213.92.16.171 5 TCP [TcP segmemz of a reassembled PDU]
348 3.365131 213.92.16.171 137.2o4 231 102 TCcP [TcP segment of a reassembled PDu]
349 3.365170 137.204.231.102 213.92.16.171 TCP af > http [ACK] 5eq-1609 Ack= 5208 win-64512 Len-o
0 3.365994 213.92.16.171 133200 231 102 TCP [TCP segment of a reassembled PDU]
351 3.36K475 713.97.16.171 137.704.731.107 HTTR HTTR/1.1 700 OK (GTFA9A)

Ll

[EXpert Info (Chat/sequence): RTTP/L.T 200 OK\F\n]
Request version: HTTP/L.1
Response Code: 200

Server: Apache\r\n

Last-Modified: wed, 04 Aug 2010 10:09:15 GuT\r\n

ETag: "d32-48cfcan4b979a\rin

cache-control: max-age=86400, public\rin

Expires: sat, 26 mar 2011 10:04:02 GMT\r\n

X-MyHOSTname: 26, 186\r\n

content-Type: image/jpeg\r\n

x-Cacheable: YES\r\n

content-Length: 3378\r\n

pate: Fri, 25 Mar 2011 16:13:05 GMT\ri\n

Age: 22142\r\n

connection: keep-alive\r\n

X-Cache: HIT\r\n

x-Cache-Hits: 185937\r\n

Expand Subtrees

Start of Image (Oxfd8)

varker segment: Reserved for application segments - 0 (OXFFEQ) Erzarila]

varker segment: Reserved for application segments - 12 (OXFFEC) =

marker segment: Reserved for application segments - 14 (OXFFEE) Apply as Fiter »

marker segment: pefine quantization table(s) (OXFFDE) Prepare a Fiter »
® start of Frame header: start of Frame (non-differential, Huffman coding) - Baseline DCT (0xFFCO) Colorize with Filter »

marker segment: Define Huffman table(s) (OxFFc4) Follow TCP Stream

0170 48
0180 |j

18 5937.
F IF.

Wik Protocol Page.
Filter Field Reference

@
@

Protocol Preferences

Decade As...

Qi

Disable Protocol..
Resolve Name

Go t Comsponding Packet
| Packets: 3588 Displayed: 278 Marked: 0 TPTEFE! DEFalE

00 28 03 01

Frame (309 bytes) Reassembled TCP (3762 bytes)
O PEG File Interchange Format (mage-fif), 3378

76

'Wireshark: Export Raw Data 21x|

Salvain Il'j) Nuova cartella

®]la-repubblica-loga-home payeff.png

Mome file: rafico jpg || sava |

Salva come: |A|| Files {77 =] Aonula |

Raw data ("bin. ~.dat, ~raw] 2

3378 bytes of raw binary data wil be writen

s




uova cartella

Ele Modifica Visualizza Preferit Strumenti 2

77

=101

e

Olndiaho i ‘.\‘_.) . |E | /jj Cerca i Cartelle |

Indirizzo ID Fi'Nuova cartella

o Operazioni immagine *

7J Visualizza come
presentazione
{# Ordina stampe via Internet

JEI Stampa immagine

. Imposta come sfondo del
desktop

&) Copiz sucD

Operazioni file e cartella &

] Rinomina fie

iy Sposta fle

™ Copi file

D Pubblica file sul web
£ Tnviz 1 e per posta

elettronica
¥ Elimina fle
Altre risorse 2

e Disco rimovibile (F:) Ia Repubblicat &
(& tmmagini o

:g Risorse del computer

\.J Risorse di rete la-repubblicadogo-he...

LA T ) & LI

VO~

‘Formam: 40 x 40 Tipo: Immagine JPEG Dimensione: 3,29 KB

3,29K8

4 Risarse del computer

Invio di posta elettronica

78

39



Tl traffico-invioposta.pcap - Wireshark

Fle Edt View Go Coptwe Analyes Statistis Telephony Tools Help

79

_15] x4

BEdeE cEXEE a9 T2(DE/ QAN BDM % B

Fiter: | v Expresson... Cear Apply
oo 7ime [soures |estinstion |protocal im0
16 3,583350 137.204.231.102 62.149.128.201 SMTP C: caFzc3dvamax
17 3.597942 62.149,128.201 137.204,231.102 SMTP 5: 235 ok, go ahead (#2.0.0)
1 1 [
163.625857  62.149.128.201 137,204, 231,102 TR 5
203.625536  137.204.231.102 62.140.128.201 SMTR  C: RCFT TO: <posta-2@micheleferrazzanc. it>
213.638356  62.145.128.201 137.204.231.102 swTR 5: 250 ok
223.638424 137.204.231.102 62.149,128.201 SMTP C: DATA
23 3.652559 62.149,128.201 137.204.231.102 SMTP 5: 354 go ahead
24 3.652710 137.204.231.102 62.149.128.201 SMTP C: DATA fragment, 1236 bytes
253.688256  62.140.128.201 137.204.231.102 TCR smtp > hello [ACK] Seq=108 Ack=1415 win-7416 Len-0
263.688296  137.204.231.102 62.140.128.201 MF  from: "Posta 1" <posta-16micheleferrazzano. it>, subject: Mail di prova, (text/plain)
273.690824  62.145.128.201 137.204.231.102 TCR smtp > hello [ACK] Seq=198 Ack=1420 Win=7416 Len=0
28 3.71%8210 62.149,128.201 137.204.231.102 SMTP 5: 250 ok 1301072520 gp 13134 il
2% 3,716325 137.204.231.102 62.149,128.201 SMTP CioQuiT
30 3.730392 62.149.128.201 137.204.231.102 SMTP 5: 221 smrpé.aruba. it
313.730867  137.204.231.102 62.149.128.201 TCP hello > smep [FIN, ACK] Seq=1426 Ack=246 Win-64267 Len-0 -]

Header Tength: 20 bytes
Flags: 0x18 (PSH, ACK)
window size: 64345
® Checksum: 0x9h23 [validation disabled]
[SEQ/ACK analysis]
= simple Mail Transfer protocol
E Command: MATL FROM: <posta-l@micheleferrazzano.it>\rin
Command: MAIL
REQUasT parameter: FROM: <posta-1@micheleferrazzano. it>

|3

|

0000 00 00 Oc 07 ac c8 00 23 54 74 a0 cc 08 00 45 00
0010 00 53 8B 03 40 00 80 06 &2 Of B9 cc &7 66 3e 95
0020 80 ¢9 06 fd 0019 39 8 &7 34 cc d7 96 &8 50 18
0030 59 9h 23 00 00 4d 41 p 41 4

Request parameter (smip req.parameter), 36 b... | Packsts: 3 Displayed: 38 Marked: O Load time: 0:00.625

| Profie: Default

80

Tl traffico-invioposta.pcap - Wireshark -8 %]

Fle Edt Ven Go Coplus Anaes Stefistis Telephony Tools Help

Budeu cEXRE|Acs0T2(EQAQAQB|EDM x| B

Fiter: | ~  Expression.. Clear  Apply

| 3 Time |souree |pestinetion [Protocel_[irfa =
16 3.583350 137.204.231.102 62.149.128.201 SMTP C: caFzc3dvamax
17 3.597942 62.149.128.201 137.204.231.102 SMTR Si 235 ok, go ahead (#2.0.0)
18 3.998297  137.204.231.102 62.149.128.201 SMTP C: MAIL FROM: <posta-l@micheleferrazzano.it>
15 3.623457 62.149.128.201 137.204.231.102 SMTP Si 250 ok
20 3.625536  137.204.231.102 62.149.128.201 SMTP C: RCPT TO: <posta-2@micheleferrazzano.its
21 3.638356  62.149.128.201 137.204.231.102 SMTE  S5: 250 ok
223.638424  137.204.231.102 62.149,128.201 SMTP i DATA
233.652559  62.149.128.201 137.204.231.102 SMTP  S: 354 go ahead
24 3.652710  137.204.231.102 62.149,128.201 SMTP  C: DATA fragment, 1236 bytes
253.688256  62.149.128.201 137.204.231.102 TP smtp > hello [AcK] Seq=198 Ack=1415 Win=7416 Len=0
263.688296  137.204.231.102 62.149.128.201 HF from: "Posta 1" cposta-l@micheleferrazzano.it>, subject: Mail di prova, (text/plain)
273.690824  62.149.128.201 137.204.231.102 TP smtp > hello [ATK] Seq=198 Ack=1420 Win=7416 Len=0
283.715210  62.149.128.201 137.204.231.102 SMTP  S: 250 ok 1301072520 op 13134 ]
293.718325  137.204.231.102 62.149.128.201 SHTP  C: QUIT
30 3.730392 62.149.128.201 137.204.231.102 SMTP Si 221 smtpé.aruba. it
31 3.730467 137.204.231.102 62.149.128.201 TCP hello > smtp [FIM, ACK] Seq=1426 Ack=246 win=64267 Len=0 5

Header length: 20 bytes
® Flags: 0x18 (PSH, ACK)
window size: 64337
® Checksum: Oxde3l [validation disabled]
® [SEQ/ACK analysis]
= simple Mail Transfer Protocol
T

Comman: RCPT
Request parameter: TO: <posta-2@micheleferrazzano.it>

|

N

0000 00 00 Oc 07 ac cB 00 23 54 74 a0 cc OB 00 45 00

0010 00 51 e8 04 40 00 BO 06 e2 10 89 cc e7 66 3e G5

0020 80 ¢9 06 fd 00 19 39 8 7 5F cc d7 96 fo 50 18
51 de 31 00 00 43 44
il

O [ Test item (text), 41 bytes Packets: 36 Displayed: 38 Marked: 0 Load tme: 0:00,625

Profile: Default

40



81

jioposta.pap - Wireshark 18| x]
Fle Edt View Go Captwe Analyzs Statistis Telephony Tools Help
), > 2 | i
Budeu cEXRE|Acs0T2(EQAQAQB|EDM x| B
Fiter: | ~  Expression.. Clear  Apply
o, Tine @rce |pestinetion | Prg_t‘géol_I{n_fa =
Larrez res UL ITT. T T AT
233.652559  62.149.128.201 137.204.231.102 SMTP S 354 go ahead
24 3.652710  137.204.231.102 62.149.128.201 SMTP  C: DATA fragment, 1236 hytes
25 3.688256  62.149.128.201 137.204.231.102 TCP smtp > hello [AcK] Seq=198 Ack=1415 Win=7416 Len=|
26 3. 688296 137.204.231.102 62.149.128.201 IMF from: "Posta 1" <posta-l@micheleferrazzano.ity, subject: mail di prova, (rext/plain)
27 3.690824  62.149.128.201 137.204.231.102 TP smtp > hello [ACK] Seq=198 Ack=1420 Win=7416 Len=0
283.716210  62.149.128.201 137.204.231.102 SMTP  5: 250 ok 1301072520 op 13134 L
293.718325  137.204.231.102 62.149.128.201 SMTP C: QUIT
303.730392  62.149.128.201 137.204.231.102 SMTP  5: 221 smtp6.aruba. it 4
[E Frame 22 1290 hytes on wire (10320 bits), 1200 Bytes captured (10320 bits) =
Ethernet I1I, Src: AsustekC_74:al:cc (00:23:54:74:a0:cc), Dst: A11-HSRP-routers_c8 (00:00:0c:07:ac:c8) wl
Internet Protocol, Src: 137.204.231.102 (137.204.231.102), Dst: 62.140.128.201 (62.149.128.201)
= Transmission Control Protocol, Src Port: hello (1789), bst Port: smtp (25), Seq: 179, Ack: 198, Len: 1236 o
Source port: hello (1789)
pestination port: smtp (25)
[stream index: 0]
PRI £ 1. frnlatiin ennunncn nomhany I°
i 6 ) 2 65 2 =
o in B - 2 FET oy = o 5 -
KD Simple Miai Transfer Frotacal (smp), 1236 bytes | Packets; 36 Displayed: 36 Marked: O Load time; 0:00,625 Profile; Defaul
82
jioposta.pap - Wireshark 18| x]

Fle Edt Yien Go Capturs Analyze Statistics Telephony Jools Help
Budeu cEXRE|Acs0T2(EQAQAQB|EDM x| B

Fiter: | ~  Expression.. Clear  Apply

o, Time: saurce
BELLres A rrea wpn

|pestinetion
CLarsares

137.204.231.102

|protocal_[info
" iy

S: 221 smtp6.aruba. it

23 3.652559 62.149.128.201 SMTR Si 354 go ahead

24 3.652710 137.204.231.102 62.149.128.201 SMTR C: DATA fragment, 1236 bytes

25 3. 688256 62.149.128.201 137.204.231.102 TCP smtp > hello [ACK] Seq=198 Ack=1415 win=7416 Len=0

26 3. 688296 137.204.231.102 62.149.128.201 IMF from: "Posta 1" <posta-l@micheleferrazzano.ity, subject: mail di prova, (rext/plain)
27 3.690824 62.149.128.201 137.204.231.102 TCP smtp » hello [ACK] Seq=198 Ack=1420 win=7416 Len=0

28 3.716210 62.149.128.201 137.204.231.102 TP 5i 250 ok 1301072520 gp 13134 -5
24 3.716325 137.204.231.102 62.140.128.201 SMTP C:quit

30 3.730392 62.140.128.201 137.204.231.102 SMTP

Le

o i

Header length:
® Flags: 0x18 (PSH, ACK)
window size: 64315
hecksum: 0xfoz24 [validation disabled]
SEQ/ACK analysis]

i

20 hytes

4

Expand Sublrses

KD Simple Miai Transfer Frotacal (smp), 1236 bytes | Packets; 36 Displayed: 36 Marked: O Load time; 0:00,625

Expand Al

Collasz 4l =
Apply as Column

Aply as Fiker 4

Prepare a Fiter »

Colorize with Fiter r

Fallow TCP Stream
Follas LIDP Stream
Flloy 551 Etream

Copy 3

ki Protocol Page

oo

Filer Field Reference
Protoce] Help »
Protocol Preferences >

2

Decods As...

<

Disable Protocol.,.
Resalve Name
(o bo Corresponding Parket

|3

Profile: Default

41



Salva jn: @Desklop j = [ o B2

| Documenti

5) Risarse del computer

N JRisorse direte

{22011 - Unigo - IF

|3 Esempio

|C)Imager Like 2.9.0

|5)Paraben P2Commander

|2 TeambiewerPartable-5.0.8081
|2) TeamviswerPortable-6.0,9347

Mo fle: [emaileml = [ sava ]
=] bl |

ra 2

Satvacome: [Raw data Cbin. " dat.
Fiaw data [ bi

1235 bytes of 1aw binary data wil be writen

s

83

J File Modifica Wisualizza  Strumenti  Messaggio 7

& & 8 @

Rispondi  Rispondi a... Inoltra Stam'pa Elimina
Da: Posta 1
Data; wenerdi 25 marzo 2011 18,01
A: posta-2@micheleferrazzano.it

Oggetto: MMail di prova

Testo testo testo

Kl

84
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Follow TCP Stream

Stream Content

220 smtp&. aruba. it ESMTP

EHLO cirstidkidman

250-smtpa. aruba., it

230-AUTH LOGIN PLAIM

230-AUTH=LOGIN PLAIM

250 BBITMIME

[AUTH LOGIN

334 vxn1cmShbwus
CEIZAGETMUBT awNOZwx 1 2m vy cmFGemFuby 5 pia==
334 uUGFzc3Ichvemab

cGFzc3dvamgx

235 ok, go ahead (#2.0.0)

AIL FROM: <posta-l@micheleferrazzano.its
250 ok

RCPT To: <posta-2@micheleferrazzano. its>
250 ok

DATA,

354 go ahead

255a0e-I0: <84C2DA3ESASDABF4ADZFZLAAF7CLEZCD@Rer sanale. dir. unibao. it
From: "Posta 1" <posta-l@micheleferrazzano. it»

To: <posta-2@micheleferrazzano.its>

Subject: mail di prova

pate: Fri, 25 Mar 2011 18:01:5% +0100

IME-version: 1.

content-Typa
- boundary=
-Priority: 3

~mMsMail-Priority: Mormal

~mMailer: Microsoft outlook Express 6.00.2900.5931
~MimeoLE: Produced By Microsoft MimeOLE vé.00.2900. 5954

mu'\t‘\part/ahemat
_MexXtRart_000_t OOOC OlCEEBlﬁ BCBFATLD"

his is a multi-part message in MIME format.

_NextpPart_000_000C_0lCBEELE. BCBFATLO
fcontent-Type: text/plain;

. charset="1s50-8855-1"
ontent-Transfer-encoding: guoted-printakle

[Testo Testo Testo
_MexTtRart_000_000C_01CBEBLA. BCBFATLO
fcontent-Typa: text/htrﬂ,

. charset="17s0-8859-1"
rontent-Transfer-Encoding: guoted-printable

[<!DOCTYPE HTML PUBLIC "-/W3C//DTD HTML 4.0 Transitional//EN">
[<HTML><HEAD>

<META COMtent=3D" text/htm'l charset=30150-8859-1" =
http-equiv=30Content -Types

[<META name=3DGEMERATOR CONtent=30"MSHTML 8.00.6001.15015">

Eind | Save As | Print IEr\tire conversation (1670 bykes) j " ASCIT  EBCDIC ( HexDump ( C Arrays (® Raw

Help

86

Effettivamente era accaduto questo...

I romar srmvo—outookrpress
H Fle Modfica Vsualza Stument Messaggio 2
Rispondi Rispond Indlira Stampa Elimina: nvia/Ricevi Rubrica
arrivo
Cartele t]ol % ba [oggetto [Ricewito | «
|31 Qutlook Express ¢
.| BE Cartelle locali L
B2 Posta in arrivo Vodfia Visuslzza Inseriss Formato Stument 1 |
423 Posta in uscits W] 0 »
S Posts inviata a6 8 1]
L3 Posta ciinata Invia Tl Copin Incolls Annula
88 pome [posta-2@michelefemazzano. it
o |
Oggetto: [l di prova
il e ElG e sAal=s"
Testo testo testo
Da: A:
Oggetto:
Contati ~ x|
Nessun contatto da visualizzare, Per LI
eare un nuovo contatto, scegliere /
; L
¢
(
¢ |
1 Messaggi: 0, da leggere: 0 = Modaita in Inca %3 Nessun messaggio nuava 7
EAE AR F- A Fa A3 A2 AT SA oA AE €% - ~

43



i =] 3

| Hle Modfica Visusizza Stumenti  Messaggo 2 “r'
3 pa—
. & & w8 = == Al h,il
Crea mess... Rispondi  Rispondia..  Inolra Stampa Elimina InviafRicevi Rubrica Trova
Posta in arrivo |

|| cartele
1431 Outlook Express
- Cartelle locali
B2 Posta in arrivo
F8 Posts in uscita

-5F3 Posta inviata
(3 Posta eliminata
5B} Bozze
Da: Posta 1 A: posta-2@micheleferrazzano.it
‘Oggetto: Mail di prova
Testo testo testo
Contatti = x|

Nessun contatto da visualizzare, Per
creare un nuovo contatto, scegliere
Contatti.

Messaggi: 1, da leggere: 0 | B Modaiita in linea 54 Messaggi nuovi: 1 A

88

[ traffico-invioposta.pcap - Wireshark -2 =}
Fle Edt WView Go Capturs Analyze Statistics Telephony Tools Help
Budeu cEBxXEE|nesaT2(EaacaB|@Dms% | B
Fiter: | ~  Expression... Cear Apply
(e Ti S Destinati Protocol Infc -
o me |§r[.e e Ies.\na\nrjl . |rlnn(n o B

23 3.652559 62.149,128.201 137.204.231.102 SMTP 5: 354 go ahead

24 3.652710 137.204.231.102 62.149,128.201 SMTP C: DATA fragment, 1236 bytes

5 3688256 62.145.128.201 137.204.231.102 TCP smtp > hello [Ack] se 98 Ack=1415 wi

27 3.690824 62.745,128.201 137.204.231.102 TP smtp » hello [ACK] Se B Ack=1420 wi 16 Let

28 3.719210 62.149.128.201 137.204.231.102 SMTP S: 250 ok 1301072520 gp 13134 5
29 3.719325 137.204.231.102 62.149.128.201 SMTR C:oouit

30 3.730392 62.149.128.201 137.204.231.102 SMTP Si 221 smipé.aruba. it o

|r

® [SEQ/ACK analysis]
= simple mail Transfer protocal

c: .
[DATA fragments (1236 bytes): #24(1236)]
o Internet Message Format
Message-ID: <84C2DAIEBABDABFAADZF21AATFCLEZCDEpErsonale. dir. unibo. it>
@ From: "Posta 1" <posta-1@micheleferrazzano.it>, L1 item -

|»

Frane (59 bytes) Reassembled DATA (1236 bytes)

Intermek Message Format (inf), 1236 bytes [ Packets: 36 Dispiayed: 38 Marked: O Load tine; 000,625 Profie: Defaul
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E)IMF - The Wireshark Wiki - Mozilla Firefox

89

_15] %}
Fle odfica Vsualza Cronohgia  Seandibr  Stument  aito

CS e X o ﬁ\mp:f/wm.wiyesharkmguMF - I'._."\mfpmtnm\ p
2 Piisitati || Come iniziare 5. Ulkine notizie

[ ™F - The wireshark wiki

Aeced

IMF

FrontPage RecentChanges  FindPage | HelpContente | IME

Cerca Titoli | _Testo

‘

Fagina non afterabile Iformazioni Allegati [ Al aziani

Internet Message Format (imf)

The Intermet Message Format is format in which text messages are transfarred over the Internet. Where SMTF is equivalent to the message envelope, IMF is equivalent 1o the |etter within the envelope. It contains
the originator, recipients, subject and dates. Whilst IMF only handles text messages, it can be augmented with MIME_muliipart to support multi-media messages

History

The Intemet Message Format has been developed in parallel with the Simple Message Transfer Protocol SMTP. Indeed IMF messages are often actually referred to as "SMTP Messages”. IMF was originally

published (DRFC 822 in 1982 as *Standards for the Format of ARPA Interet Text Messages", which in tum had been developed from sarlier RFCs beginning with @nRre 561 "Standardizing Network Mail
Headers"

In 2001, a new RFC wag publighed, @rre 2822, updating it to reflect current practice and incorporating incremental changes that were specified in other RFCs
Additional IMF fields have been defined by other RFCs, including @ RFC 2155 which defines 2 mapping between X400 message fields and IMF heading fields.

The Multipurpose Internet Mail Extensions (MIME) series of RFCS further enhanced the specification of the format of the body of the message 1o support complex structures and binary attachments.
Protocol dependencies

o SMTP: Typically, IMF uses SMTF as its transport protocol
Example traffic
0 - Add example decoded traffic for this protocol here (as plain text or Wireshark screenshot)

Wireshark

The IMF disssctor is fully functional though thare are some IMF heading fields that may be in common use that have ot yet been specifcally detasted. They vill appear as unknown extensions

Drafaranns Cabhinmn

Completato

Ricezione di posta elettronica

920

45



il traffico onepost

shark

cap

Fle Edt Vew Go Capture Analyze Stabistics Telephony Tools Help

BweeE DEXEL|Ac+nTLEEIRAARN FDR % B
Fiter: [ v Expresson... Clear Apply
o, [Time |source |estination |Protocel _[1nfa | 2]
TO77830 sustekC_rdralicc roadcast RF Who has 137,704, 23T.75%% TelTT I57. 2047 75T0T
8 1.776894 ATT-HSRP-routers_c8  AsustekC_74:a0:cg ARP 137.204.231.254 s at 00:00: 0C:07:aC:CE
G 1.776003 137.204.231.102 62.140.128.161 TCP cera-hcm > pop3 [SYM] MSS=1460 SACK_PERM=1 -
101.777634 62.149.128.161 137.204.231.102 TCR pop3 > cera-ham [SYN, 0 Ack 1 win=5840 Len=0 M55=1460 SACK_PERM=1
11 1.777652 137.204.231.102 652.149.128.161 TCP cera-bam > pop3 [ACK] 4512 Len=0
12 1.800521 62.140.128.161 137.204.231.102 POP S: +0K <6153.1301072638@popcll. ad aruba.it>
13 1.800717 137.204.231.102 62.140.128.161 POP C: USER posta-2@micheleferrazzano.it
14 1.80109% 62.145.128.161 137.204.231.102 TCP pop3 > cera-ham [ack] Seg=43 ack=36 win=5840 Len=0
15 1.811907 ©2.149,128.161 137.204.231.102 POP Sio+Ok

[l

window size: 64470
Checksum: 0xbfS5 [validation disabled)
[SEQ/ACK_analysis)

5 USER posta-2@miche |eferrazzana. 1tar i
Request <ommand: USER
Request parameter: posta-zemicheleferrazzano. it

0000 00 00 Oc 07 ac c8 00 23 54 74 a0 cc 08 00 45 00
0010 00 4b 28 91 40 00 80 06 el bl 89 cc e7 66 3e
823107020065 1 o7 97 02 26 49

—1&] ]
Ele Edt Vien Go Copturs Anahes Stetistis Telophony Tools Help
Bueed pEXEE | QAcsTL(BRE QD DM x|d
Fiker: | v Espresson,., Clar Apely
. [Time |source |Destination |Protocal_[1nfa ]
12 1.800521  62.145.128.161 137.204.231.102 S: +0K <6153.1301072688€popdil. ad. aruba. it>
131.800717  137.204.231.102 62.149.128.161 C: USER posta-2@micheleferrazzano. it
14 1,801099  62.149, 125 161 137.204.231.102 pop3 > cerabem [ACK] Sen-43 Ack=36 Win=5840 Len-0
1 1. 4 T 5 +0
16 1.811969 137 ZOA ZZl 102 62.140.128.161 C: PASS password2?
17 1.844191 62.149.128.161 137.204.231.102 pop3 > cera-bam [ack] Seg=49 ack=52 win=5840 Len=0
181.866754  62.149.128.161 137.204.231.102 St +OK
191,867294  137,204.231.102 62.149,128.161 C: STAT
201.867672_ 62.149.128.161 137.204.231.102 pop3 > cera-ham [ACK] Se=55 AcK=58 win-5840 Len-0 ]

Flags: 0x18 (PSH, ACK)

window size: 5840

Checksum: 0x3h2f [validation disabled]
® [SEQ/ACK analysis]

= Post office protocol

B +0K “r\n

Response indicator: +ok

0000 00 23 54 74 a0 cc 00 00 Oc 07 ac c8 08 00 45 00
0010 00 Ze ec e3 40 00 40 06 1d 7d 3e 95 80 al 89 cc
0020 27 €6 00 €2 07 02 52 26 45 OL df Ol a7 ba 50 18
0030 16 do 3b 2f 00 00 2h 4F 4b 20 od 0a

! traffico

onepost. shark:

cap

Ele Edt Vew Go Captre Analyze Shabitics Telephony Inols Help

BWeedEEXEL Qe a|EE @l DR %3

Fiters | ~  Expression... Clear  Apply

i [Time |sourcs |pestination |Protocel _[1rfo
121.800521  62.140.128.161 137.204.231.102 POP S: +OK <6153.1301072688@popdll. ad. aruba. it>
131.800717  137.204.231.102 62.140.128.161 PoP C: USER posta-2emicheleferrazzano. it
141,801099  62.149,128.161 137.204.231.102 TP pop3 » cera-ham [ACK] Seq=43 Ack=36 Win=5840 Len-0
151.811907  62.149,128.161 137.204.231.102 POP Si oK B
161.811969  137.204.251.102 62.149.128.161 POP C: Pass password2
171.844191  62.140.128.161 137.204.231.102 TP pops > cera-ham [ACK] Seq=49 Ack=52 win=3840 Len=0
181.866754  62.140.128.161 137.204.231.102 POP St 40K
101.867204  137.204.231.102 62.140.128.161 PoP C: STAT
201,867672_ 62.149.128.161 137.204.231.102 TP pop3 > cera-ham [ACK] Sea=55 Ack=58 win=5840 Len-0

Il

Flags: 0x18 (PSH, ACK)

window size: 64464

Checksum: 0x5FF9 [validation disabled]
[SEQ/ACK analysis]

5 Fost 0
5 PASS passwordzsran
Request command: PASS

(KM}

0000 00 00 Oc 07 ac c8 00 23 54 74 a0 cc O8 00 45 00
0010 00 38 e8 92 40 00 80 06 el C3 89 cC e7 66 3e 93
0020 80 al 07 0z 00 Ge dF o1 _e7 ba o2 7 50 18
0020 Fb do sf £5 00 00 7]

Tl traffico-ricezioneposta.pcap - Wireshark =18 %]

Fle Edt Vew Go Captre Analyze Stabistics Telephony Tools Help

PUMEE PEXES | AcroTiEE QAN #DB % @

Fiter: [ v Expression... Clear Apply
o, [Time [source [pestination |Protocel _[1rfa B
12 1.800521  62.149.128.161 137.204.231.102 S: +0K <6153.13010726886popdll. ad. aruba. it>
13 1.800717  137.204.231.102 62.149.128.161 C: USER posta-2@micheleferrazzano. it
14 1.801099  62.149.128.161 137.204.,231.102 pop3 > cera-heam [ACK] Seq=43 Ack=36 Win=5840 Len=0
151.811007  62.140.128.161 137.204.231.102 St oK il
161.811969  137.204.231.102 62.149.128.161 C: Pass password2
171844151 62.145.128.161 137.204.231.102 pop3 > cera-bam [ACK] Seq=43 Ack=52 win=5840 Len=0
1. 4 1 1.102 oK
101.867204  137.204.231.102 62.140.128.161 C: STAT
201.867672 62.149.128.161 137.204.231.102 o003 > cera-bem TACK] sec=55 ack=58 win=5840 Len=0

® Flags: 0x18 (FSH, ACK)
window size: 5840
Chacksum: 0x3b19 [validation disabled]
[SEQ/ACK analysis]
=1 Post office protocol
B +0K \r\n
Response indicator: +ok

[l

(K1}

0000 00 23 54 74 a0 cc 00 00 OC 07 ac co 08 00 45 00
0010 00 22 ec e5 40 00 40 06 1d 7h 3e 95 80 al 89 cc
0020 €7 &6 00 ée 07 02 52 26 45 07 df 61 e7 ca 50 18
0030 16 do 3b 13 00 00




Tl traffico-ricezioneposta.pcap - Wireshark

Fle Edt Ven Go Coplus Anaes Stefistis Telephony Tools Help

93

_15] x4

Budeu cEXRE|Acs0T2(EQAQAQB|EDM x| B

Fiter: | ~  Expression.. Clear  Apply
i, Tme @ce IDesE\r\aUarl\ . [Protocal infa
23 1.890436 62.149. 128 161 137.204.231.102 FOP 5 +0K
24 2.065738 137.204.231.102 62.149.128.161 TCP cera-hem > pop3 [ACK] Seg=64 Ack=73 win=64440 Len=0
25 2.070212 62.149.128.161 137.204.231.102 IMF
26 2.071172 137.204.231.102 62.149.128.161 FOP Ci RETR 1
27 2.074078 3comeura_of:7h:fa spanning-tree-(for-br-sTe canf. RoOT = 32768/0/00:1e:cl:0f:7hic® Cost = 0 Port = 0x8031
28 2.107621 62.149.128.161 137.204.231.102 TCP pop3 » cera-hem [ACK] Seg=84 Ack=72 win=5840 Len=0 =
29 2.108048 62.149.128.161 137.204.231.102 POP S: 40K
30 2.108481 62.149.128.161 137.204.231.102 mF
217 108503 127 04 921 110 £7 140 172 161 Teo cora_hem « nan2 Tackl Son-77 k=274 Win-A1§17 1 an-n =

window size: 5840
® Checksum: 0x0875 [validation disabled]
® [SEQ/. analysis]
I

B +0K A\ryn
Response indicator: +oK
return-Path: <posta-1@micheleferrazzano. it>Y\n

|3

|r

e Pnstofhte Protocol (pop), 1460 bytes Packets: 43D.sp\ay : 43 Marked: 0 Load ime: 000,000

Profile: Default

Follow TCP Stream

Stream Content

for <6153.1301072688@popdLL. ad. aruba. 1t>
USER posta-z@micheleferrazzano. it
HOK
PASS password?
HoK
STAT
oK 1 2223
LIST
FroK
L 2223
RETR 1
HOK
Return-path: <posta-l@micheleferrazzano.it>
Delivered-To: posta-2@micheleferrazzano. it
Received: (gmall 14754 invoked by uid 89); 25 mar 2011 17:04:08 -0000
Received: by simscan 1.2.0 ppid: 14660, pid: 14700, t: 0.2039s
scanners: clamawv: 0.96.5- exp/m 53/d:12338 spam: 3.3.1
~Spam-Checker-version: Spamassassin 3.3.1 (2010-03-16) on mxavas?.ad.aruba. it
—Spam-Level:
—Spam-statu; or 2.0 r'equ'lr’ed 3.0 Tests=BAYES_00, HTML_MESSAGE
. autolearn= chsab]ed ver‘sw =3.
Recedved: from unknown (HELO smtp'\qol aruba.dt) (62.145.158.32)
by mxavas7.ad,aruba. it with sMTP; 25 Mar 2011 17:04:07 -0000
Recedwved: (gmail 18252 drwoked by uid 89); 25 Mar 2011 17:01:5% -0000
Received: from unknown (HELO smtpé.aruba.it) (62.149.158.226]
by smtplgol.aruba. it with SMTP; 25 Mar 2011 17:01:59 -0000
Received: ?qmaﬂ 13134 dnvoked by uid 89); 25 Mar 2011 17:02:00 -0000
Received: from unknown (HELO cirsfidkidman) (posta-l@micheleferrazzano. it€l37,204.231.102)
by smtpé. ad. aruba. it with SMTP; 25 Mar 2011 17:02:00 -0000
essage-ID: <84C2DA3E8A8D48F4AD2FZlM??ClEZCD@persoma'le dir.unibo. it
From: "Posta 1" <posta-l@micheleferrazzano. its
To: <posta-2@micheleferrazzano. it>
Subject: mail di prova
pate: Fri, 25 Mmar 2011 18:01:5% +0100
TME-version: 1.0
fContent-Type: mu'ltmart/a'\ternatwe
. boundary="--—--=_WextpPart_000_000C_01CBEEL&. BCBFA7LO"
—Priority: 3
~MsMail-Priority: nNormal
~mailer: microsoft outlook Express 6.00.2900. 5931
~mMimeoLE: Produced By Microsoft MimeoLE ve. 00,2900, 5954

This is a multi-part message in mIMe format.

_MextPart_000_000C_01CBEBL6. BCBFATLO
fcontent-Type: text,/pl lain;

. charset="is0-8850-1"
Content-Transter-Encoding: quoted-printable

Eind | Save As | Erint IEnt\ra conversation (2470 bytes)

LI  ASCIT  EBCDIC € HexDump ( C Artays (@ Raw

Help
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Tl traffico-ricezioneposta.pcap - Wireshark

Fle Edt Ven Go Coplus Anaes Stefistis Telephony Tools Help

95

_15] x4

Budeu cEXRE|Acs0T2(EQAQAQB|EDM x| B

Fiter: | ~  Expression.. Clear  Apply

Source |oestinetion [Protocel_[1rfa
i3

62,745, 128.161 157.204.231.107
31 2.108502 137.204.231.102

38 2.143778 137.204.231.102 62.149.128.161 TCP cera-ham > pop3 [ACK] Seq=86 ack=2387 wi

62.140.128.161 TCP cera-bcm > pop3 [ACK] Seq=72 Ack=2374 Win=64512 Len=0

9
33 2.110203 62.149.128.161 137.204.231.102 TCP pop3 » cera-bam [ack] Seg=2374 Ack=80 win=5840 Len=0

34 2.120953 62.149.128.161 137.204.231.102 FOP 5 0K
35 2.121239 137.204.231.102 62.149.128.161 FOP C:quIt
36 2.143751 62.149.128.161 137.204.231.102 FOP 5 +0K
37 2.143764 62.149.128.161 137.204.231.102 TCR pop3 > cera-bem [FIN, ACK] Seg=2386 Ack=86 win=5840 Len=0

64500 Len=0

Le

window size: 64512
® Checksum: 0x1271 [validation disabled]
® [SEQ/ACK analysis]
= post office protocol
= DELE 1\r\n
Request command: DELE
Request parameter: 1

|3

KN

0000 00 00 Oc 07 ac cB 00 25 54 74 a0 cc O 00 45 00
0010 00 30 eB 98 40 00 BO 06 el c5 89 cc e7 66 3e G5
0020 80 al 07 02 00 6e df 91 e7 de 52 26 52 lc 50 18
ooso fe 00 12 71 00 o0 ENEH

@| Request (pop request), 8 bytes Packets: 43 Displayed: 31 Marked: 0 Load tme: 0:00,000

Profile: Default
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