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� begin with 0x000001BA
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� This will grab any file using the OLE file structure. This includes 

PowerPoint, Word, Excel, Access, and StarWriter

� ��


� Note it is more efficient to run OLE as you get more bang for your 

buck. If you wish to ignore all other ole files then use this

� �	�

� Note is will extract .jar files as well because they use a similar 

format. Open Office docs are just zip'd XML files so they are 

extracted as well. These include SXW, SXC, SXI, and SX? for 

undetermined OpenOffice files.
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� Run all pre-defined extraction methods. [Default if no -t is 

specified]
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� sudo mount /dev/sdb1 /data-recovery -o rw

� -	��
�����������
��
���	��
��������
������

� sudo foremost -i /dev/sda1 -o /data-recovery
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sudo foremost -t all -i image.dd
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sudo foremost –s 100000 -i /dev/sda1 -o /data-recovery
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sudo foremost -t jpg,gif -i /dev/sda1 -o /data-recovery
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sudo foremost -s 100 -t jpg -i image.dd
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sudo foremost -t ole,jpeg -i image.dd
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Foremost version 1.5.7 by Jesse Kornblum, Kris Kendall, and Nick MikusAudit 

FileForemost started at Fri Apr 20 10:15:45 2011

Invocation: foremost /dev/sda1

Output directory: /data-recovery

Configuration file: /usr/local/etc/foremost.conf

-------------------------------------------------

File: /dev/sda1

Start: Fri Apr 20 10:15:45 2011

Length: 962 MB (1009254400 bytes)

Num Name (bs=512)

Size File Offset Comment0:

0: 00000621.jpg 11 KB 312832

1: 00000743.jpg 8 KB 329216

2: 00000774.jpg 3 KB 345600

3: 00000877.jpg 9 KB 361984

4: 00000983.jpg 8 KB 378768

-------------------------------------------------
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�
root@deft:~/$ xxd -s 312832 -l 512 /dev/sda1

004c600: ffd8 ffe0 0010 4a46 4946 0001 0100 0001 ......JFIF......

004c610: 0001 0000 ffdb 0043 0005 0304 0404 0305 .......C........

004c620: 0404 0405 0505 0607 0c08 0707 0707 0f0b ................

004c630: 0b09 0c11 0f12 1211 0f11 1113 161c 1713 ................

004c640: 141a 1511 1118 2118 1a1d 1d1f 1f1f 1317 ......!.........

004c650: 2224 221e 241c 1e1f 1eff db00 4301 0505 "$".$.......C...

004c660: 0507 0607 0e08 080e 1e14 1114 1e1e 1e1e ................
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� sudo mount /dev/sdb1 /data-recovery -o rw
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� sudo scalpel /dev/sda1 -o /data-recovery
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� $ sudo apt-get install tcpxtract

� /����������
�����
��
��������
��������	
���	�����
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� $ tcpxtract -f sniffed -o ./output
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